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Start Here
Agent Paranoid Android

English - Pycckuii

Create repeatable test datasets with useful relationships and business rules,
without copying source rows. Start with a file, safe database metadata, or an
explicit specification, then review the plan before generating fresh values.

Stable 1.6.0 isthe recommended release. Use the CLI below or the runnable
Python API example.

This source guide targets candidate 1.7.erc1 ; the commands below select it
explicitly. See candidate status for publication and acceptance.

Five-Minute Check

python3 -m pip install "agent-paranoid-android==1.7.0rc1"
test-data-agent doctor
test-data-agent demo --output out/demo

The demo uses a bundled fictional fixture. After installation it needs no network,
database or Al provider. A healthy installation reports:

guickstart smoke: ok
doctor passed

Choose Your Starting Point

I have Start here

One CSV file First CSV Dataset
Related CSV files Related Tables
PostgreSQL PostgreSQL Workflow
Trino Trino Workflow

A safe profile or a plan Profiles And Specs
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Generation Or Transformation?

Synthetic generation creates new rows from a reviewed patasetspec . Use it for

valid, boundary, load or controlled-invalid test cases. The normal process is profile,
review the specification, generate, validate, then review the output.

Selective transformation keeps one-to-one correspondence with input rows and
applies explicit field actions. Its result has mixed origin. Source-value preservation
requires a non-sensitive field decision and fresh local-terminal approval of the exact
inputs and plan; agents and MCP cannot issue it. Start with Transform Local Data.

Rules And Formats

Use business rules for formulas, field conditions, foreign keys and aggregate
checks. The source/output matrix shows routes to CSV, JSON, Parquet and
generated SQL. SQL export writes a file, not a database.

Advanced Integrations

Al, MCP, Containers, and Custom providers

Before Sharing A Dataset

Review the specification, validation reports and generation manifest.json . FOr a
valid synthetic dataset expect synthetic: true , source rows copied: false and
validation valid: true . These checks do not certify statistical anonymity or detect

every sensitive value. Explicit mixed/negative datasets can intentionally fail
validation.

Database access remains allowlisted, read-only and bounded. Al receives safe
metadata, never raw PII, secrets or source rows. See the Safety Model and

Troubleshooting.

For offline reading use Downloads. For another release use Documentation
Versions. Maintainer and release records live in History And Maintenance.
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Installation
English - Pycckuit

Stable 1.6.0 is the recommended release. Its signed source, packages and
containers passed public verification.

Requirements

e Python 3.11 or newer
e enough local disk space for the requested output

e a dedicated working directory for inputs and generated artifacts

The supported Cl matrix covers CPython 3.11, 3.12, 3.13, and 3.14. Python 3.11
remains the minimum so users can adopt newer interpreters without forcing existing
environments to upgrade. The notice and release-gate rules for changing this
matrix are defined in Runtime And Integration Support.

Read the migration notes before regenerating existing fixtures.

Install From PyPI

The stable release is 1.6.0 . This candidate guide pins 1.7.erc1 explicitly; check
candidate status before installing. For the recommended stable package use pip

install "agent-paranoid-android==1.6.0" .

Create an isolated environment:

macOS and Linux

python3 -m venv .venv

source .venv/bin/activate

python3 -m pip install --upgrade pip

python3 -m pip install "agent-paranoid-android==1.7.0rc1"

The base package supports CSV, JSON, and deterministic PostgreSQL SQL
export. Add only the source and format integrations you need:

python3 -m pip install "agent-paranoid-android[parquet]==1.7.0rc1"
python3 -m pip install "agent-paranoid-android[mcp]==1.7.0rc1"
python3 -m pip install "agent-paranoid-android[mcp, trino]==1.7.0rc1"
python3 -m pip install "agent-paranoid-android[postgres]==1.7.0rc1"
python3 -m pip install "agent-paranoid-android[openai]==1.7.0rc1"
python3 -m pip install "agent-paranoid-android[gigachat]==1.7.0rc1"
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Dependency footprint budgets live in Dependency Compatibility.

The a1l extra remains available for development, demos, and container builds. It
is not the recommended user installation. Use test-data-agent doctor --require-

extra all to verify that full environment.

The experimental GigaChat adapter is retained in 1.7.erc1 through its explicit
gigachat extra. Follow Use The GigaChat Advisor for authentication, mandatory

TLS verification, and the review-first workflow. The default provider remains
OpenAl.

Stable 1.6.0 is the recommended default. Add an optional extra to the same exact
stable pin only when needed.

Windows PowerShell

py -3.11 -m venv .venv

.venv\Scripts\Activate.ps1l

python -m pip install --upgrade pip

python -m pip install "agent-paranoid-android==1.7.0rc1"

Run the self-contained environment check:

test-data-agent doctor

Expected final lines:

guickstart smoke: ok
doctor passed

doctor uses atemporary fictional fixture and makes no external calls. Use doctor
--require-extra parquet (Or another installed extra) for an offline capability check.
See Troubleshooting for individual checks and CLI automation for JSON output.

For development setup use Contributing. For documentation builds use Publishing
Documentation. Shell completion has its own reference.

Confirm The Installed Version

python3 -c "import test_data_agent; print(test_data_agent.__version__)"
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The package name is agent-paranoid-android . The command remains test-data-

agent .

Next Step

Use First CSV Dataset for one table, Related Tables for a folder containing one
CSV per table, or Profile PostgreSQL for an allowlisted database.
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First CSV Dataset
English - Pycckuit

This tutorial profiles one CSV file, infers a generation specification, generates new
values, and validates the result.

Prerequisites

e complete Installation;
e run commands from a clone of this repository so the synthetic fixture below is available;

e choose a new output directory.
The fixture contains fictional values and reserved example email domains.

For the same workflow as an executable script with its own synthetic fixture, run

examples/csv_quickstart/run.sh .
Generate 25 Rows

test-data-agent generate-from-csv tests/fixtures/customers.csv \
--count 25 \
--seed 12345 \
--format csv \
--output out/customers.csv

Expected summary:

Generated synthetic dataset: out | rows: customers=25 | seed: 12345 | validation: passed
| source rows copied: no

The exact output path shown in the summary can vary by platform.

Inspect The Bundle

The command writes:

out/
customers.csv
csv_profile.json
dataset_spec.json
generation_manifest.json
validation_report.json

Check the manifest before using the data:
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python3 -c "import json; m=json.load(open('out/generation_manifest.json'));
print(m['synthetic'], m['source_rows_copied'], m['validation_valid'], m['seed'])"

Expected output:

True False True 12345

Open out/customers.csv and confirm that it contains 25 generated rows plus the
header. Source rows are not shuffled or copied.

Reproduce The Result

Generate into a different path with the same seed:

test-data-agent generate-from-csv tests/fixtures/customers.csv \
--count 25 \
--seed 12345 \
--format csv \
--output out/repeated/customers.csv

The two generated CSV files should match:

python3 -c "from pathlib import Path; assert Path('out/customers.csv').read_bytes() ==
Path('out/repeated/customers.csv').read_bytes(); print('deterministic: ok')"

Use Your Own CSV

Replace the fixture path with your file:

test-data-agent generate-from-csv data/customers.csv \
--count 100 \
--seed 12345 \
--format csv \
--output out/customers.csv

Treat every source CSV as potentially sensitive. Do not share its contents, profile
artifacts, or command logs until you have reviewed them. The profiler suppresses
raw values for fields detected as sensitive, but ambiguous domain fields still require
human review.

Exact values remain replaced by default. When customers.status has been
reviewed as a bounded non-sensitive business enum, authorize only that field:

test-data-agent generate-from-csv tests/fixtures/customers.csv \
--local-category customers.status \
--count 25 \
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--seed 12345 \
--format csv \
--output out/approved-status/customers.csv

The request fails closed if the field contains PlI, secrets, identifiers, quasi-identifiers,
free text, excessive cardinality, or long values. The option does not authorize any
other field or any external-provider destination.

Review ambiguous identifiers and financial columns before accepting inferred keys
or distributions. For exact category limits, distinct-count evidence and identifier

behavior, see CSV Profiling Details.

Next, read Review The Output.
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Related Tables
English - Pycckuii

Use this workflow when a folder contains one CSV file per related table. The file
stem becomes the entity name.

Input Layout

example_dataset/
customers.csv
orders.csv

The checked-in fixture already has this shape.

For an executable version with synthetic inputs and business rules, run

examples/relational_csv/run.sh .
Generate The Dataset

test-data-agent generate-from-example tests/fixtures/example_dataset \
--count 25 \
--seed 12345 \
--format csv \
--output out/example_dataset

Expected summary:

Generated synthetic dataset: out/example_dataset | rows: customers=25, orders=25 | seed:
12345 | validation: passed | source rows copied: no

The output contains:

out/example_dataset/
customers.csv
orders.csv
profile.json
dataset_spec.yaml
generation_manifest.json
validation_report.json

Review The Relationship

Open out/example_dataset/dataset_spec.yaml and locate relationships . The
inferred customer/order relationship should name:
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parent_entity: customers
parent_field: customer_id
child_entity: orders

child_field: customer_id

The generator creates new parent identifiers first and assigns child foreign keys
from those generated values. Source identifiers are not reused.

Run The Stages Separately

Use separate commands when the inferred specification needs review or editing:

test-data-agent profile-example tests/fixtures/example_dataset \
--output out/profile.json

test-data-agent infer-spec out/profile.json \
--count 25 \
--output out/dataset_spec.yaml

test-data-agent generate out/dataset_spec.yaml \
--seed 12345 \
--format csv \
--output out/generated

test-data-agent validate out/dataset_spec.yaml out/generated \
--output out/generated/validation_report.json

Do not generate until a reviewer accepts inferred relationships and constraints for a
new domain.

To preserve one reviewed local enum across the staged workflow, pass the same
field-scoped selector while profiling:

test-data-agent profile-example tests/fixtures/example_dataset \
--local-category orders.status \
--output out/profile-with-status.json

orders.cancellation_reason IS free text and is not eligible. The allowlist does not
COpy source rows or expose exact values to external advisors or default MCP
responses.

See Profiles And Specs for the purpose of each stage.
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Review The Output
English - Pycckuit

A successful command is not the end of the review. Use the artifacts in the bundle
to decide whether the synthetic dataset is safe and useful.

This page describes synthetic-generation bundles. The gated mixed-origin
transformation workflow has a separate review contract: validation does not make
its output synthetic, and action provenance and any required exact-snapshot local
preservation receipt must also be checked. See Selective Transformation.

Review Order

1. Read generation_manifest.json .

2. Read validation_report.json .

3. Read business validation report.json When business rules were supplied.
4. Review the effective dataset_spec.yaml Or dataset_spec.json .

5. Inspect a small sample of generated rows.

Manifest Checks

For a valid synthetic dataset, require all of these conditions:

"synthetic": true,
"source_rows_copied": false,
"validation_valid": true

}

Also confirm:

e seed Isthe value requested by the caller;

e row counts Mmatch the requested scale;

e output_format IS correct;

e package version and dataset_spec_schema_version are recorded;

e spec_sha256 IS present;

e business_validation.rules_sha256 and its summary are present when rules were used.

e effective rules binds generation mode, validation settings, relationship, constraint, and

distribution counts to the exact spec and business-rule fingerprints without repeating rule values.
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Validation Report

validation report.json reports deterministic checks for:

entity and field schema,;

e primary-key uniqueness;
 relationships and foreign keys;

« field and row constraints;

e temporal and formula constraints;

e aggregate reconciliation.

Do not treat a missing report as success. A failed valid-mode run is not an accepted
dataset. Explicit mixed/negative test generation may retain intentionally invalid rows
and their failed validation report in a supported output format; the CLI reports
validation failed and exit 1. Do not relabel that result valid. Parquet negative
datasets use explicitly marked scalar columns when malformed cells cannot fit
native Arrow types. The bundle reader restores those cells for validation; their
report remains invalid. Ordinary incompatible typed values still reject the entire
export without partial publication. Keep the specification, manifest and encoding
metadata described in the source/output matrix. Privacy failures never authorize
publication of source values.

These synthetic manifest checks do not apply to the separately gated selective
transformation workflow. Its bundle records mixed origin, action provenance and
any exact-input preservation authority; it must not claim fully synthetic or
anonymous output. Transformation validation failure prevents publication. See the
execution contract.

Assurance Levels

Interpret each result at its actual level:

Level Evidence What it does not prove

Structural Schema, keys, relationships, constraints, formulas, and business Values are private or safe to
validation rules passed deterministic checks. distribute.

Built-in The reviewed spec rejected known raw sensitive values, unsafe Detectors found every PII, secret,
safety categories, and disabled safety settings. The report's privacy quasi-identifier, or rare free-text
policy section records this policy check. value.

Complete- No individual value, partial row, rare

A supported CSV workflow compared generated and available

row reuse
source rows and found no complete-row match.

check

combination, or statistical pattern
resembles the source.
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Level Evidence What it does not prove

Domain . . A formal statistical privacy
privacy An accountable reviewer assessed the generated artifacts under guarantee unless a separate

review the organization's policy and intended use. qualified evaluation provides one.

validation valid: true means the enabled deterministic checks passed. It is not a
privacy certificate. Name- and value-based detection is heuristic and can produce
false negatives, especially for domain identifiers, quasi-identifiers, rare categories,
and free text. This project does not assign an anonymity, differential-privacy, or re-
identification-resistance level.

Profile Review

Profiles should contain metadata such as types, null ratios, ranges, percentiles,
approximate distinct counts, safe low-cardinality distributions, and masked patterns.

Stop and investigate if a profile contains:

» areal email address, phone number, token, credential, or private key;
e asource row copied as a nested object or list;
 rare free-text values that could identify a person;

e an unexpected identifier distribution.

Generated-Row Review

Inspect generated data for domain usefulness, but do not compare or publish raw
source rows during that review. For sensitive domains, perform review in the same
protected environment as the source data.

Current CSV bundles declare csv_encoding: backslash-null-vi Iin their manifest.
String cells and headers that could be spreadsheet formulas receive a reversible
\F marker; null is \n , empty text stays empty, and literal leading backslashes are
doubled. Numeric values, including negative numbers, remain numeric. Keep the
manifest for schema-aware bundle decoding; legacy unmarked CSV retains its
previous interpretation. Artifact names supplied through public workflows must be
one safe filename component; separators and parent-directory components are
rejected before any artifact is written. Formula failures expose only fixed local
reasons, never expressions, values, or nested exception text.

Re-run with the same spec, rules, package version, and seed when reproducibility
is required. A change to any of those inputs can legitimately change output.
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See Safety Model for guarantees and limitations.

How-To Guides

Add Business Rules
English - Pycckuii

Use structured YAML or JSON when generated rows must satisfy domain rules.
The deterministic rule engine applies and validates the rules; an LLM is not the
enforcement mechanism.

For a complete annotated format, see the runnable business-rules reference,
including all rule families, condition operators, formula modes, aggregates,
scenarios and a matching DatasetSpec. The standalone JSON Schema is
generated from the runtime model.

Create A Rule File

The checked-in example at examples/orders_rules.yaml contains:

field_rules:
- table: orders
field: status
required: true
allowed_values: [paid, cancelled]
- table: orders
field: amount
required: true
min_value: ©

row_rules:

- type: temporal_ordering
table: orders
start_field: created_at
end_field: fulfilled_at
allow_equal: true

- type: formula
table: orders

field: amount
expression: quantity * unit_price

Rule references must match fields in the effective patasetspec . Unknown keys,
tables, fields, rule types, and formula syntax are rejected.

Prepare A Reviewed Spec

test-data-agent profile-example tests/fixtures/example_dataset \
--output out/rules/profile.json

test-data-agent infer-spec out/rules/profile.json \

Page 16


https://github.com/wa-pis/agent-paranoid-android/tree/main/examples/business_rules
https://github.com/wa-pis/agent-paranoid-android/blob/main/schemas/business_rules.schema.json

--count 25 \

--output out/rules/dataset_spec.yaml

Review out/rules/dataset spec.yaml , then generate with rules:

test-data-agent generate out/rules/dataset_spec.yaml \

--seed 12345 \
--format csv \

--business-rules examples/orders_rules.yaml \
--output out/rules/generated

Review:

out/rules/generated/

business_validation_report.json
generation_manifest.json
validation_report.json

The generation manifest records a normalized rule fingerprint, rule counts, pass/fail
counts, truncation status, overall business validity, and bounded expected-versus-

observed violation counts.

Supported Rule Categories

Category

Field rule

Conditional required

Conditional allowed values

Temporal ordering

Formula

Foreign key

Aggregate formula

Scenario

Use

Required values, allowed values, numeric bounds

Require fields when a condition matches

Restrict a field under a condition

Enforce start/end ordering

Calculate or validate bounded arithmetic

Preserve cross-table references

Validate an aggregate expectation

Control weighted combinations of field values

Generate Controlled Invalid Cases

Use an explicit generation mode:

test-data-agent generate out/rules/dataset_spec.yaml \

--count 100 \
--seed 12345 \
--format csv \
--mode mixed \

--invalid-ratio 0.02 \
--business-rules examples/orders_rules.yaml \
--output out/rules/mixed_cases
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With business rules, mixed uses seeded random row selection at the requested
invalid ratio and attempts an eligible rule violation for each selected row. The ratio is
not an exact count of failed cells or rules. negative attempts eligible violations for
every row; it does not make every field invalid, and tables without an applicable
mutation can remain valid. Keep these datasets clearly separated from valid fixtures
and review the validation report rather than expecting it to pass.

For tables with several field and row rules, selected rows are distributed
deterministically across required, allowed-value, numeric-bound, conditional,
temporal, and formula violations. Reusing the same seed, mode, ratio, and rule file
reproduces the same negative cases. Foreign-key violations use synthetic missing
parent keys without changing the parent table. Aggregate-formula violations change
only the configured concrete numeric field. Count-style aggregate rules with field:
"+u are validation-only because changing row counts would also break the dataset

shape.

One selected invalid mutation can break several overlapping rules. The engine
audits the affected row before and after mutation and includes newly broken local
rules in the expected counts. Cross-table rules are checked before and after the
injection pass; newly broken rules with a valid baseline are also counted. Injection
requires a valid business-rule baseline and refuses an already invalid baseline
before introducing negative cases. Standalone validation still reports unplanned
failures as unexpected. An injection that does not break its selected rule still reports
a missing expected failure. These audits share the normal work and deadline
budgets.

The business validation report compares expected and observed violations per rule.
unexpected violation count identifies failures that were not selected by controlled

invalid generation; missing expected violation count identifies selected cases that
validation did not observe. expectations_met IS true only when both counts are
zero. These fields contain counts only, never generated row values.

Reproduce The Same Cases Through CLI And MCP

The checked-in examples/negative cases/ bundle fixes the spec, rule file, seed
( 1300 ), mode ( mixed ), and invalid ratio ( 0.5 ). Run it through CLI:

test-data-agent generate examples/negative_cases/dataset_spec.yaml \
--seed 1300 \
--mode mixed \
--invalid-ratio 0.5 \
--format json \
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--business-rules examples/negative_cases/business_rules.yaml \
--output out/negative-cli

The MCP equivalent uses the same files after copying the example bundle below
the configured generator workspace. The mode and invalid ratio are already
recorded in dataset_spec.yaml :

"name": "generate_dataset",
"arguments": {
"spec_path": "negative_cases/dataset_spec.yaml",
"output_folder": "negative-mcp",
"output_format": "json",
"seed": 1300,
"business_rules_path": "negative_cases/business_rules.yaml"

Both paths produce identical synthetic row files and matching expected versus
observed violation counts. Use separate empty output folders when repeating the
example.

Safety Restrictions

Do not put real identifiers, emails, phone numbers, addresses, credentials, tokens,
or other production literals into rule files. Sensitive-looking literals are rejected by
CLI and MCP entry points.

Formula syntax is a bounded arithmetic subset, not Python or SQL. Rule payload
size, expression complexity, and estimated row/rule evaluations are limited.

See Configuration for adjustable limits.

Generation ranges and business invariants

A field's distribution describes sampling. A formula in assign mode computes and
replaces its target; its result may leave that sampling range. The report records
assignment-domain checks and violations separately from business-rule validity.
Declare a field rule with min_vatlue / max_value when the result must obey an
invariant. Formula check mode validates existing values without assigning them;
use it when replacement would hide the condition you intend to test. The complete
runnable reference linked above includes both modes and conditional predicates,
including null and inclusive range checks.
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Scenario weights are relative probabilities, not exact row quotas or predicates that
automatically bind a scenario to source rows. A passing rule report checks declared
rules; it does not establish source fidelity or discover missing rules. Entity-attribute-
value inputs are not automatically pivoted into business fields. Model the desired
entities and declare relationships/rules explicitly before using the generation
command above.

Conditional formulas and synthetic EAV models

A formula accepts an optional typed when condition in either assign Or check
mode. A false condition skips the expression entirely, so an unselected branch
cannot divide by zero or overwrite a sampled value. Reports distinguish

eligible_row_count , evaluated_row_count and skipped_row_count ;sknapecirovvs
are not passed checks. Rules without when retain their old serialization, fingerprints
and behavior. An explicit null condition value uses the existing condition semantics:

equals: null selects null/missing, numeric ranges do not. A predicate field absent
from the DatasetSpec rejects before generation.

row_rules:
- type: formula
table: observations
field: value
when: {field: attribute, equals: ratio}
expression: numerator / divisor

Predicate fields cannot be row-rule assignment/repair targets. Multiple assigning
formulas for one target require provably disjoint equals / in_values predicates on
the same field; overlapping or unprovable branches reject before generation.
Legacy unconditional assignments retain their previous order. Expressions keep the
existing bounded arithmetic and exact DECIMAL rules; conditions share the same
privacy checks, work allowance and deadline.

The runnable synthetic EAV example uses a reviewed ratio / total vocabulary,
generated identifier domains and two disjoint exact-decimal formulas. Vocabulary
and formulas are authored independently of source rows. Each observation has
one attribute/value; no source pivot, source-key retention or duplicate merge
occurs. Missing observations differ from nullable values. Declare entity/attribute
uniqueness separately if required; the example intentionally permits repeated
generated pairs.
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Profile PostgreSQL
English - Pycckuit

Database profiling is available in stable 1.6.0 and requires explicit read-only
configuration, allowlists and resource budgets.

Install the optional driver:

pip install "agent-paranoid-android[postgres]"

Configure one explicit read-only scope. The password setting names another
environment variable; it is not the password itself.

export POSTGRES_SOURCE_ID=warehouse

export POSTGRES_HOST=db.example.internal

export POSTGRES_DATABASE=analytics

export POSTGRES_USER=test_data_agent

export POSTGRES_PASSWORD_ENV=WAREHOUSE_PASSWORD

export WAREHOUSE_PASSWORD='replace-in-your-shell'

export POSTGRES_ALLOWED_SCHEMAS=public

export POSTGRES_ALLOWED_TABLES=public.customers, public.orders

export

POSTGRES_ALLOWED_COLUMNS=public.customers.customer_id, public.customers.status, public.ord
ers.order_id, public.orders.customer_id,public.orders.state,public.orders.amount

For an intentionally table-wide aggregate profile, an entry may instead use the
exact schema.table.* form:

export POSTGRES_ALLOWED_COLUMNS='public.customers.*,public.orders.*"'

The parent tables must still appear exactly in posTerEs ALLowED TABLES . Before any
aggregate runs, bounded PostgreSQL catalog metadata expands each wildcard
into a frozen, sorted explicit-column snapshot. Profiling queries enumerate quoted
column identifiers; they never execute seLect * . Bare, schema-wide, table-name,
embedded, or over-budget wildcards fail closed.

Declared single-column integer and string primary keys are recognized regardless
of their name (for example, ticket_no Or record_code ). Generation uses fresh
synthetic identifiers; it does not preserve source keys. Sensitive key fields retain
their sensitivity classification. Reprofile saved artifacts to obtain this metadata
behavior.
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Composite primary keys are currently unsupported: profiling rejects them before
aggregate scans, including when the column allowlist exposes only part of the key.
It never treats one component as a complete unique key. Other primary-key types
require an independently reviewed generation specification. Review the complete
relational constraints explicitly when authoring that specification; automatic
inference does not support composite uniqueness.

If a platform portal supplies a JDBC endpoint, replace only the separate host, port,
database, and TLS settings with a credential-free JDBC-style URL:

export POSTGRES_JDBC_URL="'jdbc:postgresql://db.example.internal:5432/analytics?
sslmode=verify-full'

Keep POSTGRES USER , POSTGRES_PASSWORD ENV , every allowlist, and every budget

separate. Userinfo, passwords, unknown query properties, and session-changing
options in the URL fail before a connection is opened. This syntax is parsed into the
existing Psycopg adapter; Java and JDBC drivers are not used. If both URL and
component settings are present, explicitly supplied values must match.

PostgreSQL connections now default to verify-full , which verifies the server

certificate and configured hostname. Configure a trusted CA certificate through the
Psycopg/libpg trust-root configuration (for example pessLROOTCERT ) and use a

hostname covered by the certificate. Existing installations using the former require

default must configure trust before upgrading. Connection failure does not fall back
to a weaker mode. Explicit require , verify-ca , Or disable requires

POSTGRES_ALLOW_INSECURE=true and is intended only for isolated local testing; these
modes do not provide full server identity verification.

The database role must already be read-only. The client also requests a read-only
transaction, TLS, statement and lock timeouts, and bounded aggregate results. It
accepts no arbitrary SQL and never profiles source rows.

Table profiling retains observed minimum/maximum bounds for non-sensitive date
and timestamp columns in the existing column-summary query. Inferred generation
uses those ranges; timestamp offsets are retained. Sensitive-name columns do not
expose date bounds, and all-null columns have none. Invalid or inconsistently typed
bounds fail profiling rather than silently inventing a period. Missing bounds
elsewhere still require review; this table-profile behavior does not imply date-bound
support for profile-query .
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Create a safe profile, review a generation specification, generate, and validate.
Output paths must not already exist unless the command explicitly supports  --

overwrite .

test-data-agent profile-postgres --output out/postgres-profile.json

test-data-agent infer-spec out/postgres-profile.json --output out/dataset-spec.yaml
test-data-agent generate out/dataset-spec.yaml --seed 12345 --output out/generated
test-data-agent validate out/dataset-spec.yaml out/generated

test-data-agent export-postgres-sql out/dataset-spec.yaml --seed 12345 --output
out/generated.sql

Run the SQL only in the intended local or disposable target database:

psgl --set ON_ERROR_STOP=1 --dbname synthetic_target --file out/generated.sql

The SQL file contains one transaction, deterministic quoted creaTE TABLE , foreign-
key, and 1nserT statements, PostgreSQL scalar literals, and wuLL . It is built from

validated generated records, not profile query rows. Render or validation failure
leaves no partial output file. Repeating export with the same reviewed spec, seed,
package, and recorded environment produces the same logical SQL; compare files
directly when verifying one environment:

test-data-agent export-postgres-sql out/dataset-spec.yaml \
--seed 12345 --output out/generated-second.sql
cmp out/generated.sql out/generated-second.sql

To profile a reviewed relation without creating a database view, put one fully
qualified single-table query in a local file:

SELECT o.order_id, o.state, o.amount AS amount
FROM public.orders AS o
WHERE o.order_id < 999999

Keep the same physical schema/table/column allowlists and run:

test-data-agent profile-query query.sql \
--adapter postgres \
--source-id warehouse \
--entity orders_query \
--output out/query-profile.json
test-data-agent infer-spec out/query-profile.json \
--output out/query-spec.yaml
test-data-agent generate out/query-spec.yaml \
--seed 12345 --output out/query-generated
test-data-agent validate out/query-spec.yaml out/query-generated
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This generation walkthrough uses direct columns and aliases, all explicitly allowed
above. A derived expression such as amount * 2 can be profiled under the SQL

policy, but automatic infer-spec rejects profiles with unsupported expression

dependencies. Do not infer that the expression is translated into a generation
formula; review a separate supported specification instead.

The query is parsed locally and must stay inside the documented scalar, projection,
and filter subset. A no-row schema probe and bounded aggregate wrappers
execute in the forced read-only session. The profile contains a query fingerprint but
not the SQL text, its literal, backend messages, or query rows.

The equivalent typed Python entry point keeps the query path and database
configuration explicit:

from pathlib import Path

import psycopg

from test_data_agent import (
SqlQueryAdapter,
SqlQueryProfileRequest,
profile_postgres_query_source,

from test_data_agent.postgres_config import PostgresConfig

request = SqlQueryProfileRequest (
adapter=SqlQueryAdapter.POSTGRES,
source_id="warehouse",
entity="orders_query",
query_file=Path("query.sql"),

profile = profile_postgres_query_source(
request,

config=PostgresConfig.from_env(),
driver=psycopg,

Exact values remain disabled by default. A bounded, reviewed, non-sensitive
business enum can be kept locally with its source-qualified identity:

test-data-agent profile-postgres \
--local-category warehouse.public.orders.state \
--output out/postgres-profile.json

Pll, secrets, identifiers, quasi-identifiers, free text, excessive cardinality, and long
values fail closed. Original literals are not sent to providers, MCP, logs, or errors. A
column wildcard is not a local-value policy: exact values are considered only when
the separate, fully qualified --1local-category selector is present and its content

checks pass.
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The selector authorizes only the bounded value domain and aggregate counts. It
does not retain source row order or a mapping that reconstructs source rows. The

generated SQL may contain approved values because its input is the validated
synthetic dataset.

The same profiling boundary is available from Python:

import psycopg

from test_data_agent.postgres_client import PostgresClient

from test_data_agent.postgres_config import PostgresConfig

from test_data_agent import generate_dataset, infer_dataset_spec, validate_dataset
from test_data_agent.postgres_profiler import dataset_profile_from_postgres

config = PostgresConfig.from_env()

profile = dataset_profile_from_postgres(PostgresClient(config, psycopg))
spec = infer_dataset_spec(profile)

# Review or edit spec here before generation.

rows = generate_dataset(spec, seed=12345)

report = validate_dataset(rows, spec)

assert report.valid

Keep profile and generated artifacts local unless their destination policy explicitly
permits otherwise.

For a complete synthetic end-to-end check against a temporary local PostgreSQL
cluster, run the examples/local postgres example. It creates a SELECT-only role,

proves that writes are denied, profiles two related tables, validates deterministic

generation, executes the exported SQL in an empty target database, and removes

the cluster. Run examples/local_postgres/run-jdbc.sh ouTPuT for the same workflow

configured by a placeholder JDBC-style URL, or examples/local postgres/run-
wildcard.sh

ouTtpuT for bounded table-qualified wildcard expansion. Run
examples/local_postgres/run-query.sh OUTPUT for the reviewed query-file path.
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Profile Through Trino
English - Pycckuit

Database profiling is available in stable 1.6.0 and requires explicit read-only
configuration, allowlists and resource budgets.

Install the optional Trino client and, when using MCP, the MCP SDK:

pip install "agent-paranoid-android[trino]"
pip install "agent-paranoid-android[mcp, trino]"

Stable 1.6.0 supports Basic, JWT, Kerberos, GSSAPI, OAuth2 and client
certificates are documented in the configuration reference. Follow its runtime
secret-indirection, HTTPS verification and local OAuth opt-in rules. Local contract
tests do not establish remote authentication compatibility.

Configure an explicit read-only scope:

export TRINO_HOST=trino.example.internal

export TRINO_PORT=8443

export TRINO_USER=test_data_agent

export TRINO_HTTP_SCHEME=https

export TRINO_ALLOWED_CATALOGS=warehouse

export TRINO_ALLOWED_SCHEMAS=analytics

export TRINO_ALLOWED_TABLE_COLUMNS='warehouse.analytics.orders.*"'
export TRINO_DEPLOYMENT_PROFILE=shared-hardened

export TRINO_MAX_INVOCATION_ESTIMATED_SCAN_BYTES=1073741824

TRINO_ALLOWED TABLE COLUMNS IS optional for compatibility. When set, an entry is
either one exact catalog.schema.table.column Or the exact catalog.schema.table.*

form. Wildcards require restricted mode and catalog and schema membership in
the mandatory allowlists. Bounded information schema metadata is validated and

sorted before the first table aggregate; the complete column budget is charged in

preflight. Executed profiling SQL still quotes explicit columns and never projects * .

The same endpoint and optional request defaults can come from a credential-free
JDBC-style URL.:

export TRINO_JDBC_URL='jdbc:trino://trino.example.internal:8443/warehouse/analytics?
SSL=true'

export TRINO_USER=test_data_agent

export TRINO_ALLOWED_CATALOGS=warehouse

export TRINO_ALLOWED_SCHEMAS=analytics
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The catalog and schema path must match the allowlists. Credentials, tokens, roles,
session properties, proxies, headers, unknown properties, and ssi=false fall
before client construction. This is parsed into the Python Trino client; it does not
install or invoke Java or a JDBC driver. Explicit component settings may coexist
only when their values agree.

The default aggregate-only MCP tools list allowlisted metadata, describe tables,
and compute bounded aggregate profiles. They do not return source rows or raw
category literals. Table and column profiling share cumulative statement, column,
deadline, response, and optional scan budgets.

A wildcard authorizes aggregate profiling scope only. It does not authorize category
literals, preserve-as-is, caller SQL stars, row-returning tools, provider payloads,
default MCP literals, logs, or errors. Exact table-column entries retain their existing
bounded category-summary policy.

Check that the Trino capability is installed, then start the MCP server:

test-data-agent doctor --require-extra trino
test-data-agent-mcp-trino

doctor checks the installed driver, safe-SQL support and configured deployment

budget profile using a local smoke check. It does not validate the selected endpoint,
authentication or catalog/schema allowlists, or contact Trino. Server startup and tool
calls enforce their respective configuration and access checks; a successful local
doctor check does not prove database access.

The explicit opt-in  run_safe_select surface is disabled by default. Enabling it is a
separate row-privacy contract: every string is recursively masked, but allowed non-
string source values may remain, so its output is not source-free, anonymous, or a
generated dataset.

Use the checked-in disposable example for a complete profile-to-generation
workflow over Trino's synthetic TPC-H tiny catalog:

examples/local_trino/run.sh /tmp/agent-paranoid-trino-example

Use examples/local trino/run-jdbc.sh ouTPUT to run the identical disposable
workflow with its endpoint and tpch/tiny defaults supplied in JIDBC syntax. Use

examples/local_trino/run-wildcard.sh oUTPUT tO exercise bounded
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tpch.tiny.nation.* expansion and deterministic field ordering. Use
examples/local_trino/run-query.sh ouTPUT to profile one reviewed local seLecT as
a virtual entity. Query-source mode additionally requires exact

TRINO_ALLOWED TABLE_COLUMNS entries or a table-qualified wildcard and rejects
unrestricted mode. It stores a fingerprint, not query text, literals, backend
messages, endpoints, or result rows.

The typed Python entry point uses the same environment configuration and policy
boundary:

from pathlib import Path

import trino

from test_data_agent import (
SqlQueryAdapter,
SqlQueryProfileRequest,
profile_trino_query_source,

from test_data_agent.trino_config import TrinoConfig

request = SqlQueryProfileRequest(
adapter=SqlQueryAdapter.TRINO,
source_id="warehouse",
entity="nation_query",
query_file=Path("query.sql"),

profile = profile_trino_query_source(
request,

config=TrinoConfig.from_env(),
driver=trino,

The example removes its container on success or failure and leaves only the safe
profile, reviewed spec, generated rows, validation report, manifest, and a bounded
result summary. See Configuration and MCP Tools for the full limits and tool
contracts.

MCP with a username and password

Select TRINO_AUTH_METHOD=basic explicitly for username/password login. The default
IS none : setting TRINO_USER alone does not send a password.
TRINO_AUTH_SECRET_ENV holds the name of the password environment variable,
not the password. Basic requires verified HTTPS, including local deployments.

1. Prepare the environment and access

python3 -m venv /ABSOLUTE/PATH/trino-env

/ABSOLUTE/PATH/trino-env/bin/python -m pip install 'agent-paranoid-android[mcp,trino]'
/ABSOLUTE/PATH/trino-env/bin/test-data-agent --version
/ABSOLUTE/PATH/trino-env/bin/test-data-agent doctor --require-extra trino
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Replace /aBsoLuTe/PATH with your absolute path. Doctor checks local installation,
not server login. Obtain the HTTPS host/port, login, approved
catalog/schema/table/ column scope and read-only metadata/aggregate grants
from your Trino administrator. The MCP process needs network access, any
required VPN and a trusted certificate chain. A corporate CA must be trusted by the
Python/runtime environment; keep certificate verification enabled.

2. Supply the password to the process

If your MCP client supports protected secret injection into child-process
environment variables, configure my_TrINno PAssworD there. Keep the password out
of JSON, repositories, command arguments and chat. A graphical application may
not inherit terminal variables, and a .env file is not loaded automatically. Restart
the MCP server after changing its environment.

A complete macOS option: use Keychain Access to create a password item named
agent-paranoid-android-trino , with its account matching TrINo USER and your
password. Save this script as /ABSOLUTE/PATH/start-trino-mcp.sh , replacing the
path to the installed server:

#!/bin/bash
# Resolve the password locally; reserve stdout for the MCP protocol.
if ! MY_TRINO_PASSWORD=$(/usr/bin/security find-generic-password \
-s agent-paranoid-android-trino -a "$TRINO_USER" -w 2>/dev/null); then
printf '%s\n' 'Trino password is unavailable in Keychain' >&2
exit 1
fi
export MY_TRINO_PASSWORD
exec /ABSOLUTE/PATH/trino-env/bin/test-data-agent-mcp-trino

Run chmod 700 /ABSOLUTE/PATH/start-trino-mcp.sh . Allow local access to that item if
macOS prompts. Do not enable set -x or print the password. This launcher

resolves the secret at startup without relying on a GUI application's inherited
environment. On other operating systems use the client's protected storage or a
local secret mechanism.

3. Register the server in your MCP client

This is the common mcpservers shape; the settings location depends on the client.

Replace all fictional endpoints, usernames and data names locally. This example
uses the Keychain launcher from the previous step:

"mcpServers": {
"trino": {
"command": "/ABSOLUTE/PATH/start-trino-mcp.sh",
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"env": {
"TRINO_HOST": "trino.example.internal",
"TRINO_PORT": "443",
"TRINO_HTTP_SCHEME": "https",
"TRINO_USER": "your_login",
"TRINO_AUTH_METHOD": "basic",
"TRINO_AUTH_SECRET_ENV": "MY_TRINO_PASSWORD",
"TRINO_ALLOWED_CATALOGS": "warehouse",
"TRINO_ALLOWED_SCHEMAS": "analytics",
"TRINO_ALLOWED_TABLE_COLUMNS": "warehouse.analytics.orders.*",
"TRINO_DEPLOYMENT_PROFILE": "shared-hardened",
"TRINO_MAX_INVOCATION_ESTIMATED_SCAN_BYTES": "1073741824"

When the client securely supplies my_TrINo PAssworD instead of using Keychain, set
command directly to /ABSOLUTE/PATH/trino-env/bin/test-data-agent-mcp-trino

Secret substitution is client-specific: ${My_TrRINO_PASsworD} in JSON is not a
universal substitution mechanism.

TRINO_HOST IS a host name without a URL scheme or path; use the actual HTTPS

port. Catalog/schema allowlists are mandatory comma-separated sets. Column
scope is optional for ordinary table profiling, but required for profile-query . You

may replace warehouse.analytics.orders.* With comma-separated exact columns.

The wildcard permits bounded aggregate profiling only, grants no source-row
access and does not replace Trino grants.

The cumulative scan limit shown is 1 GiB per invocation. Existing defaults also
bound request timeout to 30 seconds, execution time to 30 seconds, run time to 45
seconds and scanning to 1 GiB per query. TRINO _CATALOG and TRINO_SCHEMA are
optional defaults within the allowlists. See the configuration reference for all
settings.

4. Verify startup and diagnose failures

Restart the server in your MCP client and check that Trino tools appear. Start with
an allowed metadata tool such as 1ist_catalogs , then describe_table for an
approved table. Process startup and Doctor success do not prove authentication.
These instructions are checked locally against configuration contracts, not against
your remote server.

For a 401, check basic , the variable referenced by TRINO AUTH SECRET ENV , the
login and process restart locally. For a 403, check server grants and access policy;
a status alone does not establish the exact cause. For TLS failures, check the
endpoint and certificate trust.
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For support share the package version, launch method, TRINO AUTH METHOD ,
TRINO_HTTP_SCHEME , Whether a login and secret reference are set, whether the
password variable reaches the process, and whether another client can log in. Do
not share login/password values, complete .env files, connection URLS, source
rows or raw driver responses.

Authentication failures

For a failed connection, record the installed package version and selected
TRINO_AUTH_METHOD locally. Share only those details when investigating a failure; do

not share passwords, tokens, connection URLs or raw driver responses. A reported
HTTP 401 alone does not identify a configuration or compatibility issue.

SQL-query profiling converts untyped HTTP 401/403 and TLS failures into the fixed

SQL query source profiling failed error, without retaining the original exception
cause or context. The CLI keeps its external service category and leaves an
existing output artifact unchanged. MCP returns its fixed Trino error and records
value-free audit diagnostics. These boundaries do not establish successful
authentication against a particular server.
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Transform Local Data
English - Pycckuit

Use selective transformation when each output row must correspond to an input
row. Unlike synthetic generation, the result has mixed origin and may contain
explicitly replaced or approved preserved source values. Treat the destination as
potentially sensitive; validation is not an anonymity certificate.

Choose An Action For Each Field

Action Effect
drop Remove the field.
synthesize Generate new values using the declared generation policy.
substitute Apply an explicit typed mapping, optionally shared by a domain.
replace_text Apply explicit exact-text mappings. Field mappings override file-wide mappings without cascading.
preserve Retain an eligible non-sensitive field only after exact local approval.

For an unmatched mapping, select rejection, synthesis or eligible preservation
explicitly. A preserve fallback has the same approval requirements as direct
preservation. Explicit mapped replacements may equal another source value,
including a sensitive permutation; this is not permission for implicit copying.
Mapping values never belong in logs, summaries, provider requests or MCP
replies.

Review Before Execution

1. Prepare a valid behavior policy, source and any local mapping files. Use a new destination
distinct from every input.

2. Run transform-review SOURCE PoLICY.yaml . Review the value-free field decisions and record the
displayed snapshot_sha256 .

3. To edit an already valid policy locally, use transform-review SOURCE POLICY.yaml --decide --edit-
actions , then save . Review the saved bytes again. Saving is not approval.

4. If any action preserves values, obtain the receipt in your own interactive local terminal with

transform-approve SOURCE POLICY.yaml RECEIPT --snapshot-sha256 SHA .
5. Execute with transform-execute SOURCE POLICY.yaml DESTINATION --snapshot-sha256 SHA , adding

--receipt RECEIPT When required. Inspect provenance and validation.
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SOURCE , POLICY.yaml , RECEIPT , DESTINATION and sHA above are placeholders,
not a ready-to-run dataset approval. Use installed commanp --help for options.
Never supply real data to a provider while preparing the policy.

Conditions For Preservation

Every preserved field needs an explicit non-sensitive decision, no positive or
conflicting sensitivity evidence, and a bounded operator comment. Sensitive,
unknown and disputed fields remain blocked. DECIMAL preservation is blocked by
default. Approval binds the exact source, classification, policy and referenced
mapping bytes. Any bound input change requires fresh review and approval.

Only the controlling local terminal can issue the receipt. Piped confirmation, an
agent flag and MCP approval cannot replace it. A matching receipt permits only its
reviewed plan; it does not authorize another dataset.

Multiple Inputs And Databases

Use a common saved profile with transform-batch for multiple inputs and final

linked validation. Creation saves configuration only. Validation and execution
consume the exact reviewed digest and any required local receipt.

Configured SQL sessions use administrator allowlists and read-only budgets to
capture once. Later steps reuse the same frozen snapshot without reconnecting.
Sessions enforce admission, expiry and cleanup. MCP consumers stay workspace
confined and return metadata, not rows.

See the CLI contract for formats and arguments, MCP permissions for integration

rights, and Configuration for schemas and budgets. Historical RC anchors remain
valid links.

Integrations
Connect An MCP Client

English - Pyccknii

These workflows describe stable 1.6.0 . Start with a workspace-confined server

and enable only tools required for your task. For local preservation approval use
Transform Local Data; MCP cannot issue it.
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The project exposes two MCP servers with separate trust boundaries:

» the generator's ordinary file tools use one workspace; configured SQL transformation sessions
additionally own private temporary captures;
» the Trino server's default aggregate-only tools provide allowlisted, read-only metadata and

profiling.

Start with the generator server. Add Trino only when database profiling is required.

Before enabling tools, use MCP Permissions for the complete tool inventory,

required filesystem/network/database rights, client confirmation policy, and separate

transformation approval requirements. These are stdio servers: the client launches

a local process; no inbound port or MCP OAuth scope is required. Client tool

approval, operating-system access, database grants and human dataset review are

separate controls.

For process and dependency isolation, use the separate hardened images in
Container Deployment. The generator example has no network, while the Trino
worker receives no generator workspace mount.

For Trino username/password setup, use the complete Basic authentication MCP
example.

Generator-Only Quickstart

Install the optional MCP support in a dedicated environment. Use the version
selected in Installation.

python3 -m venv /path/to/mcp-env
/path/to/mcp-env/bin/python -m pip install "agent-paranoid-android[mcp]"
mkdir -p /path/to/synthetic-workspace

Desktop clients may not inherit your shell's PATH. Configure the absolute
executable path and restart the client after changing its configuration:

{
"mcpServers": {
"test-data-agent-generator": {
"command": "/path/to/mcp-env/bin/test-data-agent-mcp-generator",
"env": {
"TEST_DATA_AGENT_WORKSPACE_ROOT": "/path/to/synthetic-workspace"
}
}
}
}
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Replace both absolute paths with your own. The client should discover
plan_dataset , inspect_dataset_plan , approve_dataset_plan , and
recover_dataset_plan . This local workflow requires no database or Al-provider

credentials. The mcpservers example applies to clients supporting that

configuration format; use your client's equivalent server settings otherwise.

Create customers.csv inside the workspace with this fictional fixture:

customer_id, email, status
1,alice@example.com,active
2,bob@example.com, paused

Ask your assistant: "Plan four synthetic customers from customers.csv with seed
81. Show me the specification for review before generating files." The
corresponding plan_dataset arguments are:

{
"source_path": "customers.csv",
"workspace_path": "agent/customers",
"source_type": "csv",
"count": 4,
"seed": 81,
"output_format": "csv",
"table_name": "customers"

}

The response has approval required: true and spec path . NO generated dataset

exists yet. Open the spec artifact locally and review field types, privacy,
relationships, count, and seed. Inspection is a read-only operation:

{"workspace_path": "agent/customers"}

Call inspect dataset plan with those arguments. After a human reviews and
explicitly approves the exact current specification, call approve dataset plan with:

"workspace_path": "agent/customers",
"reviewed_spec_sha256": '"<review.current_spec_sha256 from inspection>"

}

Replace the placeholder with the actual fingerprint. If the specification changes,
inspect and review it again; a copied fingerprint is not human approval. The
approval response should report row counts: {"customers": 4} , validation valid:

true , and paths to output, manifest, validation report, and approval receipt. Inspect
the same workspace again to confirm phase: completed . Report these summaries
and paths; do not attach or inline dataset rows.
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Resume An Existing Synthetic Plan

If the client closes after planning, keep the agent workspace and resume the same
conversation through the client's normal session-resume action. Restore the same
verified installation, workspace root, MCP connection and tool filter. Keep the
existing model, authentication, sandbox and confirmation policy. Run only one copy
of that client session.

For the Codex CLI, the upstream client command iS codex resume SESSION_ID ;
replace session_1p with the existing conversation's identifier. This is a Codex
command, not an Agent Paranoid Android option. If the original launch supplied
MCP settings only for that invocation, reapply those same settings through the
reviewed client launcher when resuming. A bare resume command does not
establish that the required server and tool filter were restored.

Continue with inspect dataset plan for the existing workspace. Do not replay
plan_dataset , delete the plan, or choose a new workspace merely to clear a non-

empty-directory refusal. A launcher refusing to create a second plan does not
establish that the package or final-commit checks failed.

When the phase is awaiting approval :

1. Inspect the current plan and make the entire current dataset spec.yaml available for the human
to open and read. Check both its file bytes and review.current_spec_sha256 against the
specification being reviewed.

2. Obtain fresh, explicit human consent for that exact current specification. A model's summary,
copied fingerprint, bootstrap prompt, general release authorization or consent sent before the
final specification was prepared does not complete this review.

3. Immediately before approval, inspect and check the same file again. Changed bytes require
another full-file view and renewed consent.

4. Call approve dataset plan with the unchanged reviewed fingerprint, then validate dataset and
inspect the completed workspace. Report validation, counts and artifact paths without returning

rows.

Client-session resume and recover_dataset_plan are different operations. For an
interrupted approval, follow the state returned by inspection: report an existing
completed result, use recovery only when next_action requests it, and stop for

inspection on an unexpected state. Resuming a conversation does not itself
approve a dataset or authorize preservation. See the permission boundaries.
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Corrective Next Steps

e Missing executable or MCP extra: check the absolute path, install [mcp] into that environment,
and restart the client.

» Rejected workspace path: move the input inside the configured root and use relative paths. Do
not expand permissions to bypass the boundary.

e Non-empty planning directory: inspect the existing plan and resume its review. Use a new
workspace only when deliberately starting a separate dataset.

« Stale review fingerprint: inspect, review the changed specification, and obtain renewed human
approval before submitting its current fingerprint.

e Interrupted approval or a lost response: inspect first. If phase iS completed , report the existing
result. If next action iS recover , call recover dataset plan with the workspace and reviewed
fingerprint. Recovery retains published outputs without generating another dataset. If inspection
requests review and approval, follow that state instead.

e Fixed argument-validation or transport-limit error: correct arguments against the discovered tool
schema or reduce request size. Do not disable budgets or expect rejected values to be reflected

in error messages.

Add Trino only for database profiling, using the separate configuration and Safe
Trino Sequence below. Keep database credentials in the Trino server for that
aggregate-profile-to-synthetic workflow. The separately configured SQL
transformation session has its own connection requirements.

Prepare A Workspace

Common-Profile Workflow

Stable 1.6.0 provides common_transformation Iin the generator console server.
Registration grants no dataset permission or preservation approval. Stable
acceptance has finite recorded limits; changed activation still needs its own review.
It accepts operation ( review , validate , execute ), Workspace-relative profile ,
and positive explicit max_total_bytes , max_review_bytes , max_output_bytes .
Validation/execution require the exact reviewed snapshot_sha256 . Preservation
additionally requires a pre-existing local receipt ; MCP cannot issue it. Optional
destination IS execute-only and names a new direct-child output bundle. Without
it, execution is temporary.

The workspace root comes from server configuration, never tool arguments.

Responses contain value-free review/summary metadata, not output rows or
mapping literals. Existing transport/work budgets still apply; these byte settings do
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not enlarge source-free profiling or serialized response budgets. Unknown
arguments, including root and approved , are rejected without reflection.
Configuration creation and human confirmation remain local CLI operations.
Installed fictional acceptance with MCP SDK1/SDK2 does not authorize private
data access or issue a local preservation receipt.

mkdir -p /path/to/synthetic-workspace

Inputs, safe profiles, reviewed specs, rules, and outputs used through generator file
tools must remain below this directory. Server-owned temporary storage, audit logs
and authentication files have separate administrator-configured locations. The
workspace setting is an application path boundary, not an operating-system
sandbox.

MCP Client Configuration

Use the installed console commands:

"mcpServers": {
"test-data-agent-generator": {
"command": "test-data-agent-mcp-generator",
Ilenvll : {
"TEST_DATA_AGENT_WORKSPACE_ROOT": "/path/to/synthetic-workspace",
"TEST_DATA_AGENT_MCP_MAX_INVOCATION_SECONDS": "120"

}

r
"test-data-agent-trino": {
"command": "test-data-agent-mcp-trino",
llenvll : {
"TRINO_HOST": "trino.example.internal",
"TRINO_PORT": "443",
"TRINO_USER": "synthetic_data_reader",
"TRINO_HTTP_SCHEME": "https",
"TRINO_ALLOWED_CATALOGS": "hive,iceberg",
"TRINO_ALLOWED_SCHEMAS": "test_data,staging",
"TRINO_QUERY_MAX_EXECUTION_TIME": "30s",
"TRINO_QUERY_MAX_RUN_TIME": "45s",
"TRINO_QUERY_MAX_SCAN_PHYSICAL_BYTES": "1GB"

Give the Trino identity only the required metadata and SELECT access through
database grants; no write or administration rights are needed. Catalog/schema
allowlists do not create those grants. TRINO ALLOWED TABLE COLUMNS harrows safe
table profiling, but is not a universal per-tool ACL for metadata, counts, rule probes
or optional run_safe select . Use database grants for strict table/column isolation;
see the permission matrix.
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Do not place a password or token directly in a committed MCP configuration. Use
the client's secret mechanism or an environment injected by the runtime.

Safe Generator Sequence

For selective transformation review, call review transformation with workspace-
relative input_path , policy path and optional table name . It reads a fixed local
snapshot in the format selected by the saved policy and returns review only ,
snapshot_sha256 and the same value-free review as CLI transform-review .
Referenced mapping files stay local to the policy directory. The tool writes no
artifacts, creates no approval receipt, executes no transformation and connects to
no database. It is separate from ordinary source-free generator operations.

The stable 1.6.0 generator registers execute transformation with workspace-
relative input_path , policy path , NEW output path , mandatory snapshot sha256 ,
optional table name /existing receipt_path , and optional

max_total input_bytes / max_output_bytes run caps. It consumes the same exact
snapshots and budgets as CLI execution and returns transformation completed ,
digest, provenance and budget summaries, never dataset rows or mapping literals.
Explicit replacements may permute sensitive source values under the same field-
independent contract. Review retains a value-free sensitivity note; mapped values
stay in the selected local artifact, never MCP responses. This does not grant direct
preservation or an implicit copy fallback.

Preservation requires a matching receipt issued separately by the human local
controlling-terminal CLI. There is no MCP receipt issuer or approval flag. Changed
inputs invalidate receipts; workspace escapes, existing destinations, unsupported
actions and budget violations fail closed without copying fallback. Registration does
not authorize a dataset. Changed activation requires fresh independent safety
review and executable evidence. Changed public activation still requires matching
contracts, executable safety evidence and independent exact-SHA review. A receipt
never authorizes database access or external APIs.

1. Put a CSV file, CSV folder, or safe profile below the workspace root.

2. Call ptan dataset with that source, a new agent workspace, count, seed, and output format.
3. Stop and review the written dataset_spec.yaml .

4, Call inspect_dataset_plan and record review.current_spec_sha256 .

5. Call approve dataset plan with that exact fingerprint only after review.

6. Report summaries and artifact paths, not generated rows.
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Use profile_csv , infer_dataset_spec , generate_dataset |, and validate_dataset
separately when an advanced client needs control over each pipeline stage. Direct
generate dataset and export dataset dO notrequire a planning approval
argument; configure the client's confirmation policy before enabling these writing
tools. Permission to invoke approve dataset_plan IS not evidence that the human
reviewed the displayed specification.

For the planning/approval workflow, embed business rules in the reviewed
DatasetSpec. Direct generate dataset and export dataset calls can instead
provide business rules path Or a bounded structured business rules payload . Use
one rule source: external rules cannot be combined with embedded rules.

Generator MCP reads newline-framed requests through the same bounded
transport used by Trino MCP. Each request receives a fresh non-resettable budget.
The default boundary rejects raw frames above 1 MiB, JSON deeper than 100
levels, JSON with more than 10,000 structural nodes, or an individual scalar above
256 KiB before MCP/Pydantic materialization. Complete JSON-RPC responses are
limited to 4 MiB and overflow becomes a fixed local error. Typed argument-
validation failures also become the fixed Tool arguments failed validation €error;

rejected caller values and nested Pydantic diagnostics are not returned. Malformed
typed requests are rejected before SDK dispatch with fixed 1nvalid request

parameters text, and malformed notifications are dropped; their caller-controlled

values do not enter SDK logs or retained exceptions. Each server process admits at
most 32 active requests. Excess requests receive a fixed bounded capacity error,
and disconnect or teardown clears retained request state. Trino execution is
separately capped at eight concurrent operations per process.

Safe Trino Sequence

The default aggregate-only tools are source-literal-free and contain only metadata
and aggregate profiling operations:

] list_catalogs , list_schemas , list_tables , describe_table ;

e profile_table , profile_table_safe , profile_column ;

. profile_foreign_key , profile_temporal_ordering , profile_formula_rule |
° profile_conditional_required , profile_conditional_allowed_values ;

o profile_aggregate_mapping .
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Catalog and schema discovery returns only names present in the configured
allowlists. Tables may be listed only after their catalog and schema pass those
allowlists. Backend-controlled driver and enumeration failures are exposed as the
fixed Trino request failed error without retaining the original text.

This default aggregate-only surface has no row-returning diagnostic. Its successful
responses, validation and database errors, and metadata-only audit records do not
contain source-cell literals.

. Call 1list_catalogs , list_schemas , and 1list_tables .
. Call describe_table .

. Call profile_table_safe for an allowlisted table.

A W N

. Pass that response to generator plan trino dataset With a new workspace, explicit count,

seed, and output format.

(2]

. Stop and review the written dataset_spec.yaml .
6. Call inspect_dataset_plan and record review.current_spec_sha256 .
7. Call approve dataset plan Wwith that value as reviewed spec_sha2s6 only after the human

reviewed that exact spec fingerprint.

8. Do not export or relay source rows.

Both catalog and schema allowlists are mandatory by default. HTTPS is the default.
Plain HTTP requires an explicit override and is intended only for an isolated local
Trino instance.

The explicit opt-in row-returning tool run_safe select IS not exposed by default.
Trusted clients that need it must set TRINO_ENABLE SAFE_SELECT=true . The review-
first planning sequence above does not require it. Its bounded row-shaped result
masks every string, including names and addresses missed by heuristic
classification, plus non-string fields or values recognized as sensitive. Other non-
string source values may remain, so enabling it does not make returned rows
source-free, anonymous, or suitable for relay to an LLM or generated output.

Expected Result

The default generator and default aggregate-only Trino tools return compact
metadata:

rows: customers=25, orders=25
seed: 12345
validation: passed
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synthetic: true
source rows copied: false

Generated files stay in the workspace. These default tools do not return dataset or
source rows; explicit opt-in row-returning tools are outside this expected result.

Failure Conditions
The server rejects:

e paths outside the workspace, including existing symlink escapes;
 existing output files and non-empty output directories;

e unrestricted SQL, DDL, DML, joins, CTEs, and subqueries;

« likely PII projections and raw sensitive rule literals;

e non-Trino or oversized inline planning profiles;

o DatasetSpec input passed to plan dataset instead of generate dataset ;
e missing Trino allowlists;

e requests exceeding configured input, output, query, or execution limits.
See MCP Tools and Configuration for details.

Preservation approval is never an MCP capability. The registered separate
workspace execution consumer cannot issue local receipts, return rows or broaden
source-free generator authority. Changed public activation requires the scoped
safety review and executable evidence specified by ADR-0020 and ADR-0021.

Configured SQL Sessions

The running generator server registers configured query session With an instance-
owned session manager. Use only an authorized administrator-configured
PostgreSQL or Trino source. A saved batch profile and bounded query references
are workspace files; tool arguments never select endpoints or credentials.

Operation Arguments Result and lifetime

- - Capture once; return metadata review, opaque
profile , references , posmve max_total_bytes

open oot ot byt J handle , digest, expiry and local approval
max_review_bytes , max_output_bytes d .
escriptor.

Reuse the same frozen batch; no database
review handle

reconnection.
— 1 exact vot ehaoss Validate temporary output; retain the session until
validate andle |, snapshot_sha eXpiI’y or close.
. handle , eXxact snapshot_sha2s6 , new direct-child Verify any required local receipt, validate and
execute destination publish; close the session.
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Operation Arguments Result and lifetime

Remove owned snapshots and receipts; the handle

close handte cannot be reused.

Responses contain review/summary metadata, never captured rows, query text,
mapping literals or connection secrets. local approval contains an owned
temporary root, batch.yaml , a fixed receipt filename, digest and input/review limits.
These references help the local operator invoke the existing CLI:

test-data-agent transform-batch approve /owned/root batch.yaml local-session-
receipt.json \

--snapshot-sha256 REVIEWED_DIGEST \

--max-total-input-bytes REVIEWED_INPUT_LIMIT --max-review-bytes REVIEWED_REVIEW_LIMIT

Use the exact metadata values while the session is alive. The CLI opens the
controlling terminal for confirmation; MCP has no approval operation or boolean.
This descriptor itself grants no authority. Direct or fallback preservation requires a
valid exact receipt; explicit mappings retain their separate safety checks. Changed
local bytes cannot produce a receipt for the frozen batch.

Expiry, refusal and shutdown remove owned inputs and receipts. Execution retains
only the selected validated output bundle inside the parent workspace. Expired or
closed handles refuse without silently recapturing. Start a new explicit session and
review its new digest if another capture is needed. Cumulative byte admission is not
refunded on close or failure; restart the owning server only after resolving the
refusal and reviewing its configured limits.

Cleanup failure returns a fixed incomplete-cleanup error and latches the owner
unhealthy; further work refuses. Preserve the failure evidence and inspect local
temporary storage before restarting. Default bounds and overrides are documented
in configuration. The entrypoint closes all sessions in a shutdown handler even if
transport fails. Custom SDK embedding must explicitly inject a session owner and
close it; the module-level SDK object creates no SQL sessions.
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Al Integration
English - Pycckuit

Model-specific Python integrations should implement the provider-neutral
AdvisorExchangeClient contract and use ExchangebatasetAdvisor . The client
receives static trusted instructions, safe profile metadata marked as untrusted, and
the current structured-output schema. The adapter validates provider output against
the original request and never generates data or bypasses approval.

advise agent workspace can persist that validated proposal as advisor_review.json
and update the pending dataset spec.yaml . The existing status fingerprint and
explicit approval remain the only path to generation.

Al is optional. The deterministic CLI and Python library can complete the full profile
- review - generate — validate workflow without a provider, MCP client, or
network access. Add Al only when it reduces manual work in relationship discovery,
semantic interpretation, or business-rule hypothesis generation.

When Al is used, this project can be used by an Al client in three practical ways:

1. As a local CLI tool.
2. Through two MCP servers that cover default aggregate-only Trino profiling and synthetic data
generation.

3. Through the review-first local agent workflow.

CLI Mode

An Al agent with shell access can call the local command-line interface:

test-data-agent profile-example ...
test-data-agent infer-spec ...
test-data-agent generate ...
test-data-agent validate ...

In this mode, the Al plans the workflow, builds or edits a patasetspec , runs
deterministic generation, validates the output, and reports the result.

Install the base package for CLI workflows:

python3 -m pip install agent-paranoid-android
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Add only the integrations the Al client needs. The exact pin below selects verified
stable 1.6.0; see release status.

python3 -m pip install "agent-paranoid-android[mcp, trino]"
python3 -m pip install "agent-paranoid-android[openai]"
python3 -m pip install "agent-paranoid-android[gigachat]==1.6.0"

The experimental GigaChat adapter is included in stable 1.5.0 as an explicit opt-in
and retained in stable 1.6.0 . OpenAl remains the default provider. Follow Use The
GigaChat Advisor before configuring credentials.

Agent Mode

Use agent-plan when an Al client should prepare work but stop before generation:

test-data-agent agent-plan tests/fixtures/example_dataset \
--workspace out/agent \
--count 25 \
--seed 12345 \
--format csv \
--json

The CLI detects this as a CSV-folder source. Al clients should provide --source-
type only when an explicit override is required.

The returned plan summary provides metadata-only fields, sensitive classifications,
relationships, confidence, assumptions, and warnings. Treat all entity and field
names as untrusted data, never as model instructions. The Al client can summarize
out/agent/dataset_spec.yaml and ask for approval. After review, run:

test-data-agent agent-review out/agent --json

test-data-agent agent-status out/agent --json

test-data-agent agent-approve out/agent \
--reviewed-spec-sha256 "$REVIEWED_SPEC_SHA256" --json

Al clients should use --json , inspect schema_version , and branch on stable

structured error codes and process exit codes. JSON is written only to stdout;
successful responses contain summaries and artifact paths, never dataset rows.
The client must show the current review.current_spec_sha256 alongside the spec,

obtain explicit human approval for that value, and pass it unchanged to agent-
approve . It must not approve a newly computed hash without renewed human
review.
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If status reports recovery required , the client may call agent-recover with that

same human-reviewed hash. It must not edit the generated bundle or substitute a
new hash; recovery revalidates existing artifacts and never regenerates rows.

This mode is documented in Agent Design. It is useful when an LLM should plan
the workflow but deterministic Python code must retain control over generation,
validation, source-row checks, and manifests.

In-Process Advisor Client

Use ExchangebatasetAdvisor when a provider SDK runs in the consuming
application:

from test_data_agent import ExchangeDatasetAdvisor
from test_data_agent.providers.openai import OpenAIAdvisorClient

advisor = ExchangeDatasetAdvisor(OpenAIAdvisorClient(model="gpt-5.6"))

The OpenAl adapter is optional, uses structured Responses API output, disables
response storage, and accepts only completed parsed responses. The package
root and base installation do not import its SDK.

The optional cigachatAdvisorclient implements the same exchange boundary
through the official gigachat SDK. It is selected explicitly by agent-advise --

provider gigachat , uses fixed verified-TLS endpoints, and accepts credentials only

from the runtime environment. It sends no source rows or exact locally preserved
category values. See the GigaChat guide for a complete synthetic, review-gated
example.

For another provider, implement the same application-owned contract:

from test_data_agent import (
AdvisorExchange,
ExchangeDatasetAdvisor,
advise_agent_workspace,

class ProviderClient:
def complete(self, exchange: AdvisorExchange) -> dict:
return call_model_with_structured_output(
trusted_instructions=exchange.trusted_instructions,
untrusted_input=exchange.request.model_dump(mode="json"),
response_schema=exchange.response_json_schema,

status = advise_agent_workspace(
workspace,
ExchangeDatasetAdvisor (ProviderClient()),
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call_model with structured output IS provider-specific application code. Keep
additional SDKs and all credentials outside the deterministic core and base
installation. The client must return a parsed object matching AdvisorProposal ;
prose, tool commands, and unknown fields fail validation.

For an executable application-layer example, run The Reference Agent. It uses a
deterministic stand-in by default and can select the optional OpenAl adapter. The
CLI GigaChat path uses the same review and approval contract. All paths stop for
explicit human review, require the exact reviewed spec fingerprint, and then run the
normal deterministic generation and validation pipeline.

External Advisor JSON Handoff

Any model service that can accept and return structured JSON can propose
DatasetSpec Cchanges without a package integration:

test-data-agent agent-plan tests/fixtures/example_dataset \
--workspace out/agent --count 25 --json

test-data-agent agent-advisor-request out/agent \
--exchange > advisor_exchange.json

Load the exchange locally. Exported documents can contain category literals,
matching predicates and local generation metadata. Do not transmit them
unchanged. ExchangebatasetAdvisor projects the request for built-in and custom
clients, recomputes its fingerprints, validates the projected proposal, restores
retained local metadata under deterministic guards and validates the original
request. Clients must echo the fingerprints they receive. Standalone JSON handoff
must implement this tested projection and local restoration or refuse transmission.
After projection, map each part to the provider's API:

e send trusted_instructions through its system or developer instruction channel,
e send request as structured untrusted input;
e constrain structured output with response_json_schema ;

e save only the resulting AdvisorProposal as advisor proposal.json .

Do not merge request profile text into the trusted instructions. Provider SDK code
remains in the consuming application, outside the base package. Then run:

test-data-agent agent-advisor-apply \
out/agent advisor_proposal.json --json

test-data-agent agent-review out/agent --json

test-data-agent agent-status out/agent --json
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The core verifies both request fingerprints, the full spec schema, schema identity,
privacy settings, sensitive classifications, row limits, and the absence of raw
sensitive values. It records the exchange in advisor review.json and never

generates data during apply.

Show the updated dataset spec.yaml and the new review.current spec sha256 tO

the human reviewer. Only after explicit review may the client pass that exact hash
to agent-approve . Aretry with the same proposal can finish an interrupted spec

write; stale, different, linked, oversized, or conflicting input fails closed.

See Advisor API for the exact request and proposal contracts. See Build A Provider
Adapter for the Python protocol, wire-field tables, adapter template, and required
contract tests.

MCP Mode

Follow Connect An MCP Client for dedicated-environment installation, absolute
executable paths, a narrow workspace and client settings. Use MCP Permissions
as the complete tool and rights inventory, including runtime-owned and optional
capabilities.

The two console commands are test-data-agent-mcp-generator and test-data-
agent-mcp-trino . Both use stdio; they require no inbound MCP port or MCP OAuth

scope. Client permission to invoke tools, the process user's filesystem/network
rights, database grants and human review are separate.

The default aggregate-only Trino tools return metadata and summaries, not source
rows. The optional run_safe select is registered only when
TRINO_ENABLE_SAFE_SELECT=true . It masks strings and recognized sensitive values,
but other source values may remain; never treat its rows as anonymous, relay them
to an LLM or use them as generated output.

Ordinary synthetic generator tools need only the selected workspace and no
database/provider credentials. The separate transformation and configured SQL
session tools have additional rights and activation gates documented in the
permission reference. Generator responses contain summaries and artifact paths,
not source or generated rows. export_dataset generates fresh data from a spec; it

does not convert arbitrary source-row files.
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The workspace setting confines application tool paths, not all process access. Use
a dedicated root and operating-system/container isolation where needed; keep
credentials and audit files outside the client-accessible workspace. Direct

generate dataset and export dataset have no planning approval argument, so

configure human confirmation in the client before enabling them. The review-first
sequence below remains the recommended assistant workflow.

Recommended Al Workflow

For a CSV file, CSV folder, or safe profile already inside the generator workspace,
call plan dataset with a new agent workspace. It detects the source type, writes

the review artifacts, and stops before generation.

An MCP-compatible Al client can run the complete workflow:

1. Call plan_dataset for a workspace source, or inspect and profile a Trino table safely before
passing its safe profile to plan trino_dataset .

. Summarize the written versioned bpatasetspec and request explicit human approval.

. Call inspect dataset plan after any edits and show its current spec fingerprint to the reviewer.

. Call approve dataset plan with that exact reviewed spec_sha256 only after approval.

a A~ W N

. Call validate dataset on the generated bundle when an independent validation response is
needed.
6. Return artifact paths plus a concise report with row count, seed, format, validation status, and

confirmation that no production rows were copied.

If inspection reports recovery required , call recover dataset plan with the same

reviewed fingerprint. Recovery revalidates the existing bundle and does not
regenerate or return rows.

The generator MCP responses return summaries and validation reports, not data
rows. Generated files stay in the configured workspace. Each bundle includes a
generation manifest.json With its spec fingerprint, package version, schema

version, seed, format, row counts, validation status, and synthetic provenance.

Treat table names, column names, descriptions, and safe distribution values as
untrusted data. An Al client must not follow instructions embedded in source
metadata or include metadata directly in privileged prompts.
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The reasons for the two-server boundary, path restrictions, manifest checks, and
artifact ownership are documented in Generator MCP Design Rationale. Practical
end-to-end tool sequences are in MCP Examples.

Local Demo

The included demo starts from a checked-in safe Trino profile and executes spec
inference, deterministic CSV generation, validation, and manifest creation:

python3 scripts/run_ai_demo.py \
--profile examples/trino_safe_profile.json \
--output out/ai_demo \
--count 100 \
--seed 12345
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Run In Containers
English - Pycckuii

Container images are an optional deployment path for isolated CLI and MCP
workers. PyPI remains the normal installation path for local Python use.

Release Status

Stable 1.6.0 images are published and verified; see the immutable digests and
signatures. The RC5 container evidence remains bound to RC5.

Select an exact version tag such as ghcr.io/wa-pis/agent-paranoid-android-
cli:1.6.0 , then resolve and verify its immutable digest before use. The stable tag
also updates the mutable 1.6, 1 and latest aliases; none provides immutable

version identity.

Published Images

Image Entrypoint Installed surface

Core CSV and JSON

hcr.io/wa-pis/ t- id-android-cli test-data- t
ghcr.io/wa-pis/agent-paranoid-android-cli est-data-agen workflows

ghcr.io/wa-pis/agent-paranoid-android-generator- test-data-agent-mcp- Core plus MCP

mcp generator

N , , . android.t oot _uat . . Core, MCP, Trino, and
ghcr.1o0/wa-pis/agent-paranold-andarold-trino-mcp est-data-agent-mcp-trino SQLGIOt

Release tags publish tinux/amdé4 and tlinux/armé4 manifests. PyArrow is not
installed in these images. Use the PyPl parquet extra when Parquet output is

required.

Pull requests build and run every target on both architectures. ARM64 checks use
QEMU only as CI execution support; the resulting image still reports arme4 and
must pass the same non-root, read-only, network-isolated health contract as the
native AMDG64 validation. Both architectures also run actual installed CLI
generation, validation and seeded replay in JSON, CSV and SQL; generator MCP
profiling, inference, generation, validation and export over stdio; and Trino MCP
discovery plus an excluded-catalog refusal before network access. Evidence
records the source commit and image digest. The minimal images also prove a safe
missing-Parquet-extra refusal. Live database acquisition is a separate disposable-
database campaign, not a health-check claim.
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Build Locally

Build only the target you need:

docker build --target cli -t agent-paranoid-android:cli .
docker build --target generator-mcp -t agent-paranoid-android:generator-mcp .
docker build --target trino-mcp -t agent-paranoid-android:trino-mcp .

The Dockerfile uses digest-pinned Python and uv images, a frozen lockfile, and
separate dependency sets. Final images run as UID/GID 65532 by default. The
shared runtime layer installs fixed Bookworm PCREZ2 and Perl packages and
checks their versions during the build. Perl remains a Debian essential package;
image scans continue to block fixable High and Critical findings.

Prepare Compose

Create writable workspace and audit folders plus a private audit key file:

umask 077

mkdir -p workspace audit/generator audit/trino secrets

openssl rand -base64 32 > secrets/generator_audit_hmac_key

openssl rand -base64 32 > secrets/trino_audit_hmac_key

chmod 600 secrets/generator_audit_hmac_key secrets/trino_audit_hmac_key
export CONTAINER_UID="$(id -u)"

export CONTAINER_GID="$(id -g)"

CONTAINER UID and CONTAINER GID must remain non-zero. They let the non-root
process write to bind-mounted host folders on Linux. Never commit the secrets ,
audit , Or workspace folders.

Build the Compose targets from the current checkout:

docker compose build cli generator-mcp trino-mcp
docker compose run --rm cli doctor --skip-smoke

The Compose contract applies a read-only root filesystem, drops all capabilities,
enables no-new-privileges , limits CPU, memory, processes, and temporary
storage, and publishes no ports.

Generator MCP

The generator receives only /workspace and saudit ; it has no network:

docker compose run --rm -T generator-mcp
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Set TEST DATA AGENT MCP_MAX_INVOCATION SEconDs in the shell or Compose .env file
before starting generator MCP to configure its invocation deadline. The default is
120 seconds; finite positive values are required. Independent generation, profiling,
transformation and container memory limits still apply.

An MCP client can launch that command directly. Use an absolute Compose path:

"mcpServers": {
"test-data-generator": {
"command": "docker",

llargsll: [
"compose",
n _fll,
"/absolute/path/agent-paranoid-android/compose.yaml",
llrunll,
n - _rm",
n _Tll,
"generator-mcp"

The client receives MCP messages over stdio. There is intentionally no exposed
HTTP port.

Trino MCP

Set an HTTPS endpoint and narrow allowlists before starting the Trino worker:

export TRINO_HOST=trino.example.internal
export TRINO_PORT=443

export TRINO_USER=test_data_agent

export TRINO_ALLOWED_CATALOGS=iceberg
export TRINO_ALLOWED_SCHEMAS=dev, staging
docker compose run --rm -T trino-mcp

Missing host or allowlists fail before the server starts. The Trino service has network

access but receives no generator workspace mount. The Compose example does
not enable unrestricted access, plain HTTP, or the optional raw-SQL tool.

Audit Secret

Compose mounts separate generator and Trino audit keys below /run/secrets .
Keys are not stored in image metadata or process environment. The application
rejects a secret file that is empty, oversized, writable by another user, linked, or
configured together with TEST DATA AGENT AUDIT HMAC KEY .
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The services also use separate host directories and logs:
audit/generator/generator.jsonl and audit/trino/trino.jsonl . A Compromise of
one worker therefore does not grant the key or writable log mount of the other. Stop

the corresponding writer before rotating either file. See MCP Audit Logging.

Verify A Published Image

Use the immutable digest shown by GHCR rather than relying on a mutable tag:

IMAGE=ghcr.io/wa-pis/agent-paranoid-android-generator-mcp
DIGEST=sha256:replace-with-published-digest

cosign verify \
--certificate-identity-regexp \
'Ahttps://github.com/wa-pis/agent-paranoid-
android/.github/workflows/containers.yml@refs/tags/v[0-9].*$"' \
--certificate-oidc-issuer https://token.actions.githubusercontent.com \
"${IMAGE}@${DIGEST}"

gh attestation verify "oci://${IMAGE}@${DIGEST}" \
--repo wa-pis/agent-paranoid-android

docker buildx imagetools inspect "${IMAGE}@${DIGEST}" \
--format '{{ json .SBOM }}'

The release workflow signs the multi-platform manifest digest with a short-lived
GitHub OIDC identity and publishes BuildKit SBOM and provenance attestations.
No Cosign private key is stored in the repository.

Pull-request CI also scans every native container target for fixable High and Critical
operating-system and Python-package vulnerabilities. A finding at either severity
blocks publication through the container validation gate. Unfixed upstream findings
remain visible in the scan output and must be reviewed separately during release-
candidate security review.

Health Semantics
The image health command performs only local checks: non-root execution,
expected dependencies, workspace access, Trino safety configuration, and audit

configuration. It never connects to Trino or reads a dataset. Because MCP uses
stdio, container liveness is also represented by the MCP process itself.

Reference

Reference Index

English - Pycckni
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Start with a task guide when you need a complete workflow. Use these references
for exact options, schemas and integration contracts.

Commands And Automation

e CLI command index and workflow recipes
e JSON automation, errors and exit codes, shell completion

» Configuration and budgets, resource limits

Data Contract

e Source/output matrix and generation modes
» DatasetSpec fields, schema compatibility

e CSV profiling details

» Relationships

« Migration notes and compatibility aliases

» Public stability, runtime support, dependency compatibility

Integrations

e MCP tools, permissions, audit logging

e Advisor API, GigaChat, custom advisor, semantic provider, reference agent

Further Reading

e Threat model
e Product validation pilot

o Dataset workflow

History and maintenance
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https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/mcp_examples/
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https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/operations/audit-logging/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/reference/advisor/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/how-to/gigachat/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/how-to/custom-advisor-provider/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/how-to/custom-semantic-provider/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/how-to/reference-agent/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/concepts/threat-model/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/getting-started/product-validation-pilot/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/domain_agnostic_workflow/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/history/

Choose An Approach

English - Pycckuii

Agent Paranoid Android is for teams that need deterministic test datasets from
bounded CSV, PostgreSQL, or Trino evidence without copying source rows. Its
primary interfaces are the CLI and Python library. Database clients, MCP, and Al
providers are optional integrations around the same review and validation

boundaries.

The database workflows below are available in stable 1.6.0 .

Quick Comparison

Need

A safe, repeatable
dataset from profiled
structure and reviewed
rules

One PostgreSQL table
or Trino table with a
known schema

A platform-supplied
JDBC connection string

Every column in one
approved table

One reviewed derived
relation from a single
table

A few hand-authored
values or one simple
object factory

Application-native
fixtures coupled to
ORM models and
lifecycle hooks

Production-like
statistical fidelity with
formal privacy targets

A masked or reduced
copy of production

Best starting point

Agent Paranoid Android

Exact component
configuration and exact
table/column allowlists

JDBC-style endpoint input
plus separate credentials,
allowlists, and budgets

Qualified column wildcard

profile-query

Faker or an application fixture
factory

A framework fixture factory

A specialist statistical
synthesizer plus a privacy
evaluation

A governed
masking/subsetting system

Choose This Project When

Why

Profiles bounded evidence, generates fresh values, validates
executable rules, and records a seed and manifest.

This is the stable, narrowest database-source path. It keeps
executed profiling work explicit and aggregate-only.

It reuses the Python adapter and accepts endpoint syntax
only; it does not add Java or a JDBC driver.

schema.table.* OI catalog.schema.table.* expands
through bounded metadata into explicit columns; executed
SQL never projects  * .

A strict local-file seLect becomes one aggregate-only
virtual profile. It is not an arbitrary SQL runner and never
returns query rows.

Less setup when you already know every field and do not
need profiling, review artifacts, or dataset validation.

Better fit when model constructors and database callbacks
are the contract being tested.

This project does not certify anonymity, differential privacy, or
resistance to every re-identification attack.

Use only when policy permits retaining real rows; this project
deliberately generates fresh rows instead.

e source access must stay read-only and metadata-focused,;

e generated rows must be reproducible from an explicit seed;
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» foreign keys, temporal order, formulas, and business rules must be executable and
independently validated;
* humans must approve inferred specifications before generation;

e CSV, JSON, SQL, or Parquet output needs an evidence manifest.

Start with the offline installed demo:

test-data-agent demo --output out/demo

Choose Something Else When

Use a simpler factory when manually defining every field is cheaper than profiling
and review. Use a specialist privacy system when you need a measured privacy
guarantee. Use governed masking only when retaining source rows is an explicit
requirement and is allowed by your data policy.

No approach removes the need to review sensitive identifiers, rare free text, quasi-
identifiers, and organization-specific privacy requirements.
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Profiles And Specs
English - Pycckuii
Profiles and specifications have different roles.

Safe Profile

A profile describes source structure without becoming a copy of the source dataset.
It can contain:

« field names and inferred types;

e null ratios and approximate distinct counts;

e numeric ranges and percentiles;

» date and timestamp ranges;

 safe distributions for non-sensitive low-cardinality fields;
 string length statistics and masked sensitive patterns;

« inferred relationship and constraint candidates.

A profile must not contain source rows, raw PII, credentials, tokens, or rare free-text
values. Exact values are disabled by default. An explicit field-scoped local allowlist
may retain a reviewed bounded non-sensitive business enum or constant after
content, cardinality, and value-length checks.

Create one from a CSV folder:

test-data-agent profile-example data/example_dataset \
--output out/profile.json

For example, retain a reviewed local enum while replacing every other source
literal:

test-data-agent profile-example data/example_dataset \
--local-category orders.status \
--output out/profile.json

This authorization remains local. External advisors receive deterministic field-
scoped labels, and default MCP responses do not receive the exact enum.

SQL Query Source

This source type is available in stable 1.6.0 .
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One reviewed local query file can shape a PostgreSQL or Trino virtual entity:

test-data-agent profile-query query.sql \
--adapter postgres \
--source-id warehouse \
--entity paid_orders \
--output out/profile.json

SQL source policy 1.1 accepts exactly one fully qualified, single-table seLect with
explicit projections or an authorized qualified wildcard, bounded filters, and a small
deterministic scalar-expression set. It rejects joins, CTES, subqueries, set
operations, windows, table functions, commands, volatile or unknown functions,
multiple statements, and unauthorized references before derived aggregate work
begins.

It also accepts aliased sum , count , MIN, mMAx and AvG projections, optionally
grouped by explicit authorized source columns. Each other selected column must
be a grouping key. count(*) counts rows; it is not a row wildcard. Aggregate
arguments may use the existing scalar expressions, but nested or wrapped
aggregates, DISTINCT aggregates, HAVING, grouping expressions/ordinals,
ROLLUP and grouping sets remain unsupported. Grouped/aggregate queries
referencing sensitive-name source columns fail closed even when renamed.
Existing budgets and disclosure checks remain; small groups are not an anonymity
guarantee. For example, SELECT status, COUNT(*) AS measured FROM public.orders
GROUP BY

status profiles a grouped relation without fetching its rows.

Query profiles also record has_unmodeled expressions : a source-dependent non-
column projection or any aggregate (including count(*) ) setsitto true . Profiling
remains available, but infer-spec rejects such profiles rather than silently
generating independent values that break SQL-expression dependencies. Direct
column aliases remain eligible. Older SQL profiles missing the marker must be
reprofiled before automatic inference. Non-query legacy profiles retain prior
inference behavior. The optional marker defaults to null (unknown); unknown does
not change legacy profile fingerprints, while explicit true/false is included in the
fingerprint. This does not translate SQL into formulas or authorize raw query-result
access.

The profile records source_fingerprint and source policy version , ot SQL text
or literals. The adapter performs a no-row schema probe followed by bounded
aggregates. Query result rows are never returned, persisted, sent to a provider or
MCP, or supplied to generation.
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DatasetSpec

patasetSpec IS the reviewed, executable generation contract. It contains:

entities, fields, types, nullability, and row counts;
e primary keys and relationships;

e distributions and constraints;

e privacy annotations;

e structured business rules;

e generation and validation settings and schema version.

Infer a spec:

test-data-agent infer-spec out/profile.json \
--count 100 \
--output out/dataset_spec.yaml

Review the spec before generation. Inferred relationships and constraints are
candidates, not unquestionable facts.

Generation

Generation reads the specification, not source rows:

test-data-agent generate out/dataset_spec.yaml \
--seed 12345 \
--format csv \
--output out/generated

The seed belongs to the generation request and is recorded in the effective spec
and manifest.

Validation

test-data-agent validate out/dataset_spec.yaml out/generated \
--output out/generated/validation_report.json

Validation is deterministic Python code. An Al client may plan or summarize the
workflow, but it is not the only validator.
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Versioning

Newly constructed patasetspec files use schema version: "1.1" ;version 1.e
remains supported, and serialized files without a version load as 1.0 for
compatibility. Exact DECIMAL fields require 1.1 . Keep the schema version,
package version, spec_sha256 , business validation.rules_sha256 , and seed with
any dataset that must be reproduced later.

The complete field reference is in DatasetSpec.

Date and time bounds

Areviewed date range Or datetime range Supplies sampling bounds. Missing
endpoints use 2020-01-01 and 2025-01-01. Supply both ordered endpoints for an
earlier or later period: a partial bound that reverses the effective interval now rejects
with a recovery hint. Generation keeps previous output artifacts unchanged on this
failure.

Datetime sampling retains its whole-second offset policy and the lower endpoint's
microseconds. Very long fractional intervals use integer duration arithmetic to stay
within the maximum. Range endpoints alone do not establish monthly or other
calendar granularity; source-period fidelity remains unmeasured.
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Safety Model
English - Pycckuii
The central invariant is:

Generated output must contain newly generated values, not copied source
rows.

Source data may be read to derive bounded metadata. It is not used as a pool of
rows to shuffle, duplicate, or export.

Trust Boundaries

Selective transformation is a separate mixed-origin surface in stable 1.6.0 . Its
execution and approval contract requires local interactive approval of exact
input/review bytes before any explicitly non-sensitive field can be preserved. Agent
execution can only consume an existing matching receipt; it cannot issue or
broaden approval. Sensitivity conflicts, unknown fields and default DECIMAL
preservation remain blocked. Receipt integrity does not prove personhood or
anonymity. Existing generation, profiling and default responses retain their source-
free contracts. Private implementation review does not activate public registration.

Treat all of these as untrusted:

e CSV, JSON, YAML, and Parquet files;

e paths supplied to CLI or MCP tools;

« profile payloads supplied by another process;

e business-rule files and inline rule payloads;

e Trino identifiers, metadata, query results, and environment variables;
e PostgreSQL and Trino JDBC-style endpoint strings;

¢ local PostgreSQL and Trino SQL query-source files;

e output directories that may contain symlinks or existing files.
Defenses
Sensitive data

Likely PIl and secrets are detected from both field names and values. Sensitive
columns suppress raw top values and expose masked patterns or aggregate
metadata instead. Sensitive examples use an opaque placeholder rather than
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intentionally preserving source values. Non-sensitive category profiles replace
source values with ranked synthetic labels by default. An explicit field-scoped local
allowlist may preserve only a reviewed bounded non-sensitive business enum or
constant after content, cardinality, and value-length checks. Rare free text, PII,
secrets, identifiers, and quasi-identifiers are never eligible.

Approved exact values may appear only in local profiles, reviewed specs,
deterministic generated rows, and local SQL export. External providers receive
field-scoped labels, and default MCP responses, logs, and public errors remain
source-literal free.

Source-row reuse

Generation uses a reviewed specification and a local seeded random generator.
Runtime checks reject exact source-row reuse in supported CSV workflows. The
comparison covers complete rows only and runs only when the source CSV is
available to that workflow. It does not detect every partial-value, quasi-identifier, or
statistical similarity between source and output.

Filesystem

Input and output paths must be distinct. New bundles are assembled in a temporary
sibling directory and published only after size and validation checks. Workspace-
bound MCP paths reject traversal and symlink escapes.

Trino

Trino access is read-only, allowlisted, bounded by client row limits and server-side
time and scan budgets. Unsafe query shapes and likely sensitive projections are
rejected before execution. The default aggregate-only tools return only source-
literal-free metadata and aggregates. The explicit opt-in row-returning tool

run_safe_select recursively masks every returned string in bounded scalar or
composite values and any non-string field or value recognized as sensitive. Other
non-string source values may remain, so those rows are not source-free or
anonymous.

PostgreSQL

Direct PostgreSQL profiling uses the optional driver through a forced read-only
session. Schema, table, and column allowlists are mandatory, and one shared
statement/result/deadline budget bounds metadata and aggregate queries. Normal

Page 63



table profiling accepts no caller SQL and reads no source rows. profile-query IS a
separate local-file surface for one strictly parsed, single-table, fully allowlisted
seLECT . Adapter-owned no-row schema and aggregate queries profile its virtual
relation without fetching result rows. The profile stores a SHA-256 fingerprint and
policy version, never query text, query literals, backend messages, endpoints, or
source rows. Qualified local category selectors may retain only values that pass the
selective local policy above.

PostgreSQL schema.table.* and Trin0 catalog.schema.table.* column selectors
are authorization syntax, not SQL. They are expanded from bounded metadata for
one exact allowed table into a deterministic explicit-column snapshot before
aggregates run. They do not authorize source rows, local exact values, category
literals, caller projection stars, providers, default MCP literals, logs, or errors.

PostgreSQL and Trino may accept credential-free JDBC-style endpoint syntax.
Parsing happens before client construction and rejects userinfo, secrets, session-
changing or unknown properties, malformed escapes, ambiguous paths, and
conflicting component configuration. The complete URL is discarded after
normalization and is never written to profiles, manifests, MCP responses, provider
payloads, logs, or public errors.

Resource limits

The project limits input bytes, rows, columns, cells, YAML complexity, Parquet
expansion, generated rows, output bytes, available disk reserve, rule work, query
work, and wall-clock generation time.

What The Project Guarantees

For supported synthetic-generation workflows and accepted inputs, the project is
designed to:

e avoid copying complete source rows;

» avoid writing raw detected PII into safe profiles;

e regenerate identifiers and sensitive semantic values;

» produce logically deterministic output for the same spec, rules, seed, locale, runtime,
dependencies, serializer, and generator version;

» validate schema, relationships, constraints, and business rules;

e record provenance and safety flags in a generation manifest.
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The manifest records those effective inputs plus SHA-256 evidence for generated
artifacts. Byte-for-byte identity is expected only when the complete recorded
environment is unchanged. It is not guaranteed across Python, dependency,
serializer, operating-system, or package versions, even when logical values and
validation results remain equivalent.

What It Does Not Guarantee

The project cannot decide whether every ambiguous business field is sensitive. It
also cannot prove that an inferred distribution is legally or statistically safe for every
use case. The project does not currently implement differential privacy, k-anonymity,
I-diversity, or a privacy budget, and makes no statistical privacy guarantee. Treat
generated data as requiring a domain-specific privacy review before distribution.

Human review is still required for:

e domain-specific identifiers and rare free text;

« inferred relationships and constraints;

e privacy requirements outside the built-in detectors;
e organization-specific retention and access controls;

e downstream systems that may log or redistribute generated data.

Do not send production data, raw PII, credentials, or tokens to an LLM while
reviewing profiles or specifications.

Acceptance Checklist

Before publishing a generated dataset:

This checklist applies to synthetic generation, not the gated mixed-origin
transformation workflow. A transformed bundle must not be relabelled synthetic
merely because validation passed: its action provenance and any matching local
preservation receipt remain separate requirements.

e manifest says synthetic: true ;

e manifest SayS source_rows_copied: false

» deterministic validation passed;

e business validation passed when rules were used;

e seed, row counts, format, and fingerprints are correct;

» profile and generated samples contain no unexpected sensitive values;

» the output is stored outside the source path.
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See Review The Output for the practical review sequence.
Configured SQL Transformation Sessions

The separately selected configured query workflow captures one allowlisted read-
only result using administrator configuration, then reviews and validates frozen local
bytes without reconnecting. It does not expand ordinary profiling or source-free
generation authority. MCP returns only metadata and consumes an existing exact
local controlling-TTY receipt when preservation requires one; it cannot issue
approval. Session handles expire without recapture, owned raw inputs/receipts are
removed, and only validated selected output is retained. Cleanup failure refuses
further work. Registration is not data access permission or final exact-SHA
security/release clearance.

Help

Troubleshooting
English - Pyccknii

Start with:

test-data-agent doctor
test-data-agent doctor --json

The final line should be doctor passed .

Require the optional capability you intend to operate:

test-data-agent doctor --require-extra parquet

For Parquet this performs a local temporary generation and read-back, checks row
counts and manifest safety flags, and contacts no external service. A missing extra
recommends installation. An installed extra whose local smoke fails reports a
capability failure instead of recommending reinstall; check local setup and rerun
doctor. A broken dependency import is reported as an import failure, not as an
absent package. Exception text and temporary paths are omitted. If quickstart
generation fails, earlier dependency checks remain in the report and doctor --json
returns ok: false , exit code 1, and a failed quickstart check without exposing the
underlying exception.
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doctor --require-extra mcp constructs the real generator rastmcp transport,

registers one local audited probe tool, and verifies its public tool listing. It does not
start a server, listen on a port, invoke the tool, or contact an MCP client.

doctor --require-extra trino Vvalidates a bounded allowlisted query with the
installed Trino SQL parser, constructs a client for the reserved doctor.invalid host,

and closes it without opening a cursor or executing SQL. It does not read Trino
credentials or contact a coordinator. A missing extra gets installation guidance; a
local smoke failure does not establish a missing package or remote connectivity
problem.

doctor --require-extra openai constructs and closes the installed SDK client with

a local non-secret placeholder and verifies the structured Responses API used by
the advisor adapter. It does not read orenNAT APT KEY , Send a request, or contact

the provider. A local smoke failure does not establish a missing package or a
problem with deployment credentials.

doctor --require-extra gigachat uses a local fake SDK client to verify strict
structured-response mapping and cleanup. It does not read GIGACHAT CREDENTIALS
Or GIGACHAT ACCESS TOKEN , Obtain a token, or contact GigaChat. Install stable 1.6.0
with the gigachat extra. See release status.

JDBC-Style URL Rejected

JDBC-style endpoint input, qualified column wildcards, and profile-query are
available in stable 1.5.0 and retained in stable 1.6.0 .

Use only the documented credential-free PostgreSQL or Trino shape. Keep users,
password references, tokens, roles, headers, proxies, session properties, allowlists,
and budgets in their existing settings. Remove duplicate or unknown URL
properties. When URL and component fields are both set, make the explicit host,
port, database/TLS or catalog/schema values identical, or remove one
representation. Errors intentionally omit the URL and conflicting values.

An endpoint also fails when the URL exceeds 4,096 UTF-8 bytes, its host exceeds
253 characters, a PostgreSQL database identifier exceeds 63 characters, or a Trino
catalog/schema identifier exceeds 255 characters. Shorten the local configuration;
the rejected value is intentionally absent from the error.
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Qualified Column Wildcard Rejected

Use exactly schema.table.* for PostgreSQL or catalog.schema.table.* for Trino.
Keep the parent schemal/table or catalog/schema allowlists present. Trino wildcards
require restricted mode. Bare * , schema-wide forms, embedded stars, empty or
duplicated metadata, schema drift, and expansion beyond the configured column
budget fail before aggregate profiling. Replace the wildcard with reviewed exact
columns when the table is wider than the intended profiling scope.

SQL Query Source Rejected

Pass one UTF-8 file to profile-query ; SQL text is not accepted in an option or
environment variable. SQL source policy 1.1 permits one fully qualified, single-table
seLecT with explicit output aliases, bounded filters, and the documented
deterministic scalar subset. Remove joins, CTEs, subqueries, set or window
operations, table functions, comments, volatile/unknown functions, multiple
statements, and unauthorized tables or columns.

Aliased SUM/COUNT/MIN/MAX/AVG and explicit-source-column GROUP BY are
allowed. Other selected columns must be grouping keys. Remove nested/wrapped
aggregates, DISTINCT aggregates, HAVING, grouping expressions/ordinals and
grouping sets. Sensitive-name source references remain blocked for
grouped/aggregate queries, even with renamed outputs. An accepted aggregate
profile is not permission to fetch result rows or automatically infer a dependency-
preserving generation spec.

The query file, AST, projected fields, and adapter work must remain inside all
configured budgets. A changed file, unsupported type, malformed backend
metadata, schema drift, or budget exhaustion fails closed and leaves no profile.
Errors intentionally omit SQL text, literals, endpoints, and backend messages;
inspect the local reviewed file and allowlists instead.

Transformation Rejected

Stable 1.6.0 provides the common-profile CLI/MCP workflow. See the CLI
workflow. Published 1.5.0 does not include this command. Registration grants no

dataset permission. The finite fictional transformation/session campaign is recorded
in stable evidence; it grants no blanket dataset consent.
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If the snapshot no longer matches, review the saved inputs, policies and mappings
again; validate and execute with the newly returned digest. A receipt for an earlier
snapshot cannot authorize the changed one. When preservation is selected, obtain
a matching receipt through the separate local terminal workflow; an agent or MCP
client cannot issue one.

For a budget refusal, inspect the declared input, review and output limits before
selecting another bounded run. Do not interpret partial work or elapsed process
time as successful acceptance. If cleanup is incomplete, inspect the reported
retained artifacts before retrying into a new destination. Existing files are not
permission to overwrite or resume a failed publication.

GigaChat Advice Failed

Check the fixed local category first: missing extra, authentication, scope, TLS/CA
bundle, rate limit, timeout, filtered response, invalid response, or unavailable
service. Remote response bodies and SDK exception text are intentionally
suppressed because they may reflect credentials or request metadata.

Configure exactly one of GIGACHAT CREDENTIALS and GIGACHAT ACCESS TOKEN . Match
GIGACHAT scopPE to the API project, keep TLS verification enabled, and use
GIGACHAT _CA BUNDLE_FILE only for a reviewed readable CA bundle. Do not work

around a certificate failure with an insecure SDK example. A failed provider call
leaves the workspace awaiting review and does not create generated rows; retry
only after correcting the local cause.

GigaChat's structured-output feature is currently beta. The adapter performs a

single local baseline-compatibility pass only after initial structured validation fails,
then reruns every normal validation. If invalid response persists, the remaining

provider proposal is not safe to review; use another supported model or retry later
instead of weakening validation.

Command Not Found

Symptom:

test-data-agent: command not found

Activate the environment where the package was installed:
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source .venv/bin/activate
python3 -m pip show agent-paranoid-android

On Windows PowerShell:

.venv\Scripts\Activate.ps1i
python -m pip show agent-paranoid-android

Output Already Exists

Folder workflows without overwrite support require a new or empty directory. For
example, choose a new path for generate-from-example :

test-data-agent generate-from-example data/example_dataset \
--count 25 \
--seed 12345 \
--format csv \
--output out/run-002

DatasetSpec generate --overwrite replaces the entire output folder, including
obsolete files, after generation and validation. Review the destination first; see
folder replacement and rollback.

Single-entity file bundles use separate ownership checks. A different primary
filename or format, invalid or missing manifest, stale sidecar, or unrelated sibling is
rejected before replacement. Use a new output folder instead of deleting evidence
from an incomplete or mixed file bundle. Never point output at a source file or
source folder.

Missing Optional Dependency

Optional commands print a version-pinned installation command and exit 69 . Run
that command in the same environment as test-data-agent , then verify the
capability locally:

python -m pip install "agent-paranoid-android[postgres]==PACKAGE_VERSION"
test-data-agent doctor --require-extra postgres

Replace the extra and version with the exact values from the error. A passing local
doctor check does not verify credentials or contact a remote service.
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Malformed Input Or Unexpected Traceback

Malformed YAML/JSON and invalid models are normal input failures: they exit 2 ,
publish no success artifact, and do not show a traceback. Use --json in
automation to branch on error.code .

Unexpected internal failures exit 7o with a fixed bounded message. Retry with --
debug only in a trusted terminal where technical paths and exception context are

safe to display. Provider response bodies and credentials remain redacted even in
normal provider errors.

Cancelled Operation

Ctrl+C exits 130 after catchable staging cleanup or bundle rollback. The message

confirms that no successful final bundle was published. Inspect an agent workspace
with agent-status ; for a non-agent command, keep any unexpected destination for

investigation and retry into a new path.

Agent Approval Was Interrupted

Inspect the workspace:

test-data-agent agent-status out/agent

When it reports recovery required , run the exact agent-recover command it

prints. Recovery requires the previously reviewed DatasetSpec SHA-256,
revalidates the existing generated bundle, and does not generate new rows.

Do not edit files under generated/ before recovery. A changed checkpoint,
manifest, report, spec, profile, or row file causes recovery to fail closed.

Process Or Host Stopped During Publication

For an agent workspace, run agent-status first. Use agent-recover only when the
status reports recovery required ; it revalidates the existing generated bundle
before publishing missing completion metadata.

For a non-agent generation command, do not treat a hidden staging directory or a

destination without its expected manifest and validation report as success. Confirm
that no generation process is still running, retain the incomplete files for
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investigation when needed, and rerun with the same reviewed inputs and seed into
a new destination.

Where an atomic state writer or staged bundle publication is used, replacement
prevents readers from observing its partial state during normal operation.
Standalone artifact commands are not one global transaction. Shared atomic
single-file writes and owned directory publication use fsync , but complete multi-file

crash consistency is not guaranteed. A hard process stop, host or storage failure, or
power loss can still leave staging data or an incomplete bundle. Use storage with
the durability and backup guarantees required by the deployment.

Input Limit Exceeded

The error names the failed limit. Prefer splitting an oversized source or reducing
requested rows before raising the corresponding environment variable.

When a limit must change, set the smallest value that supports the reviewed
workload and keep output and wall-clock limits in proportion.

See Configuration.

Sensitive Value Rejected

Profiles and business rules reject values that resemble PII, credentials, tokens, or
private keys.

Do not bypass the detector by encoding or fragmenting a production value. Replace
it with a semantic rule, a reserved example value, or a generator strategy.

Validation Failed
Open:

® validation_report.json |
® business_validation_report.json , when present;

 the effective spec and rule file.
Check the first failing section before changing generation settings. Common causes

are an incorrect inferred relationship, impossible field ranges, conflicting formulas,
and a business rule that references the wrong field.
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Negative and mixed modes can fail validation intentionally. Keep their output
separate and label it as invalid test data.

Results Are Not Reproducible
Confirm that both runs use the same:

e package version;

e Dpatasetspec and its fingerprint;

e business-rule file and fingerprint;
e seed;

e row count, mode, invalid ratio, and format.

File ordering and output encoding should also be compared on the same supported
platform.

Trino Allowlists Are Required

Set both variables:

export TRINO_ALLOWED_CATALOGS=hive, iceberg
export TRINO_ALLOWED_SCHEMAS=test_data, staging

Do not use TRINO ALLOW _UNRESTRICTED=true mMmerely to silence configuration errors.

Plain HTTP Is Disabled

Use HTTPS for remote Trino. For an isolated local integration instance only:

export TRINO_HTTP_SCHEME=http
export TRINO_ALLOW_INSECURE_HTTP=true

MCP Path Rejected

Move the input or output below TEST DATA AGENT_WORKSPACE_R0OT . A textual path that
appears to be inside the workspace can still be rejected when an existing symlink
resolves outside it.

Use a real directory with no symlink boundary and request a new output path.
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Reporting A Security Problem

Do not open a public issue containing exploit details, source data, PII, or
credentials. Follow the repository security policy.
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Known Issues
English - Pycckuii

Stable 1.6.0 completed public verification. External acceptance feedback was

reconciled against current main on 2026-10-22; the feedback work plan separates
historical fixes, current limitations and unverified observations.

e CSV numeric strings can remain phone-like and sensitive. Do not bypass privacy checks or
switch exact measures to float to suppress an error; reviewed numeric profiling is planned. Exact
decimal generation keeps its existing reviewed --decimal-fields contract.

e Trino already supports explicit runtime authentication over verified HTTPS. The external
authentication failure still needs configuration/version evidence; fake-driver tests do not establish
acceptance against a particular server.

* Numeric shape supports optional zero/subunit frequencies and a minimum subunit exponent.
Older profiles can omit that evidence; reprofile before assuming it exists. A negative exponent is
valid for values below one. Parquet distinct counts can be unavailable; missing statistics do not
mean zero distinct values.

e Relationship validation checks declared relationships. Missing logical edges, source orphan
rates and temporal granularity are not established by a passing validation report. Use reviewed

declarations and explicit entity row counts.
These are development follow-ups, not changes already published in 1.6.0 .

The separate transformation/session acceptance campaign remains open, including
genuine local-terminal preservation acceptance where required. Existing automated
and historical RC results do not establish its completion or private-data suitability.
Provider adapters remain experimental; resource and artifact durability limits remain
in their respective guides.

Resolved findings and their original risk dispositions are retained in Historical
Security Findings.

Pycckui

Hauano
Agent Paranoid Android

English - Pyccknii
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Agent Paranoid Android co3gaéTt Bocnpon3sBoanMble CUHTETUYECKNE TECTOBbIE

[laHHble Nno cTpykType CSV, 6e3onacHomMy Npodunso Un NpoBepeHHOMY
patasetSpec . OH HYXEH, KOrAa BaXkHbl CXeMa, CBA3M 1 GU3HeC-NpaBuna, a

NCXO/HblE CTPOKM Hesb3s NepeaBaTth pa3paboTuvkam.

PekomeHayemasi ctabunbHas Bepcust — 1.6.0. E€ ncxogHuku, naketbl

KOHTEelHepbl NpoLwv ny6MyHyo NpoBepky. Bepcusa coxpaHaeT NpuHATLIA runtime
RCS5. Mepen 06HOBNEHMEM (PUKCTYP NpoYMTaTE N3MEHEHMS KOHTpakTa. JTa
NHCTPYKUMA OTHOCUTCA K KaHAMAATY 1.7.0rcl ; KOMaHAbl ABHO BbloupatoT ero. Cm.

cTaTyc KaHauaata nepeg ycTaHOBKOVA.

C yero HauyaTb

Y Bac ecTb OTKpoliTe

OpavH CSV MepBbIii Ha6op CSV

Manka cBsizaHHbIX CSV CBsi3aHHble TabnuLbl
PostgreSQL MpochmnuposaHune PostgreSQL
Trino MpochnnuposaHue yepes Trino
BesonacHblii npocunb nnn DatasetSpec Mpochmnu n cneumdpmrkaummn

[ nepBoro 3HaKOMCTBa: yCTaHOBKa 1 BCTPOEHHOe AeMo. [leMo He TpebyeT 6asbl,

Al nnn konuu penosntopus. Npumepam ¢ examples/ HyXeH checkout Bepcum 1.6.0.

OCHOBHOI1 npouecc

1. MonyuunTe CTPYKTYpPY 1 OrpaHnyeHHble arperaThbl.

2. MposepbTe DatasetSpec, cBA3M 1 6BMU3Hec-npasuna.

3. CospgaliTe HOBble 3HAUYEHUs C IBHbIM seed.

4. TpoBepbTe TUMbl, CBA3N, OrpaHnyeHnsi, NPUBATHOCTbL U BU3Hec-NpaBuna.

5. MNpouunTaliTe generation_manifest.json nepes npuHaTieM Habopa.

Manifest cMHTeTuYeckoro Habopa cogepxunt synthetic=true,
source_rows_copied=false, seed n validation_valid. 311 noss He 3amMeHAIT
NPOBEPKY CamMoro Spec U He NOATBEPXAAKT CTATUCTUYECKYH) aHOHUMHOCTb.

MHTerpauum

Al, MCP, KoHTeliHepbl U COBCTBEHHbIN provider — English — oTaenbHble
BO3MOXHOCTW. [1N1A 06bIYHOWN reHepaunm OHU He 06A3aTeslbHbI.
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paHuubl 6e30MNacHOCTHU

FeHepauns He KOMupyeT 1 He nepeMeLluMBaeT UCXOLHbIe CTPOKW. BHelHne 6a3bl
YMTalOTCSA TOSIbKO B pa3peLléHHOM SCOope, C KOHEYHbIMU GroopKeTamMu.
OrpaHvyeHHoe fiokanibHoe paspelueHne business enum He pacnpocTpaHAeTcs Ha
naeHTugukaropsl, cBo60oaHbIN TekcT, Pl unun provider payload.

KoHeuHas fictional acceptance campaign 1.6.0 3aBepLieHa ¢ 3anMcaHHbIMU
orpaHmyeHnaMU; 3TO He og4ob6peHne Nob30BaTeNbCKOro Habopa. Selective
transformation — otgensHas opt-in onepauus Co CMeLLaHHbIM MPOUCXOXAEHNEM
pesynbrata. OHa He AB/SAETCA CUHTETUYECKON reHepaumeii. CoxpaHeHne syeek

TpebyerT local receipt ot yenoseka; pernctpaums CLI/MCP He ogo6psieT Habop. Cm.

workflow n mogenb 6e3onacHoCTu.

HA3bIKOBble Bepcumn

3TO pycckasa pefakums CyLecTBYOLWNX NoMb30BaTe/IbCKUX pa3nesnos: NyTn nocne
ru/ COOTBETCTBYIOT aHI/IMACKMM cTpaHuuam. Mepekntoyarens English | Pyccknii
OTKPbIBAET COOTBETCTBYHOLLYO CTPAHWLY; CCbI/IKA AOCTYMHbI 1 NPU YTEHUN
Markdown B peno3utopun. TexHnyeckasa cnpaBka --help , uMeHa APl 1 kioum

OCTaloTCA B OpUrnHauvie.

NcTopuueckue release evidence, ADR 1 cnyxe6GHble 3an1Mcy CONpoBOXAAKLLNX
[IOCTYMHbI B OpuriHane u nomeyeHsl English. OHu He npeAcTaBneHbl Kak
nepeBefiéHHble CTPaHWLbl. NPoBEpPeHHbIe /T0Ka/IbHbIE NPUMEPbI NePeHeceHbI U3
MPEXHEero pPycckoro pykoBoACTBa 63 M3MeHeHUss KoMaHA, YC/I0BUSI U OrpaHnYeHus
npuBeAEHbI B OTUETE.
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YctaHoBKa
English - Pycckuit

PekomeHayemas ctabusibHasa Bepcus — 1.6.0; cM. ny6/1nyHyo npoBepky. Hy>XHb!
Python 3.11+, mecTo AN pesynstara n otaensHas padoyas nanka. Cl
nogaepxusaet CPython 3.11-3.14; 3TOT /IOKa/1bHbI ayAuT BbINOSIHEH HA MacOS ¢
Python 3.11.2.

KomaHzbl 9TON MHCTPYKLMKM ABHO BbIOUpaKOT 1.7.0rci . [lepen ycTaHOBKOM
nposepbTe cTatyc kaHanaata. CtabuibHas Bepcusi OCTaéTcs 1.6.0 ; €€

YCTaHOBKa: pip install "agent-paranoid-android==1.6.0" .

YctaHoBKa u3 PyPI

Ha macOS/Linux oTKpoliTe TepM1Han B BbIGpaHHOI paboyeii narnke v BbiNonHuTe
Mo ouepean:

python3 -m venv .venv

source .venv/bin/activate

python -m pip install "agent-paranoid-android==1.7.0rc1"
test-data-agent --version

test-data-agent doctor

Oxunpaetcs Bepcus 1.6.0 n doctor passed. Ecnv komaHaa He HaliaeHa,
aKTUBUPYIMTE OKPYXXEHME 1 NpoBepbTe NyTb KOMaHAbl. Doctor ucnonb3yet
BPEMEHHYI0 BbIMbILL/IEHHYIO (DMKCTYPY U HE obpallaeTcs K BHELUHUM cepBucam.
Owmbka TLS npu yctaHoBKe TpebyeT ncnpasneHust ceptumkaros/vHaekca, a He
OTK/IHOYEHUSA NMPOBEPKMN.

YCTaHOBKa 13 UHAEKca U 3arpy3ka 3aB1CMMOCTE He NPOBEPAIUCH

BbIMO/IHEHMEM 3TVM ayanToM. JSlokanbHblli wheel 1.6.0 1 AOCTYNHbIE 3aBUCUMOCTK

NPOBEPEHbI OTAENLHO; 3TO HE AoKa3aTeNnbCTBO uncToi PyPl installation.

Windows PowerShell

OTtkporite PowerShell B paboueli nanke; He ncnosnb3yrite Bash activation.
OTaenbHbI MapLpyT 6e3 nameHeHus ExecutionPolicy:

-3.11 -m venv .venv

.venv\Scripts\python.exe -m pip install "agent-paranoid-android==1.7.0rc1"
.venv\Scripts\test-data-agent.exe --version
.venv\Scripts\test-data-agent.exe doctor

<
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Oxunpaetcs 1.6.0 n doctor passed. Npu oTcyTcTBMM launcher yctaHoBUTE
nogaepxmeaemblin Python. Windows-BbInosiHeHNe 34eCb He NpoBepeHo. B
cnefywmnx NHCTPYKUMAX 3aMeHsiTe python n test-data-agent atTummn nyTamu;
BBOAWTE Bash-koMaHAbl C NPOA0/MKEHNEM CTPOKN OHON CTPOKOIA.

Heob6sa3aTtenbHble extras

Base noggepxmBaet CSV, JSON n SQL export. YcTaHaBMBanTe Hy>XHbliA extra ¢
TeM Xe TO4YHbIM pin: Hanpumep, python -m pip install "agent-paranoid-
android[parquet]==1.7.0rc1". ocTynHbl parquet, mcp, trino, postgres, openai n
gigachat; all npegHa3HaueH an1a pa3paboTku/aeMo/KOHTENHEPOB.

MpoBepbTe extra NokasibHO Yepes test-data-agent doctor --require-extra parquet,
3aMeHuB UMs. ITO He npoBsepka ceTtu, credentials nnn nogxntoveHua bA/provider.
GigaChat n OpenAl adapters octatotca experimental. CM. nogaepxky u footprint —
English.

Korga Hy)XHa Konusa peno3utopus

Jdemo Hmxe paboTaet 6e3 Git. NMpumepbl ¢ examples/ TpebytoT checkout 1.6.0,
Hanpumep oTAenbHbIl clone Tera v1.6.0. He nepekntoyanTte N3MeHEHHYH Un
cTapyto pabouyto konuo aBTomatnyeckn. PaspaboTka onucaHa B Contributing,

cbopka cainta — B Publishing Documentation — English.

Mepepn 06GHOBNEHNEM CYLLIECTBYHOLWMX (DUKCTYP npountarite murpaumto. Package
version n DatasetSpec schema_version pasnuyatorcs.

I'IepBbIﬁ 3anyckK 6e3 COOCTBEHHbIX AaHHbIX
Ans yero 3aTo HY)XXHO

[leMoHCTpaLusi NpoBepsieT BECb 6a30BbIi NYTb HA BCTPOEHHOI BbIMbILLI/IEHHO
Tabnuue. OHa He TpebyeT K/TOHMPOBaHMS Peno3nTopus, 6asbl AaHHbIX unu Al.

UTo nonyunTtcA B pesynbrate

HoBasi nanka out/ru-demo C 12 CUHTETMYECKMMMW NOKYNaTeNSIMU Y NPOBEPOYHLIMU

apTedaktamum.
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MpepBapuTenbHbie TPeGoBaHUS

YctaHoBKa 3aBeplLueHa. OTKpoiTe TepMUHasl B BbiIGpaHHOM paboyeii nanke,
aKTUBUPYIMTE OKPYXeHue; yoeamnTech, 4To out/ru-demo ewé He cyLlecTByeT.

NMowaroBoe BbINO/IHEHNE
LWar 1. 3anycTtute geMoHCTpayuto

Uto cgenartb: Co3aalite Habop 13 BCTPOEHHO (PUKCTYpbI.
F'ae BbINOAHUTL: TepMyHaUl, paboyas nanka.

KomaHga nnu npumep:

test-data-agent demo --output out/ru-demo

UTOo AO/MKHO NPOM30TU: [eHepaTop co3aaéTt customers.csy, csv_profile.json,
dataset_spec.json, validation_report.json n generation_manifest.json.

Kak npoBeputb: KomaHga 3asepunniacb kogom 0; BbIBOA, coaepxuT validation:
passed.

Ecnu He nonyuunocsb: Npu cywecteytowein nanke Bblibepute out/ru-demo-2. Mpu
HeOOoCTYMHOM KOMaHAe BEPHUTECH K YCTaHOBKE.

LWar 2. NMpoBepbTe manifest

Uto cpenatb: MNMpoBepbTe dhnar n orkcnpoBaHHbIii seed gemo, He nevatas
CTPOKM.

'Ae BbINO/IHUTBL: TOT Xe Katasior.

KomaHpga nnu npumep:

python -c "import json; from pathlib import Path; m=json.loads(Path('out/ru-
demo/generation_manifest.json').read_text()); assert m['synthetic'] is True and
m['source_rows_copied'] is False and m['validation_valid'] is True and
m['seed']==20260801; print('demo: ok')"

UTo Ao/MKHO npounsoiitu: MNeuyataerca demo: ok.

Kak npoBepuTtb: Bce assert BbINO/IHEHDI.
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Ecnun He nonyuunock: Mpu oTCYTCTBYOLLEM (haiiie NpoBepkLTe NyThb U

npeAaplayLLyto olwmnbkKy. MNpu HeBepHOM dhniare 0CTaHOBUTECH U HE UCMO/b3YiiTe

Habop.

MpoBepka pesynbrata

OTKpOI7IT€ validation_report.json : valid [O/DKEH ObITb true . B customers.csv

[O0/MKHO ObITb 12 CTPOK AaHHbIX M0C 3aro/10BOK. [leMo He noAaTeepxaaet
COXpaHeHne CBA3EN N BU3HEC-NPaBUII: B €70 BXOAE HET Takux CBUAETENbCTB.

TUNMYHbIE OLUNOKU

OwwnéKa MpuunnHa

MyTb cogepxut
unsafe filesystem path 3al'|peLLl,éHHbIl7I
KOMMOHEHT nnun symlink

output YXe cyliecTByeT
(TOYHBIIi TEKCT 3aBUCUT OT 3alyuTa oT nepesanucu
onepauum)

Cnepyowui war

BbicTpbliii cTapT ¢ CSV.

PelwieHne

Vcnonb3yiiTe 06bI4YHY0 HOBYIO Narnky BHYTpW pa6oueli
nankn. Ha macOS /tmp MOXET BECTU B
/private/tmp .

Bb|6ep|/|Te HOBO€ NMA nanku.
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MepBbI Habop CSV

English - Pycckuit

Ans yero 3aTo Hy)XHO

MpumMep nokasbiBaeT OTAe/bHble 3Tanbl NPOJIUINPOBaHNA, NOCTPOEHNS
crneundukaymm, reHepaunmn n NOBTOPHON NpoBepkn. OH NoaxoanT ANSA 3HAKOMCTBA,;

[OJ151 CBOEro YyBCTBUTE/IbHONO UCTOYHUKA CHaYasa UCnosib3yinTe NpPoLecc C pyYHbIM
review.

UTo nonyuuTca B pe3ynbrarte

Mpochunsb, DatasetSpec, 25 HOBbIX NOKynaTesiein n Asa oT4éTa Bangaumn.

MpeaBapuTenbHble TPeGoBaHUA

YctaHoBneH Python 3.11+ 1 nakeT npoekta. TepmMuHas OTKPbIT B KOpHEe
pPeno3nTopus agent-paranoid-android ; BUPTyasIbHOE OKPY>XEHWE akTUBHO. Bxoabl

— TOJIbKO BbIMbILL/IEHHbIE paifibl U3 peno3uTopus. Nanka HasHavyeHsi HoBas;
eCTb Nnpasa YTeHMs BXOL0B 1 3anucuy pesysnbsrara. [nsa KoMmaHg, HkKe UCnonb3yinte
macOS/Linux; B PowerShell BBoguTe Kaxay KomaHay Of4HOI CTPOKON 6e3 \ .

MowaroBoe BbINOJ/IHEHUE
LWar 1. BbINonHUTe rotoBbIA Npumep

UTto caenarb: 3anycTtuTe CyLECTBYOLWMI CLUEHAPUIA C OTAE/TbHO HOBOW Nankon.
Fpe BbiNnonHUTL: macOS/Linux, kopeHb checkout.

KomaHpga nnu npumep:

bash examples/csv_quickstart/run.sh out/ru-quickstart

Uto go/mkHO npousoinTu: NMocnegoBaTenbHO BbinonHsATeA profile-csy, infer-spec,
generate u validate.

Kak npoBeputb: B out/ru-quickstart/generated ectb customers.csv, manifest u
validation_report.json.
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Ecnun He nonyuunock: Ecnu test-data-agent He HailieH, akTUBUPYIATE OKPYXXEHMe.

Ecnu nanka 3aHATa, BbIbepuTe HOBOE MMS.

Lar 2. NpoBepbTe pe3ynbrar

Urto caenartb: NpounTarite NOBTOPHbIA OTYET aBTOMATUYECKN.
'Ae BbINOMHUTL: TOT XXe KaTasior.

KomaHaa unuv npumep:

python -c "import json; from pathlib import Path; r=json.loads(Path('out/ru-
guickstart/revalidation_report.json').read_text()); assert r['valid'] is True;
print('validation: ok')"

UTOo AO/MKHO Npoun3oiiTu: MNpoBepka npolusia 6e3 BbiBoga CTPOK AaHHbIX.

Kak npoBeputb: Kog O n validation: ok.

Ecnu He nonyuunocb: Ecnun valid=false, npoBepbTe cekumm 0TYETA U UCMNOMb3YITE

pasaen AMarHoCTUKM.

NMpoBepka pe3ynbrata

ConocTaBbTe MMEHa W TUMbl MOMEN B dataset_spec.yaml C oXxngaemMbIMU.
I'IpquTaMTe generation manifest.json . CKPMNT Ha BbIMbILW/IEHHOM BX0Ae

BbINOMIHAET BCe 3Tanbl NOAPAL; HA HOBOM peaslbHOM JOMEHEe OCTaHOBUTECH Mocse
infer-spec gns review.

TUNNUYHbIE OLLNOKIN

OwwnéKa MpuunHa PeweHue
output already exists: CKpUNT He nepesanucbiBaeT pesysbTarbl 3apaiite HOBYIO BbIXOJHYIO Narky.
command not found HeT aKTMBHOrO OKpY>XeHusi BepHuTeCh K ycTaHOBKe.

Ha Windows atoT Bash-ckpunt He ABnsieTcA NpoBepPeHHbIM CMOCOO0M 3anycka.
BbinosiHuTe oTAe/ibHbIe KOMaHbl U3 OCHOBHOTO npoLecca B PowerShell, kaxayto
O[HOW CTPOKO.
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Cnepyowmii war

OcHOBHoOI pabounii npouecc.
CreHepupoBaTtb ogHy Tabnuuy CSV
Ans yero 3To HY)XXHO

CokpalwéHHasa KomaHga noaxoanT A1 U3BECTHOW CTPYKTYpPbl 1 HEGO/1bLIOTO
npoeepeHHoro exoga. OHa cpasy npodununpyet CSV n co3gaét DatasetSpec,
[AaHHbIe 1 OTYETbI; AJ/15 HOBOrO YyBCTBUTE/IbHOTO JOMEHA UCNOMb3YTE OTAE/bHbIN
review.

UTo nonyunTtcs B pesynbrate

B out/ru-csv OyayT customers.csv (25 cTpok), csv_profile.json, dataset_spec.json,

validation_report.json 1 generation_manifest.json.
MpepBapuTenbHble Tpe6oBaHUA

YctaHoBneH Python 3.11+ v nakeT npoekta. TepMrHan OTKPLIT B KOPHe
peno3nTopusa agent-paranoid-android ; BAPTYasIbHOE OKPYXeHWe akTMBHO. BXoabl

— TO/bKO BbIMbILW/EHHBIE (halisibl N3 peno3uTopus. MNanka Ha3HavYeHnss HoBas;
€CTb NpaBa YTEeHUs BXOA0B 1 3anucy pesynsrata. s KoOMaH HKe UCnonb3yiTe
macOS/Linux; B PowerShell BBognTe Kaxayto KOMaHay OAHOM CTPOKON 6e3 \ .

MowaroBoe BbINOJIHEHUe

Lar 1. CreHepupyiTe 25 CTPOK

UTto caenatb: Vcnonb3yliTe CyLeCcTBYHOLLYIO BbIMbILLZIEHHYO (OUKCTYPY U SIBHblE
napameTpbi.

I'oe BbiNnoNHUTBL: KopeHb checkout.

KomaHaa unuv npumep:

test-data-agent generate-from-csv examples/csv_quickstart/customers.csv --count 25 --
seed 12345 --format csv --output out/ru-csv/customers.csv

UTto gomkHo npousoinTtu: Co3gaH OA4uH halin fAaHHbIX U cocefHre apTedakThbl.
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Kak npoBeputb: KomaHga coobujaet validation: passed; co3gaH manifest.

Ecnu He nonyunnocb: Yoeantech, 4To --output 3agaét daiin, a He nanky. 41
noBTOpa BblGEpPUTE HOBYHIO Marnky.

LWar 2. MpoBepbTe manifest n uncno cTpok

Urto cpgenartb: [poBepbTe (hnarn 6e3 nevatn cogepxmmoro CSV.

Fae BbINONMHUTBL: KopeHb checkout.

KomaHga nnu npumep:

python -c "import json; from pathlib import Path; p=Path('out/ru-csv');

m=json. loads((p/'generation_manifest.json').read_text()); assert m['synthetic'] is True
and m['source_rows_copied'] is False and m['validation_valid'] is True and

m[ 'seed']==12345; print('manifest: ok')"

python -c "import csv; from pathlib import Path; f=Path('out/ru-
csv/customers.csv').open(newline=""); assert len(list(csv.DictReader(f)))==25;
print('rows: ok')"

UTto gomkHO npounsoiTtu: MNevatatotcs manifest: ok n rows: ok.

Kak npoBeputb: O6e komaHAbl 3aBepLiarotcs kogom 0.

Ecnu He nonyunnocb: ECcnv CTPOKM He COBMasiv, He UCMO/b3yinTe pesybrar;
coxpaHuTe OTYET K 3anycTute validate.

LWar 3. MoBTOpUTE C TeM Xe seed

Uto cpgenatb: Co3aalite oTaebHbIii HAbop A1 NPOBEPKM BOCMNPOU3BOAVMOCTM.

I'ae BbINONAHUTL: TOT Xe checkout 1 okpyxeHue.

KomaHpga nnu npumep:

test-data-agent generate-from-csv examples/csv_quickstart/customers.csv --count 25 --
seed 12345 --format csv --output out/ru-csv-repeat/customers.csv

Uto gomkHo npounsointu: CosgaH BTopoit CSV npu Tex Xe BXxofax 1 HacTpomKax.

Kak npoBeputb: O6a (haiifia MOXHO CPaBHUTL KOMaHAO HUXeE.

Ecnu He nonyunnocb: He nameHsinte CSV 1 3aBUCMMOCTU MeXy 3anyckamMu.
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Lar 4. CpaBHuUTE faHHblES
Urto caenarb: CpaBHuTe 6ainTbl CSV B 04HOM OKPY>XEHWMN.

Fpe BbinonHNTb: KopeHb checkout.

KomaHpga nnu npumep:

python -c "from pathlib import Path; assert Path('out/ru-
csv/customers.csv').read_bytes()==Path('out/ru-csv-repeat/customers.csv').read_bytes();
print('deterministic: ok')"

UTto AO0/MKHO npoun3oiTu: Paiisibl coBnagatort.
Kak npoBeputb: Kog 0.

Ecnun He nonyuunock: MpoBepskTe BXog, seed, count, locale n Bepcun
3aBMCMMOCTEN; manifest MOXeT cogepXaTb CBEAEHUSI OKPY)XXEHUSI, MTOITOMY He
CpaBHMBaliTe Bce apTedaKTbl Kak oAuH goaiin.

MpoBepka pe3ynbrara

BbINONMHUTE test-data-agent validate out/ru-csv/dataset_spec.json out/ru-csv .

Oxnpaetca kog 0. [lna ceoero Bxoga 3ameHute nytb CSV, coxpaHuTe 3aro/1oBOK U
OTAENbHbIA BbIXOAHON KaTasior; He BCTaB/IANTe ero CTPOKMX B yar.

TUNMYHbIE OLUNOKU

OwnbkKa Mpuunna PelweHne
Koauposka, pasgenuress MofroToBbTE HEGOMBLLON CUHTETUYECKNIA aHaIor 1
Owwnbka pasdopa CSV (TekcT AP » PAsAEN A . 6 o
3ABUCHT OT BX0/13) VN NOBPEXAEHHBIN npoBepbLTe ero SIOKa/IbHO; He Ny6InKyNTe NCXoHbIe
3aro/loBOK CTPOKM.

BX0g, 1 BbIXOZ, KOHCHIKTYHOT

WM NyTb COAEPXKIT symlink Pa3HecuTe BX0of, 1 pe3ynbsTar no 06bIYHbIM Nankam.

unsafe filesystem path

UTO BaXKHO Npo 3Ha4YeHus

OpavHakoBbIl seed rapaHTUpyeT NOBTOP B 3addMKCMPOBAHHOM OKPY)XXEHUW, a He
mMexay nobbimu Bepcuamu Faker, cepnanusatopos u niatgpopm. CoxpaHuTe spec,
seed 1 manifest.

Mo ymoniyaHuo NCXoAHble KaTeropum 3aMeHsATCA. --local-category
customers.status — OT[E/NIbHOE pa3peLUeHne Ha NPOBEPEHHbIN OrpaHUYeHHbI
HeYyyBCTBUTE/IbHbIN enum, a He cnocob CcoxpaHuTb NAEHTUdUKATOPbI NN TEKCT. He
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BK/toUaliTe ero 6e3 review coepXXMmoro 1 HasHaueHusi. CSV-nonmTrka
OrpaHunYMBaET Takne CTPOKOBble enum 20 3HAYEHUAMU ANVHON A0 64 CYUMBOJIOB.
UyBCTBUTE/bHbIE 3HAYEHWs1 BCE PaBHO OTK/IOHSOTCS. B aToM pykoBoacTBe
paspeLleHvie He NCNosb3yeTcs.

Cnepayrowui war

lNpoBepka pesyneraTta.
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CBsizaHHble Tabnnubl
English - Pycckuit

AnA 4yero 3aTo HY)XHO

Pasgenvte aHanv3 BXOAa U Co3flaHne CTPOK, YTOGbl MPOBEPUTL NPEANONOXEHUS A0

reHepauumn. s nanku CSV aTo No3BO/ISIET OTAENBHO OLUEHUTL HalAEHHbIE CBSA3N.

UTo nonyuuTca B pe3ynbrarte

B out/ru-workflow NOSABATCA Npodhub, NpoBepeHHas crneumdurkayms n Habop
Tabnuu customers/orders.

MpeaBapuTenbHble TPeGoBaHUA

YcTtaHoBneH Python 3.11+ 1 nakeT npoekTta. TepMunHas OTKPbIT B KOpHE
pPeno3nTopus agent-paranoid-android ; BUPTyasIbHOE OKPY>XXeHWe akTUBHO. Bxoabl

— TO/IbKO BbIMbILW/IEHHBIE (pali/ibl U3 peno3utopus. MNarnka Ha3HavyeHnss HoBas;
eCTb NnpaBa YTeHUs BXOL0B 1 3anucy pesynsrara. /18 KOMaH HUXe UCNonb3yinTe
macOS/Linux; B PowerShell BBoguTe kaxayto KOMaHAy OZHON CTPOKOMN 6e3 \ .

MowaroBoe BbINOJ/IHEHME
War 1. NocTpoiite npochunb

Urto caenartb: NpountaiTe BbiMbILL/IEHHbIE CBA3aHHblIE CSV 6e3 1Cnob30BaHus
KeLua.

Fpe BbinonHNTb: KopeHb checkout.

KomaHpga nnu npumep:

test-data-agent profile-example examples/relational_csv/input --no-cache --output
out/ru-workflow/profile.json

UTo [4,0/MKHO NPOU30MTK: 3anncaHbl MeTaflaHHble ABYX CYLLIHOCTEN 1 KaHAMAATbl
3aBMCUMOCTEN.

Kak npoBeputb: B JSON ecTb entities; ncxogHble CTPOKN He BO3BpaLLatoTCcA.
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Ecnun He nonyuyunock: NpoBepbTe HaMumne nanku n oanH CSV Ha cywHocTb. [Npu
NIMIMUTE YMEHbLUUTE BXO4, HE OTK/oHaiTe 3aLuumTy.

LWWar 2. CoctaBbTe cneyuunkayuio

UTto cpaenartb: 3agaiTe no 12 CTPOK Ha CYLLHOCTb.

I'oe BbiNnoNHUTL: KopeHb checkout.

KomaHaa unuv npumep:

test-data-agent infer-spec out/ru-workflow/profile.json --count 12 --output out/ru-
workflow/dataset_spec.yaml

UTto AomkHO npounsoiTu: Co3aaH pefakTupyeMblii KOHTPAKT reHepauun.

Kak npoBeputb: ®aiin YAML untaertcs; CyLHOCTM 1 N0AS coBNagaroT C
npodpuniem.

Ecnu He nonyunnocb: Ecnv npodn/ib OTKIOHEH, CO34aiTe ero 3aHOBO TeKyLei
BEpCUEN.

Lar 3. NpoBepbTe KOHTPakT]
Urto cpenarb: OTkpoinite YAML B TEKCTOBOM peaAakTope; NpoBepbTe row_count,

primary_key, sensitive, pacnpegeneHus, relationships u constraints.

Fae BbINOMHNUTB: JloKasibHbIN pefakTop; dain out/ru-workflow/dataset _spec.yaml.

KomaHga nnu npumep:

row_count: 12

UTO AO/MKHO NPOU30ITK: Bbl NOHMMAaETe, Kakme Nonsi U cBA3n 6yayT cO3/aHbl.

Kak npoBepuTb: Y KaX/0i CBSA3U CYLLECTBYIOT 06a Nosist; KATErOpun He cogepxar
UyBCTBUTE/IbHbIX 3HAUEHWIA; AaTbl COOTBETCTBYIOT 3a4a4e.

Ecnu He nonyunnocb: Ecnv cMbIC CBSA3M HEM3BECTEH, OCTAHOBUTECH N YTOYHUTE
y Bnagensla gomeHa. He cuntainte confidence gokasaTe/nibCTBOM.
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LWar 4. CreHepupyiTe HOBble 3HaYeHUs
UTto caenartb: /cnonb3yiiTe NpOBEPEHHbIV KOHTPAaKT U ABHbIN seed.
I'oe BbiNnoNHUTL: KopeHb checkout.

KomaHaa unuv npumep:

test-data-agent generate out/ru-workflow/dataset_spec.yaml --seed 24680 --format csv --
output out/ru-workflow/generated

UTo JO/MKHO NnpousoinTun: lNosiBaTca customers.csv, orders.csv 1 OTUYETHI.

Kak npoBeputb: B manifest synthetic=true, source_rows_copied=false,
validation_valid=true.

Ecnun He nonyuunock: [Npu npoTMBopeYaLlmx npasuiax ucrnpasbTe SPec; He
BbIK/toYyaliTe validation.

LWar 5. NpoBepbTe Nanky NOBTOPHO
Urto caenartb: Nepeaalite nanky AaHHbIX, a He OTAe bHbI CSV.
Fpe BbinonHNTb: KopeHb checkout.

KomaHpga nnu npumep:

test-data-agent validate out/ru-workflow/dataset_spec.yaml out/ru-workflow/generated --
output out/ru-workflow/revalidation.json

UTO AO/MKHO NPOn30iTK: BbiNnosiHeHa He3aBuCMasi Baivaaums no TOMy xXe
KOHTPaKTY.

Kak npoBeputb: Kog O n valid=true B oTuéTe.

Ecnu He nonyuunocsb: Npn Koge 1 npounTaiite cekymm oTyéTa; npu Kkoge 2
npoBepsTe NYyTU U NapameTpbl.
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NMpoBepka pe3ynbrata

Yb6epgutechb, 4To 06e Tabnuubl cogepxar no 12 cTtpok. NoBTopHaa Banngauns
[o/mKHa BKoYaTb schema, relationships, constraints u privacy. CoBnageHue
OTYETa C KOHTPAKTOM He [0Ka3bIBaeT, UTO aBTOMATUYECKN BbIBELAEHHbIV KOHTPaKT
BEPHO OTpaxkaeT busHec.

TUNNUYHbIE OLLNOKIN

OwnékKa MpuunHa Peluexne
unsafe filesystem - = o
path v Hebe3onacHblii nyTb BbibepuTe 06bI4HbI kaTanor 6e3 symlink-koMnOHEHTOB.
HapyLueH nposepsieMblii MpounTaiite errors COOTBETCTBYIOLLEN CEKLMM 1 UCnpaBbTe spec

Kog 1 npwm validate KOHTpaKT NN TeHepaLmio.

YnpouwéHHble crnocoobl

generate-from-example (CI/IHOHVIM generate-from-csv-folder ) BbIMNMOJTHAET BECb
npouecc And narnku. test-data-agent generate-from-example
examples/relational_csv/input --count 12 --seed 24680 --format csv --no-cache --
output out/ru-folder . OH CO30AET profile.json , dataset spec.yaml , painbl

CYLLIHOCTEW 1 OTYETbI. DTOT COKpPaLLEHHbIA NPMMEpP CBEPEH C parser, HO OTAENbHO
He 3anyckasncsi B ayguTe; A1 HOBOro AoMeHa npeanoyTuTebHbl OTAe bHbIE 3Tanbl
C review.

KeLl nano4yHbIX Npogounen xpaHuT MeTafaHHble U YUnTbiBaeT UMeHa, pasmepbl,
BpeMs nsameHeHus goaiinos, sampling n HopmanmM3oBaHHyto local-category
NOSINTUKY; MPU YTEHUW paspeLleHns NepenpoBepsarTca. ITo He
KpunTorpaguyeckoe Aokasare/ibCTBO HEM3MEHHOCTU: NOC/ie U3MEHEHUSA BXOA0B
NCNONb3YATE --no-cache . --rule-sample-rows MO yYMon4yaHuto 50 000; HaiaeHHbIe

npaswu/ia ONMUChIBAKOT OrPaHNYeHHy0 BbI6OpKY. CM. NpodiniMpoBaHme.

Cnepayowumii war

busHec-npasuna.
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NMpoBepuTtb pesynbrar

English - Pycckuit

Ans yero 3aTo Hy)XHO

Bannpgauusa ceepset gaHHble ¢ DatasetSpec; manifest nomoraet BOCCTaHOBUTb

YC/I0BUSi reHepauumn. To 06si3aTesibHble TEXHUYECKIE NMPOBEPKN nepes,
CNO/Mb30BaHMEM (PUKCTYPbI, HO NPEAMETHYIO NOMIE3HOCTb OLIEHVBAET Ye/0BEK.

UTo nonyuuTca B pe3ynbrarte
[MOBTOPHbLIN OTYET valid=true 1 noaTBEPXAEHHOE YMC/IO CTPOK.

MpeaBapuTenbHble TPeGoBaHUA

BbinonHute CSV-reHepauuto, He n3MeHsiliTe eé spec n talinbl. KomaHapl
BbINO/IHANTE B KOpHe Toro e checkout.

MowaroBoe BbINMNO/IHEHUE

LWar 1. BbinosiHUTe NOBTOPHYIO Banngauuio

Urto cgenartb: Co3gaiite OTAeNbHbIN OTYET, COXpaHMB NepBOHaYasibHbIN.
Foe BbINONMHUTL: TepMuHan, kopeHb checkout.

KomaHga wnu npumep:

test-data-agent validate out/ru-csv/dataset_spec.json out/ru-csv --output out/ru-csv-
revalidation.json

UTO AO/MKHO NPOon30NTU: CBEPEHbI TUMbI, CBA3WN, OrPaHNYeHns 1 privacy.
Kak npoBeputb: Kog 0, valid=true B HoBom JSON.

Ecnun He nonyuunocb: Koa 1 o3HavyaeT HapylleHne; npounTaiite errors. Kog 2
O3HayaeT OLN6KY BXOA40B/NapameTpos.
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LWar 2. MpouuTaiite utorosble dnaru

Urto cpaenartb: [poBepbTe manifest aBTomaTnyecku.
IAe BbINO/IHUTL: TOT Xe TepMuHaU.

KomaHaa unuv npumep:

python -c "import json; from pathlib import Path; p=Path('out/ru-csv');

m=json. loads((p/'generation_manifest.json').read_text()); assert m['synthetic'] is True
and m['source_rows_copied'] is False and m['validation_valid'] is True and
m['seed']==12345; print('manifest: ok"')"

UTO A0/MKHO Npoun30oiTK: Piarv NpoLLIv NPOBEPKY.
Kak npoBeputb: Kop 0.

Ecnu He nonyuunocsb: Mpu false nam oTcyTCTBYIOLEM NOSIE OCTAHOBUTE Nepeaady
Habopa 1 NpoBepLTE Bepcuto aptTedakTa.

MpoBepka pe3ynbrarta

lMpoBepbTe, YTO B OTYETE BK/KOYEHbI Schema, relationships, constraints, privacy. He
cunTanTe OTCYTCTBME CEKL MM YCMNELLHON NPOBEPKON. [ONONHUTENIBHO OLEHUTE
HYXXHble Auana3oHbl, null, pacnpegenexHns 1 NONHOTY Npaswa 419 Ballein 3agaqun.
Mpwu business-rules npounTtainTe Takke business_validation_report.json: validate
ncnonbdyet embedded business_rules nnu siBHO nepefaHHbIi --business-rules un
He N3MeHsIeT npoBepsieMble CTPOKN. CBepbTe Takke OTAe/IbHbIA OU3HEC-0TUET.

TUNNUYHbIE OLLNOKIN

OwwnbKa MpuunHa PelweHune

MpounTaiiTe OWNBKM CEeKLWiA; NpoBEPLTE, YTO Spec

Kopg 1 JlaHHble He COOTBETCTBYHOT Spec VIMEHHO OT 3TOr0 HAGOpA.
valid=true, HO Hy>HOro CBOIACTBO He hopmann3oBaHo Unn [lobaBbTe NpoBepsieMoe NpaBwsIo; BKIOUUTE
CBOIiCTBa HET npoBepKa OTK/IlYeHa COO0TBEeTCTBYOLLYIO validation_settings.

Kak untatb aptedakThbl

AptecpakT YTo npoBepATL
csv_profile.json / profile.json CyLLHOCTW, TWMbI, YyBCTBUTENLHOCTb, IPaHULbl HAGMIOAEHNI

dataset_spec.json /

dataset_spec.yaml VITOroBbIn KOHTPAKT; CHETUMUKW, MOSS, K/KOUW, NpaBuia
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ApTtedhakt Yrto npoBepATb
validation_report.json valid , BK/IIOYEHHbIE CEKLIW, errors

seed, CUHTETUYHOCTb, OTCYTCTBME KONMPOBaHWA CTPOK, pe3ynbTaTbl NPOBEPOK,

generation_manifest.json OKpyXeH/E

business_validation_report.json Mpw npasunax: valid n oxmgaembie/Habnogaemble HapyLLeHNs

mixed W negative MOIYT HAMEPEHHO COo34aBarb OLWNOKKN. [N1A HUX MPOBEPAIOT
expectations_met , unexpected_violation_count , missing_expected_violation_count ,
a He TpeﬁyPOT 00blyHOE valid=true . B valid oXngaetca oTcyTcTBue HapyLuean7|.

B 1.6.0 npu HeycnewHon Banuaaunmn generate sosBpatlaet exit code 1/ JSON
status validation_failed gaxxe gna mixed/negative, coxpaHas HaMepeHHO HeBEpPHbIe
apredakTtbl 1 0TYETLI. Kog 1 He o3HauvaeT rollback. MNMpueaTtHoCcTb ocTaércs
06sa3aTeNnbHON: eé HapyLieHne 61oKMpyeT NyoMKaunio.

Cnepayowmii war

Be3onacHoCTb AaHHbIX.

BbiGpatb chopmart pesynbrarta

ANs yero 3aTo HY)XXHO

BbibepuTte dpopmarT, KOTOPbIA NPMHMMAET Balla TecToBasi cuctema. leHepupyemble
hainbl cogepxaT HOBble CTPOKK; 3KCMOPT SQL He uMTaeT 1 He BbIrpyXXaeT
MCXOOHbIE CTPOKMN.

UTOo nonyunuTcAa B pesynbrate

CSV, JSON, SQL, Parquet n otgenbHbiin PostgreSQL DDL+INSERT 13 ogHoro
spec.

MpepBapuTenbHbie TPeGoBaHUS

YctaHosneH Python 3.11+ v nakeT npoekta. TepMrHasn OTKPLIT B KOPHe
peno3nTopusa agent-paranoid-android ; BAPTYasIbHOE OKPYXeHne akTMBHO. BXoabl

— TO/bKO BbIMbILW/IEHHBIE (halisibl N3 peno3uTopus. MNanka Ha3HavyeHnss HoBas;
€CTb NpaBa YTEeHUs BXOA0B 1 3anucy pesynsrata. s KOMmaHg HKe UCnonb3yiTe
macOS/Linux; B PowerShell BBognTe Kaxkayto KOMaHay OA4HON CTPOKON 6e3 \ .

[lonoNHUTENBHO YCTaHOB/EH extra parquet; Bash ansi rotoBoro ckpunTa.
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MowaroBoe BbINO/IHEHUE
Lar 1. CreHepupyiTe BCce chopmaTbl

UTto cgenarb: 3anycTute CyLWEeCTBYOLWMI cueHapuii hopmartos.

Fpe BbinonHNTL: macOS/Linux, kopeHb checkout.

KomaHaa unuv npumep:

bash examples/output_formats/run.sh out/ru-formats

UTto gomkHo npomnsoinTtr: Co3gaHbl nognanky csy, json, sql, parquet u
postgres.sq|l.

Kak npoBeputb: B kaxgoi nognanke ectb manifest n validation_report.json.

Ecnun He nonyuunock: Ecnu PyArrow oTcyTCTBYeT, ycTaHoBUTE .[parquet] B
aKTVBHOE OKpPY)XEHMWe; MOBTOpMTE B HOBOW Narike.

LWar 2. NpoBepbTe AOCTYNHbIE AN YUTeHUs1 hopmaTtbl

UTto caenartb: [NosTopute Baningaunio CSV, JSON, SQL 1 Parquet no Tomy xe
spec.

Fpe BbinonHUTb: KopeHb checkout.

KomaHaa unuv npumep:

test-data-agent validate examples/output_formats/dataset_spec.yaml out/ru-formats/csv
test-data-agent validate examples/output_formats/dataset_spec.yaml out/ru-formats/json
test-data-agent validate examples/output_formats/dataset_spec.yaml out/ru-formats/sql
test-data-agent validate examples/output_formats/dataset_spec.yaml out/ru-
formats/parquet

UTO AO/MKHO NPoun30iiTK: MNpoUnTaHbl 3KCNOPTMPOBAHHbIE JaHHbIE.

Kak npoBeputb: Kaxgasa komaHga Bo3Bpatiaet 0.

Ecnun He nonyuunock: SQL-nanka go/mkHa coaepXarb UMEHHO CreHeprpPoBaHHbIi

INSERT bundle ¢ manifest. Npon3BonbHbIi SQL 1 otaensHbin PostgreSQL DDL-

thaiin He NpUHUMatOTCS.
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MpoBepka pesynbrata

B manifest kaxgoro Habopa nposepbTe synthetic=true, source_rows_copied=false
n validation_valid=true. SQL 34ecb TO/IbKO CCPOPMUPOBAH; €ro UCMNOoJIHEHNE Ha
cepsepe B 3TOM ayAuTe He NpoBeps/ioCh.

TUNUYHbIE OLLINOKN

OwwnéKa MpuunHa PelieHue

OTcyTCTBYeT pyarrow /
missing_dependency

He ycTaHoBneH extra
parquet

YcraHosute
parquet.

.[parquet] ¥ npoBepbTe doctor --require-extra

MepeaaH Npon3BosbHbIN
SQL wnn DDL export

Mepepaiite nanky ¢ co3gaHHbiM Npoektom INSERT bundle n

SQL e unTaetcs validate manifest; validate He BbinonHsAeT SQL.

dusunyeckoe npeacrtasneHne B 1.6.0

CSV bundle o6bsBnseT B manifest csv_encoding: backslash-null-vi : \N — null,
nycTas siyeiika — nycras CTpoka, HaudasibHblli 06paTHbIA CneLw yaBanBaeTcs.
dopmynbl 1 onacHble Ans spreadsheet CTPOKW/3aron0BKM SKPAHUPYOTCA \F .
CoxpaHnsiite manifest BMmecTe ¢ CSV ans o6parumMoro YteHus; He NPUMeHsINTe 3To

[eKoAnpoBaHMe K CTapbiM HEMaPKNPOBaHHbLIM CSV.

DECIMAL xpaHuTcsa To4HoM cTtpokoin B CSV/IJSON u decimall28 B Parquet. A1
LUMPOKMX integer, cMellaHHbIX timezone offsets n malformed negative cells Parquet
MOXET MCMNO/b30BaTb MapKMPOBaHHbIE CTPOKOBbIE NPeACTaB/IeHUS; NPU NPSIMOM
YTEHUN NPOBEPSIATE apa.scalar_encoding WM UCNONb3yiTe bundle reader. Native
decode ogHoro Arrow batch npeglwectsyeT nposepke payload: numut expanded
bytes He rapaHTUPYET BEPXHIOK rpaHnLy naMsaTu npouecca.

B 1.6.0 validate untaet orpaHuyeHHy rpammaTuky co3gaHHbix INSERT bundles
6e3 ncnonHeHna SQL v 6e3 nogknoyeHns Kk 6. DDL, pyHKUUN, KOMMEHTapun u
Npoun3Bo/ibHble SQL-CKpUNTbLI 3TUM He pa3peLuaroTcs.

Pasnuuua coopmaTtoB

dopmart

csv

json

parquet

sql

export-postgres-sql

daiinbl

<entity>.csv

<entity>.json

<entity>.parquet

<entity>.sql

OfuH  .sql

OrpaHunyeHns

TekcToBOE npeacTas/ieHve; TUMbl 3a4atTca spec

CT1poku cywHoctn B JSON

HyxeH PyArrow; otaensHoe optional extra

KaBblukn 1 INSERT; 6e3 CREATE TABLE

TpaHn3akuus, CREATE TABLE, FK n INSERT; PostgreSQL
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[na ogHoro (popmaTa BbIMNOJ/IHNTE test-data-agent generate
examples/output_formats/dataset_spec.yaml --seed 271828 --format csv --output
out/ru-one-format . KOMaHga cBepeHa c parser, SKBMBAJ/IEHTHbIN BbI30B

NCMOJTHAETCA CKPUMNTOM BbliLLE.

export-postgres-sql CO34a€T halin, HO He nogktyaeTcs K uenesoii bJl. Cam
thaiin cogepxmT onepauun 3anucu. MNepepn ero NCNoOSIHEHNEM YeNTOBEK A0/MKEH

NnpoBepuThL LieNeBoii cepBep, 6asy, ponn n SQL; UCNosb3yiiTe OTAENbHYIO NMYCTYH
TecToByto B/]. Co3maHve paitna He sSIBMSieTCs paspeLleHeM Ha ero UCNosIHEHME.

Cnepayrowui war

Banupauus.

NHCTpYKUUn

eHepauunsa ¢ 6usHec-npaBuIammn
English - Pycckuni

ﬂ,ﬂﬂ Hero 310 HY>XHO

3apaiTte npasuna YAML/JSON, Korga Of4HOM CXeMbl HEAOCTATOYHO: Hanpumep
amount=quantity*unit_price, nopsgok gat uiv obsasaresiHoe norse.
[eTepMnHMPOBaHHbIV KoA NPUMEHSAET U NPOBEPSET Npasu/ia; TEKCTOBOE obellaHne
Al He 3ameHseT npaBuo.

YTto nonyuutcs B pesynbraTte

[Be cuHTeTn4eckne Tabnuubl 1 business_validation_report.json.

MpeaBapuTenbHbie TPe6oBaHUA

YctaHoBneH Python 3.11+ 1 naket npoekra. TepMuHas OTKPbIT B KOpHE
peno3nTopus agent-paranoid-android ; BAPTYa/IbHOE OKPY>XeHNe akTUBHO. Bxoapl

— TO/IbKO BbIMbILL/IEHHbIE haiifibl N3 peno3uTopus. MNanka HasHavyeHnsi HoBas;
€CTb NpaBa YTeHMs BXOA0B M 3anucy pesysnbsrara. [na koMmaHg H/Ke NCnonb3yinte
macOS/Linux; B PowerShell BBognTe Kaxkayto koMaHay O4HON CTpokon 6e3 \ . Ans

JTOIo CcueHapunda AoCTaTo4vyHO 6a30B0Oro nakera.
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MowaroBoe BbINoJIHEHUe

War 1. 3yuute npaBuia npumepa

Urto cpenartb: OTkpoiiTe rules.yaml; npoBepbTe CCbIIKM HA TabuLbl 1 NONS.
Fpe BbinonHUTL: Pegaktop, examples/relational_csv/rules.yaml.

KomaHga wnu npumep:

examples/relational_csv/rules.yaml

UTO 40/MKHO NPOU30iiTH: BUAHbI CTPYKTYpUPOBaHHbIE NpaBuia BbIMbILLIEHHOTO
[lOMeHa.

Kak npoBeputb: ViMeHa coBnagatot ¢ CSV 1 6yayumm spec; 4yBCTBUTENbHbIX
NIMTEpasIoB HeT.

Ecnun He nony4yunockb: He nepeHocuTe npasuia c peasibHbiMU ID, agpecamu nnm
cekpetamu. dopmyia — orpaHnyeHHas apudpmetnka, He Python.

LWar 2. BbinonHnTe cBA3aHHbIA NpuMep
UTto caenartb: 3anyctute npothunib —» Spec — generate ¢ npasunamn — validate.
Fae BbiNONHUTBL: macOS/Linux, kopeHb checkout.

KomaHga nnu npumep:

bash examples/relational_csv/run.sh out/ru-rules

UTto gomkHo npousonTtu: Co3gaHbl customers.csy, orders.csy,
validation_report.json, business_validation_report.json 1 manifest.

Kak npoBeputb: KomaHbl 3aBepLiatoTCcsa ycrneLwHo; manifest cogepxuT
business_validation.

Ecnu He nonyunnochb: Mpu NpoTUBOpeUny NpaBua 1 SPEC UCNPaBLTE UMEHA U
TpeboBaHUsI; He yaansaiiTe NPOBEPKM PaAmn YCMELIHOTO OTYETA.

Page 98



LWar 3. MpoBepbTe GU3HEC-OTUET
Urto cpgenartb: [poBepbTe valid 6e3 nevartu CTPOK.
I'oe BbiNnoNHUTL: KopeHb checkout.

KomaHaa unuv npumep:

python -c "import json; from pathlib import Path; r=json.loads(Path('out/ru-
rules/generated/business_validation_report.json').read_text()); assert r['valid'] is
True; print('business rules: ok')"

UTo A0/MKHO NPOoun3onTKn: MNMpaBuna BbINO/THEHBI.
Kak npoBeputb: Kop O.

Ecnu He nonyuunocsk: Mpy HapyLweHUn NpoYmTanTe CHETYNKM NPaBUII; 0ObIYHbIN
schema valid He o3Ha4yaeT ycnelHble business rules.

NMpoBepka pe3ynbrata

Caepere rule fingerprint n cuétunkm B manifest ¢ BbibpaHHbIM halisioMm. HyxHble
OGU3HeC-NHBapuaHTbl AO/MKHbI ObITb ABHO NpeAcTaB/ieHbl U NPOBEPEHDI.
OTcyTCcTBYIOLLIEE NMPABUIO HE NPOBEPSAETCHA aBTOMATUYECKMN.

TUnNuuHbIE OLLNOKN

Ownéka MpuunHa PewleHne
HeusBecTHbIi TUN/none Oneyartka UM HenoaaepxviBaemas ConocTaBbTe NPaBW/Io C SPEC U CMPaBOYHUKOM
npasmna KOHCTPYKLWSA npaswn.

YMeHbLUNTE TECT; MEHSITE IMMUTBI TO/bKO noc/e
MpeB.biweH work budget C/IMLLKOM MHOTO CTPOK X npasw

OL|eHKI PecypcoB.

NMepeHocnmocTb 1 cmbici npasun B 1.6.0

DatasetSpec.business rules MepeHOCUT npasuna mexay Python, CLI, MCP, agent
Workspace n BCemMun CbOpMaTaMl/I. infer-spec --business-rules COXPaHAET UX B
spec; generate, validate n export-postgres-sql Takxe NpMHUMaOT OTAENbHbIN --
business-rules. NoBTOpHasa Banngaunsa NpoBepseT JaHHbIe U He npucBanBaeT
3HayYeHnsa 3aHOBO.
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Y popmyn mode: assign MO YMOJHAHWUIO 3a0aET pe3ysbTaT; mode: check TOJIbKO
nposepsieT. OTUET cogepxunT application n assigned_row_count: 3eN€HbIN
pesynbTaT nocsie npucBanBaHnsa He foKa3biBaeT He3aBNCUMYH BEPHOCTb GU3HecC-
rmnotesbl. [Nogaepxusarotca ABHble equals: null / not_equals: null n uncnosble
BK/tounTenbHble gte/lte. DECIMAL-chopmMysibl 1 aggregate mappings UCnosib3yoT
TOYHYIO apupmeTurKy ¢ ogHokpaTtHbiM HALF_UP okpyrnieHnem B scale uenesoro
nons. NMogpo6HOCTU: KOHTPaKT npasu 1.6.

Kateropuu u orpaHnyeHusn

MoppepxmBatotcs field rules (required, allowed values, bounds), conditional

required/allowed values, temporal ordering, formula, foreign key, aggregate formula

n weighted scenario. He Bce arperaTHble npasusia MoryT co3gaBartb
oTpuuaTesibHble faHHble: count ¢ field: "*" — TOSIbKO MPOBEPKA, MOCKO/bKY

N3MEHEHME YMc/ia CTPOK HapyLwmio 6l dpopmMy Habopa.

MpyMep KOHTPO/IMPYEMbIX HAPYLUEHWUIA, NPOBEPEHHbIN CYLLLECTBYOLLMU
[OKYyMEHTALMOHHbIMN TECTaMW:

test-data-agent generate examples/negative_cases/dataset_spec.yaml --seed 1300 --mode
mixed --invalid-ratio 0.5 --format json --business-rules
examples/negative_cases/business_rules.yaml --output out/ru-negative

[Mpy HaMepeHHbIX HapyLleHnsax komaHga 1.6.0 Bo3BpallaeTt exit code 1, xoTs
Habop v validation evidence coxpaHeHbl. ITO OXngaemMoe nosegeHne faHHOro
negative-npumepa. [lepxuTte Tako Habop OTAENbHO. YCnex oTpuuaTesibHoro
CLueHapusa — coBnageHne oXxXngaembiX U HA6NI4AEMbIX HAPYLLEHWI

( expectations_met=true , HOMIb unexpected 1 missing expected), a He OTCyTCTBME

HapyLIEeHW. PEXUM negative U mixed He paspewaeT Pll. TouHble nons npaBus un

NpUMepbI BCEX KaTEropuin onncaHbl B CYLLECTBYHOLLEM PYKOBOACTBE.
Cnepayowumii war

Banupauus.

YcnoBHble (popmynbl N cuHTeTUYeckass EAV-mogenb

dopmyna B pexumMme assign WN check MNPUHUMAET HeobA3aTelbHOe yC/ioBue
when . [1p1 JIOXXHOM YC/TOBUW BbIpaXKEHME He BbIYNC/IAETCA, 3HAYeHne He
MEHSETCH, CTPOKa cumTaeTca nponyeHHon. OTUYET OTAeNbHO BO3BpaLwaeTt

eligible_row_count , evaluated_row_count W skipped_row_count ; MPOMNYCK HE
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cunTaetca ycrnexom. Npasuna 6e3 when COXPaHAKT npexHue otTnedaTtkn 1
noBegeHne. equals: null Bbl6|/lpaeT nycToe nan OoTCyTCTByHOLLEE 3HAYEHNE,

YMCNOBOIA AManasoH ero He BbibpaeT. HensBecTHoe B DatasetSpec nosie ycrioBus
OTK/IOHSIETCS [0 reHepauun.

[Mone ycnoBusa Hemb3a U3MEHATb APYTMMK MOCTPOYHbLIMUY NpaBuiamMmu. Heckonbko
dhopmyn Ha3HauyeHWs O4HOrO MOMA paspeLleHsl 4715 A0KasyeMo
HenepeceKkawLwmnxcs equals WIN in_values MO OAHOMY nonto. lNepeceyeHwue,
JuanasoH uin HegokasaHHas COBMECTMMOCTb OTK/TOHAKTCA. [poBepku
4yBCTBUTE/bHbIX NTEPA/IOB, To4Has apudmetnka DECIMAL, o6wuin nummT
paboTbl N CPOK BbINOSTHEHWS OCTalOTCA 06A3aTeNIbHbIMU.

VcnonHsaemblin npumep EAV ncnonb3yeT 3apaHee 3a/laHHble CUHTETUYECKME
arpnbyTbl ratio WU total , HE3ABUCMMbIE NAEHTUIUKATOPLI U [iBE YC/IOBHbIE
dhopmynbl. OfHa 3anMcb COAEPXUT OAMH aTpubyT 1 04HO 3HaYeHne. OTcyTCcTBMuE
Hab/oaeHNs OT/INYaEeTCA OT NYCTOro 3HAYeHWS. YHUKaIbHOCTb Mapbl CYLHOCTb/
aTpulyT HY>XHO 06BABUTL OTAE/LHO; NPUMEpP AOMYyCKaeT NOBTOPEHNE.
Mpeobpa3oBaHne NCXOAHbIX CTPOK, COXPaHeHre K4yeli n paspeLleHune
Oy6nMKaTOB UCTOYHUKA 3TUM NPUMEPOM HE BbIMOMHAKTCA.
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MpodmnupoBaHue PostgreSQL
English - Pycckuit
AnA 4yero 3aTo HY)XHO

Mcnonb3yiTe 6a3y Kak UCTOUHUK paspeLlEHHbIX METaZaHHbIX 1 arperaTos, Koraa

CSV Heyno6eH. ITOT NyTb He NpeaHa3HayeH A71s BbIrPy3KU CTPOK UV BbINOSTHEHNS

nponssosibHoro SQL.

UTo nonyuuTca B pe3ynbrarte

Mpodhmnnb PostgreSQL unv Trino gnsa nocneayrouwiero review DatasetSpec;
ncxogHasn 6asa He N3MeHsieTcs.

MpeaBapuTenbHble TPeGoBaHUA

He npoBepeHO BbINosHEHMEM Ha xuBoii Bll. Hy>XHbl COOTBETCTBYHOLLNE eXtras,
ceTeBoli goctyn, TLS n yxe co3gaHHas agMuHucTpaTtopom read-only posb.
Yenosek cornacyet TouHble cepBep, b, Tabnuubl, Nons, 61mpKeTbl U NOKabHOe
MecCTO coxpaHeHusi. CekpeT BBOAMTCS Yepes runtime secret mechanism, He yepe3
Git nnm var.

MowaroBoe BbINMNO/IHEHUE
LWar 1. HactpoiiTe TouHbIW scope PostgreSQL

Uto cgenarb: 3ameHuTe BbiMbILLIeHHbIe host/database/user Ha coriacoBaHHble
3Ha4veHuns. CekpeT WAREHOUSE_PASSWORD fosmkeH 6bITb yXe BHegpEH
Cpefoi; He nevaraiiTe ero.

Fpe BbINONMHNTL: macOS/Linux, TepMnHan B KopHe checkout; PowerShell Tpebyet

COBCTBEHHOro CUHTaKcuca $env:.

KomaHga wnu npumep:

export POSTGRES_SOURCE_ID=warehouse

export POSTGRES_HOST=db.example.internal

export POSTGRES_PORT=5432

export POSTGRES_DATABASE=analytics

export POSTGRES_USER=synthetic_reader

export POSTGRES_SSLMODE=verify-full

export POSTGRES_PASSWORD_ENV=WAREHOUSE_PASSWORD
export POSTGRES_ALLOWED_SCHEMAS=public
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export POSTGRES_ALLOWED_TABLES=public.orders
export POSTGRES_ALLOWED_COLUMNS=public.orders.order_id, public.orders.amount

UTO AO/MKHO NPON30ATU: SCOpe OrpaHnyeH O4HOM Tabnuuein n ABymMmsa nonsmu.
Kak npoBepuTb: /lokasibHO: test-data-agent doctor --require-extra postgres.
AamuHucTparop otaensHo noareepxgaetr SELECT-only npaBa v Lenoyky

cepTndomKaros.

Ecnun He nonyuyunock: Doctor He npoBepsAeT BA. NMpy HeQOCTYNMHOCTH
cepTudpmnkara uam cekperta OCTaHOBUTECH; He OTkK/YanTe TLS.

War 2. MonyunTte 6e3onacHbIii npocdunb

Uto cpgenartb: [locne cornacoBaHuA BbIMOIHUTE OrpaHUYEeHHOEe YTeHNe.

I'Ae BbINO/IHUTL: TOT Xe TepMuHaU.

KomaHaa unuv npumep:

test-data-agent profile-postgres --output out/ru-postgres/profile.json

UTo Ao/mKHO npounsoiitn: Co3aaH arpermpoBaHHbIii Npoduib 6e3 CTPoK
NCTOYHNIKA.

Kak npoBeputb: Ko 0; entities coiepXnT ToNbKO CornacoBaHHble Noss.
Ecnun He nonyunnock: Vcnosnb3yiite oMKCMPOBaHHYH KATEroOpPUIo OLLIMGKU; He

ny6nukyinTe driver output, DSN nnu secret. NposepbTte allowlist n npasa ¢
aMVHUCTPATOPOM.

LWar 3. Co3paiite KOHTPAKT AN1A review

Urto caenarb: BbiBeguTe spec, 3aTemM OTKPOKWTE ero oKasibHO.

I'oe BbiNnoNHUTBL: KopeHb checkout.

KomaHaa unuv npumep:

test-data-agent infer-spec out/ru-postgres/profile.json --count 25 --output out/ru-
postgres/dataset_spec.yaml
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UTo AO/MKHO npounsoiitu: CrneundurKalys rotoBa K NpoBeEPKe YE/T0BEKOM.

Kak npoBepuTb: NpoBepbTe TUMbI, Sensitive, AnanasoHbl 1 row_count; CTPOKK eLé
He CreHepupoBaHbI.

Ecnun He nonyunnock: Ecny MetagaHHbIX He0CTaTOYHO, YTOUHUTE NPaBUIO Y
BNnagenbLa JaHHbIX; He fo06aBnsiiTe sample rows.

NMpoBepka pe3ynbrata

Mocne review Npogo/HKNTEe KOMaHAOM generate ¢ ABHbIM seed B HOBOI narnke u
validate 13 ocHoBHoro npouecca. Read-only session — gonosiHMTeNibHas 3awuTa,
npaBa camoi posin AO/MKHbI NCK/IHYaTh 3anuchb.

TUNNUYHbIE OLLNOKIN

Ownéka MpuunHa Pelexue

Owmbka

KoHcpUrypaLMM / Ko OtcyTcTyeT allowlist unm
2

MpoBepbTe scope; He BkovaiiTe unrestricted-gocTyn.
KOH(D/IMKTYHOT KOMMOHEHTbI URL poBep P Aocty

external_service / CeTb, TLS, ayTeHTUmKaLma num Cornacyiite ¢ aMUHUCTPATOPOM; He nepeaasalite
Koz, 69 noctyn ncxofHoe cooblueHne apaiiBepa.
Trino

MpsAMON KOMaHabl profile-trino HeT. Micnonb3yinte Trino MCP
profile_table_safe , & 3aT€M generator plan_trino_dataset , nnéo

OOKYMEeHTUpoBaHHbIn Python API. s BOCNpon3BOAMMOro M30/1IMPOBaHHOIO
npumMepa ecTb local_trino; oH He 3anyckasncs B 3TOM ayauTe 1 TpebyeT cBoel

NHPPaCTPYKTYpbI.

MuHMMabHbIe COracoBaHHble HACTPOMKN: TRINO _HOST , TRINO PORT , TRINO USER ,
TRINO_HTTP_SCHEME=https , TRINO_ALLOWED_CATALOGS , TRINO_ALLOWED_SCHEMAS |,
TRINO_ALLOWED_TABLE_COLUMNS . YKaXWTe TOYHbIE catalog.schema.table.column |
3aalite 6I4KETbI N3 cnpaBoYvHMKa. NS shared-hardened 00S3aT€NEH KOHEYHbI

TRINO_MAX_INVOCATION_ESTIMATED_SCAN_BYTES .
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Mpochunb pesynbrata orpaHMUYEHHOro 3anpoca

profile-query MPUHUMAET NoKasbHbIN UTF-8 dhaiin ¢ ogHUM paspeLléHHbIM
single-table SELECT. Npumep ANns scope Bbille, He NPOBEPEH BbIMO/THEHMEM Ha

BA.

SELECT o.order_id, o.amount
FROM public.orders AS o
WHERE o.order_id < 1000

CoxpaHuTte Kak query.sql B KOpHe checkout. [ocne nokasbHOro review u

pa3peleHna Ha YTeHne BbIMNMOJTHUTE!

test-data-agent profile-query query.sql --adapter postgres --source-id warehouse --
entity orders_query --output out/ru-query/profile.json

[nsa Trino nCNoNb3ynTe --adapter trino C MOSIHOCTbIO KBANIMPULMPOBAHHOM
TabNNLUEN catalog.schema.table , ABHbIM allowlist nonei n HaCTPOeHHbIM Trino-

knnentom. JOIN, CTE/WITH, noasanpochl 1 3anicb He NoAAep)KMBatTCA; 3anpoc
npoxoanTt pasdop AST (CMHTaKCM4YecKoro gepesa), 3aTeM TO/IbKO No-row schema
probe n arperatHble 06€pTkn. Pe3ynstaT cogepxuT fingerprint, He SQL-TekKcT,
nuTepasibl U query rows. Npodonsib NPOBEPAIOT U NepeaatoT infer-spec Tak xe,
Kak TabnnyHbIi npothune.

Endpoint MoXHO 3agaBaTth credential-free POSTGRES JDBC URL WM TRINO_JDBC_URL ;
3710 He JDBC-ucnonHenune. Wildcard schema.table.* [/ catalog.schema.table.*

paspeLuaet Milb orpaHnYeHHoe packpbITUe CTOMOL0B Yepe3 MeTafaHHble, He
COXpaHeHME UCXOOHbIX KaTeropuia.

MoppobHocTu: PostgreSQL, Trino, SQL policy. MpsiMble HeuyBCTBUTE/IbHbIE
date/timestamp projections MoryT nosny4yarb NpoBepeHHble temporal bounds;

sensitive n derived nons nx He nony4atot. Declared numeric(p,s) Hecér
precision/scale, HO He exact bounds: ncnonb3yiTte reviewed decimal_range.

Cnepyowmii war

MCP u Trino.
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3aBucumocTtu SQL-BblpaxXeHUM

I'Ipoqomnb 3anpoca MOXeT nomMeyatb has_unmodeled_expressions=true . B 9TOM

cnydyae aBTOMaTMYeCKuii infer-spec no ymonyaHuio ocTaHaB/IMBAETCS:
HesaBucKMasi reHepaLus cTon6LOB He coxpaHsieT SQL-copmysbl. CocTaBbTe

He3aBUCKMO NPOBEPEHHbIt spec; Ny6AnYHoro donara o6xoaa Assi aBTOMaTUYECKOro

inference 3geckb HeT. B SQL policy 1.1 pa3pelueHsl aliased
SUM/COUNT/MIN/MAX/AVG un orpaHnyeHHblii GROUP BY 1o siBHbIM cTON6LaM
ogHou Tabnuupl; HAVING, DISTINCT aggregates 1 grouping expressions He
nogaepxunsarotca. Takoil Nnpodonsb He AoKa3blBaeT coxpaHeHme SQL-
3aBucumocTeil. O6blYHOEe arperatHoe NPouInpoBaHne He CMeLLnBanTe ¢
oTaenbHoi configured _query_session capture-TpaHcdopmauueil.

UcnpaBneHue primary key B TekyLieMm main

Mocne 1.6.0 main pacno3HaéTt 06bABMEHHbIN Single-column integer nnu string
primary key He3aBUCMMO OT UMeHN, Hanpumep ticket_no/record_code. Identifiers
co34atoTcsa 3aHOBO; sensitivity coxpaHsieTcs. YTobbl nonyyunTb 3T metadata,
COXPaHEHHbIN NPOtnIb HYXXHO NOCTPOUTL 3aHOBO.

Composite primary key oTK/IOHsieTCS 0 aggregate scans, gaxe ecsm column
allowlist oTKpbIBaeT TONbKO OAUH KOMMOHEHT. OH He NPeBPaLLLAETCs B JIOXKHbIIA

ofiHoMNoNbHbI PK. N5t Apyrx TUMNOB HY)KEH HE3ABUCMMO NPOBEPEHHBI generation

spec; automatic inference He noggepXxmnBaeT composite uniqueness.

370 onncaHne TeKYLLEro main, a He HOBOEe CoflepXXumoe BbinyLieHHoro wheel 1.6.0.

MOMHbIA KOHTPAKT: ucxoaHasi MHCTpykumst — English.
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MpodmnuposaHue yepes Trino
English - Pycckuit

Trino — oTaenbHbIN read-only MCTOYHMK MeTagaHHbIX 1 arperaTos. B 1.6.0
coxpaHeHbl JDBC-style endpoints 6e3 credentials, TouHble allowlists,
orpaHuyeHHble table-qualified wildcards n profile-query. Java n JDBC driver He
HY>XHbI.

Mepepn 3anyckom

Hy>xHbI extra trino, a gna MCP — Ttakke mcp; npoBepeHHbii HTTPS endpoint,
read-only ponb 1 SIBHO cornacoBaHHbIV catalog/schema/table/column scope.
CekpeTbl BHeApsATCA yepes runtime secret mechanism. CeteBoe BbINosiHEHWE
3TOr0 PYKOBOACTBA HE NPOBEPEHO.

JlokasibHaA npoBepKa yCTaHOBKU N3 aKTUBHOIO OKPY>XEHUA:

test-data-agent doctor --require-extra trino

Doctor nposepseT kmeHT n SQL policy 6e3 obpalleHns kK koopanHatopy. OH He
noATBepXxaaeT ayTeHTUMKaumo nnm gocTyn K Tabnuuam.

HacTtpouTe scope

MnntocTpaymsa KoHdurypaumm onsa BbiMbIWIEHHOTO endpoint; 3aMeHsiliTe eé To/bKo
cornacoBaHHbIMW napamMeTpamu:

export TRINO_HOST=trino.example.internal

export TRINO_PORT=8443

export TRINO_USER=test_data_agent

export TRINO_HTTP_SCHEME=https

export TRINO_ALLOWED_CATALOGS=warehouse

export TRINO_ALLOWED_SCHEMAS=analytics

export TRINO_ALLOWED_TABLE_COLUMNS='warehouse.analytics.orders.*"'
export TRINO_DEPLOYMENT_PROFILE=shared-hardened

export TRINO_MAX_INVOCATION_ESTIMATED_SCAN_BYTES=1073741824

Catalog n schema — He3aBucumeble allowlist-mHoxecTBa. Wildcard pa3speLuén
TONbKO ANSA TOYHOW Tabnuubl B restricted mode: orpaHmMyeHHble metadata
pa3BopayMBaloTCA B OTCOPTUPOBAHHbIE SAIBHble CTONOUbI 40 nepBoro arperata. OH
He pa3pewaet SQL * , literals, preserve nnu provider payload. Column selectors
He aBnsaTca o6wmm ACL Bcex MCP tools; orpaHnyeHnsi BUAMMOCTY 3a4at0TCs
Takke npasamu b/.
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BmecTo komnoHeHToB endpoint gonyckaetca TRINO _JDBC_URL 6e3 credentials.
ABHbIE KOMMNOHEHTbI A0/MKHbI coBnagarb ¢ URL. SSL=false, Hen3sBecTHble
CBOWCTBAa, TOKEHbI, ponu, proxies n headers B URL OTK/IOHAIOTCS.
Basic/JWT/Kerberos/GSSAPI/OAuth2 n client certificates TpebyroT CBOMX HACTPOEK,;
CM. OPUTMHAJIbHbIN NOJHbIA CMPaBOYHUK NMOAK/THOYEHUSA.

Monyuunte npocpunb

MCP server 3anyckaetcs oka/lbHbIM KJIMEHTOM yepes test-data-agent-mcp-trino.
Default aggregate-only tools Bo3BpaluatoT paspeluéHHble metadata n arperatsbl.
3arem 6e3onacHblii Npodnib Nnepegaétca generator plan_trino_dataset 6e3
NCXO4HbIX CTPOK; Spec nposepseTca Ao reHepauun. Cm. MCP.

OTtaenbHbIl explicit opt-in run_safe_select no ymonyaHuio otcyTcTByeT. Ero
OrpaHNYeHHble CTPOKM MOTYT COAEPXaTb NCXOAHblE HECTPOKOBbIE 3HAYEHUS;
MacKMpoBaHve He AenlaeT X aHOHUMHbIMU. DTN CTPOKM He nepesaroTca
reHepatopy nnum LLM.

BocnpoussoanMbIi NHPACTPYKTYPHbIA NpumMep

B penosuTtopun ectb examples/local_trino/run.sh n BapuaHThl run-jdbc.sh, run-
wildcard.sh, run-query.sh. OHK Ucnonb3ylT cuHTeTMYecknii TPC-H tiny B
O[iHOPa30BOM KOHTelHepe, yAasa0T KOHTENHEP 1 COXPaHAT 6e30nacHbI
npocwsib, SpPec, HOBblE faHHbIe N OTYETHLI. B 3TOM ayanTe nHOpacTpyKTypHbIe
CLeHapuu He 3arnyCcKasiuchb.

Query-source TpebyeT ABHOro column scope, XxpaHuT fingerprint BMecTo Tekcta
SQL n pesynsratoB. He o6xoanTe oTkas yepes unrestricted/insecure flags. Ycnex
NpOBepPSIeTCs N0 SCope, KoAy 3aBepLueHuns, npoduo 6e3 CTPOK U OTYETaM
creHepnpoBaHHOIro Habopa; ownbKa aBTopusaumm TpebyeTt ncnpasneHnsa grants
NN CYXXeHUN 3anpoca.

MCP c nornHom v naponem

[nsa Bxoga no A0rnHy 1 Naposto IBHO BbIGEPUTE TRINO AUTH METHOD=basic . 10
YMO/Y@HMIO CTOUT none : OAMH TRINO_USER HE BK/IHOYAET OTNPaBKy Naponsi.
TRINO_AUTH_SECRET _ENV COAEPXWUT UMSl NepeMeHHOl ¢ naposieM, a He cam
naponb. Basic Tpebyetr HTTPS ¢ npoBepkoi cepTudmkaTa, B TOM Yncae npu
NIOKa/IbHOM 3arycke.
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1. NoAaroToBbTE OKPYXEHMe U A0CTYynN

python3 -m venv /ABSOLUTE/PATH/trino-env

/ABSOLUTE/PATH/trino-env/bin/python -m pip install 'agent-paranoid-android[mcp,trino]'
/ABSOLUTE/PATH/trino-env/bin/test-data-agent --version
/ABSOLUTE/PATH/trino-env/bin/test-data-agent doctor --require-extra trino

3ameHnTe /ABSOLUTE/PATH CBOWM abCcoOMOTHLIM NyTEM. Doctor npoBepsieT
JNIOK&J/IbHYI0 YCTAHOBKY, & He BXO/ Ha cepBep. Y agMuHucTparopa Trino yTouHuTe
HTTPS host/port, norvH, paspelwéHHole catalog/schema/table/column n npasa
yTeHUA MeTafaHHbIX 1 arperaTtoB. M3 cpenbl MCP fo/mkHbl 6bITb AOCTYIMHLI CEpBEp,
npu HeobxoammocTu VPN, 1 foBepeHHas Lenoyka ceptudukara. KoprnopatuBHbii
CA ponxeH 6bITb f,OBEPEHHBLIM B UCMONb3yemMoM Python/okpyxeHun; oTkiouarb
nposepky TLS He HyXHoO.

2. NepepaiiTe naponb npoueccy

Ecnn MCP-knneHT ymeeT nepefasartb CEKPEThLI B OKPYXEHWE foYepHero npouecca
yepes 3alMLEHHOe XpaHuavile, co3ganTe TaM MY _TRINO_PASSWORD . He
nomewiante naposnb B JISON, peno3vtopuin, apryMeHTbl KOMaH4bl NN NEPENUCKY.
lMepemeHHas 13 TepMuUHasia He 065A3aTe/IbHO BUAHa rpaddnyeckomy NpUIoXKeHMIo;
haitn .env aBTOMaTUYECKM He 3arpyxaetcs. locne nsmeHeHns HacTpoek
nepesanyctutre MCP-cepsep.

roToBbIV BapuaHT g/11 macOS: B npuioxeHnn «CBsA3Ka K/I4en» co3gainTe 3anmcb
naponsi C UMEHEM agent -paranoid-android-trino , YY4ETHOW 3aNnCblO, COBMaatoLLe
C TRINO_USER , M BaWwWum naposieM. CoxpaHuTe cneayrowmii CKpUnT Kak

/ABSOLUTE/PATH/start-trino-mcp.sh , 3aMEHUB MYyTb K YCTAHOB/IEHHOMY CEPBEPY.

#!/bin/bash
# Maponb 4YuMTaeTca NokKanbHO; stdout mcnonb3lyeTcs TONbLKO MPOTOKO/AOM MCP.
if ! MY_TRINO_PASSWORD=$(/usr/bin/security find-generic-password \
-s agent-paranoid-android-trino -a "$TRINO_USER" -w 2>/dev/null); then
printf '%s\n' 'Trino password is unavailable in Keychain' >&2
exit 1
fi
export MY_TRINO_PASSWORD
exec /ABSOLUTE/PATH/trino-env/bin/test-data-agent-mcp-trino

BbINO/IHWUTE chmod 700 /ABSOLUTE/PATH/start-trino-mcp.sh . Paspelumnte oKaibHOMY
3anycky YTeHue HyXHoi 3anuncu, ecnnm macOS 3anpocut AocTyn. He Bkovalite
set -x W He [06aBNsiiTe neyatb Naposisi. ITOT BapuaHT NoslyyaeT CEKPET npu

3anycke 1 He 3aBUCUT OT HacneaoBaHWs OKPYXeHUs rpachnyeckum npuioXeHnem.
Ansa apyroin OC ncnonb3ynTe 3alunEHHOE XPaHU/INLLE KIMEHTA U NOKasbHbIN
MeXaHN3M CEKPETOB.

Page 109



3. Jo6aBbTre cepBep B MCP-K/IMEHT

DTO pacnpoCcTpaHEHHbIN popmaTt mcpServers ; TOHHOE MECTO HACTPOIKN 3aBUCUT

OT KMeHTa. Bece agpeca, NOrmHbl ¥ UMEHA AaHHbIX HUXKE BbIMbILLIEHbI —
3aMeHNTE KX NToKasibHO. MpuMep Ucnonb3yeT ckpunT co CBA3KOIA Kntoyelt 13
npeablayLwero wara:

"mcpServers": {

"trino": {
"command": "/ABSOLUTE/PATH/start-trino-mcp.sh",
"env": {

"TRINO_HOST": "trino.example.internal",

"TRINO_PORT": "443",

"TRINO_HTTP_SCHEME": "https",

"TRINO_USER": "your_login",

"TRINO_AUTH_METHOD": "basic",

"TRINO_AUTH_SECRET_ENV": "MY_TRINO_PASSWORD",
"TRINO_ALLOWED_CATALOGS": "warehouse",
"TRINO_ALLOWED_SCHEMAS": "analytics",
"TRINO_ALLOWED_TABLE_COLUMNS": "warehouse.analytics.orders.*",
"TRINO_DEPLOYMENT_PROFILE": "shared-hardened",
"TRINO_MAX_INVOCATION_ESTIMATED_SCAN_BYTES": "1073741824"

[Mpu nepepaye My _TRINO_PASSWORD 3alULIEHHBIM MEXaHWU3MOM K/IMeHTa BMeCTO
CBSA3KN KNtoYeli 3a,an|Te command HaNpPAMYHR: /ABSOLUTE/PATH/trino-env/bin/test-
data-agent-mcp-trino . CUHTaKCMC NOACTAHOBKM CEKPETOB 3aBUCUT OT K/IMEHTA:

${MY_TRINO_PASSWORD} B JSON He siBNsieTcs yHMBepcasibHOM NoACTaHOBKOMN.

TRINO_HOST — TOJIbKO MMS cepBepa, 6e3 cxembl URL 1 nyTu; NOpT 4O/MKEH
coBnagatb ¢ HTTPS endpoint. Catalog/schema — ob6s3aresnbHble allowlists yepes

3anatyto. Column scope Heob6sA3aTenieH A1 06bl4HbIX TabnuL, HO oba3aTeneH Ans

profile-query . BMECTO warehouse.analytics.orders.* MOXHO nepeyvyncsinTb
TO4YHble CTONOUbI Yepe3 3anaTyto. Wildcard paspeluaeT ToNbKO orpaHNYeHHoe
arperarHoe npounnpoBaHne, He BblAAET Npasa Ha UCXO4Hble CTPOKU U He
3ameHseT grants B Trino.

YkasaHHbIi cumulative scan budget — 1 I'vb Ha BbI30B. 10 yMon4aHnio 4eACTBYHOT

Takxe request timeout 30 cekyHp, execution time 30 cekyHf, run time 45 cekyHa n

scan budget 1 T'mb Ha 3anpoc. TRINO CATALOG W TRINO SCHEMA — Heob6si3aTeslbHble

3Ha4yeHuMsa No ymosiyaHuo BHyTpu allowlists. MonHbIA CNMCOK — B CripaBOYHUKE
KOHJourypaumu.
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4. NMpoBepbTe 3anyck n pa3éepute OWNOKY

Mepesanyctute cepsep B MCP-kneHTe n ybeantechb, YTo NOABUANCH Trino-
NHCTPYMeHTbI. CHavyana BbI30BUTE pa3peLléHHbIA MHCTPYMEHT MeTadaHHbIX,
Hanpumep 1list_catalogs , 3aT€M describe_table AJ1A cor/iacoBaHHoOM Tabnuupl.

YcnewHsblii 3anyck npouecca n Doctor He foKa3bIBalOT YCMNELHYH
ayTeHTUMKauuno. 3TN MHCTPYKL MU MPOBEPEHbI JTIOKa/TIbHO MO KOHJIUTypaunoHHOMY
KOHTPaKTY; BX0, Ha Ball CepBep He MpoBeEpEH.

Mpun 401 nokanbHO NPOBEpPbLTE basic , [OCTYNHOCTb NEPEMEHHON, YKa3aHHOW B
TRINO_AUTH_SECRET_ENV , NPaBW/IbHOCTb JSIOTMHAa U nepe3anyck npouecca. Mpn 403
NnpoBepbLTE CepBEPHbIE Npasa 1 NONTUKY AOCTYNa; cam CTaryc He yCcTaHaBMBaeT
TOYUHYHO npuumnHy. Own6bkm TLS TpebytoT npoBepkn endpoint 1 gosepus

cepTudomkary.

[ns o6palleHns 3a NOMOLLbIO A0CTAaTOYHO BEPCUM NaKeTa, crnocoba 3anycka,
TRINO_AUTH_METHOD , TRINO_ HTTP_SCHEME , MIPU3HAKOB «/10TVH 3aaH», «secret

reference 3agaH», «nepemeHHas c naposem AOCTyrHa npoLeccy» v pesynsrara
BXOZa Apyrum KNMeHToM. He nepegasaite 3HauyeHWUs siormHa/napons, NosHbIi
.env , URL nogkto4eHuns, UCXoHble CTPOKU NN HeobpaboTaHHbIe OTBEThI

ApaliBepa.
Owno6kKu ayTeHTUdukaymmn

Mpu c6oe 3anuiunTe NOKasIbHO BEPCUIO NakeTa M BblOPaHHbIA TRINO_AUTH_METHOD .

[ns pa3bopa fOoCTaTO4HO 3TUX CBEAEHWI: He NepefaBaiTe naposv, TOKEHbI,
azpeca noAkyeHnss 1 HeobpaboTaHHble O0TBETLI ApainBepa. OanH kog HTTP 401
He No3BOJIAET YCTaHOBUTb NPUYNHY CO0S HACTPOIKM UM COBMECTUMOCTM.

MpodhmnnuposaHne SQL-3anpoca npeobpasyer HETUNU3NPOBaHHbIE OOk HTTP
401/403 n TLS B (pUKCMPOBAHHYIO OLUNOKY SQL query source profiling failed , HE

COXpaHsst ICXOA4HOE UCKNoYeHMe B cause nnm context. CLI coxpaHsieT kateroputo
external service W NPEXHWUI BbIXoAHOW thain. MCP Bo3BpallaeT (OMKCUPOBaHHYO

OLLINGKY Trino, a ayauT He COAEPXNT 3HAUYEHNA NCTOUYHMKA U/TN CEKPETOB. ITK
NPOBEpPKM He NOATBEPXAAOT YCNELLUHbI BXOA, Ha KOHKPETHbI cepsep.
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TpaHcdopmauma NoKasibHbIX aHHbIX
English - Pycckuit
AnA 4yero 3aTo HY)XHO

Vcnonb3yiiTe aTy opt-in onepauuio, Korga Hy>kHa o6paboTka of4uH K 04HOMY MO
siIBHO policy: drop, synthesize, substitute, replace_text n paspeléHHoe preserve.
Bbixoq nmeeT cmellaHHoe npouncxoxaeHue (mixed-origin); ero Hesb3s BblgaBaTtb 3a
NO/THOCTbK CUHTETUYECKUIA U @HOHUMHBIA Habop.

UTo nonyuuTca B pe3ynbrarte

B npumepe — value-free review, TouHbI snapshot digest 1 HoBas /iokanibHasA
Tabnvuya ¢ AByMs SBHO 3afaHHbIMKN 3aMeHaMu. CoxpaHeHune source values u
issuance receipt 34eCb He BbINOJTHAOTCS.

MpeaBapuTenbHble TPeGoBaHUA

BasoBas yctaHoBka 1.6.0, akTMBHOE OKpY>XeHue, TepMnHan B KopHe checkout Ha
macOS/Linux. Manku out/ru-transform n out/ru-transform-output He CyLLECTBYIOT.
ToNbKO BbIMbILL/IEHHbIE AaHHbIEe HKe. Monntuka n schema fingerprint paccuntaHbl
UMEHHO ANs aTux bytes n entity items; gns gpyroro UCTOYHMKA OHN HEe NOAXOASAT.
Bash heredoc Ha Windows 3ameHsieTcsl nokanbHbiM Python-caiinom; Windows-
BbINO/THEHNE HE NPOBEPEHO.

MowaroBoe BbINMNO/IHEHUE

LWar 1. MoarotoBbTe BbIMbILW/IEHHbI UCTOYHUK U policy

Urto caenartb: 3anvwumTe Tpy HEGOIbLUNX SIOKa/IbHbIX doaina 6e3 peasibHbIX
[OaHHbIX.

IFae BbINOMHUTL: TEpMUHaU1, KOpPeHb checkout.

KomaHga wnu npumep:

python - <<'PYCODE'

from pathlib import Path

p = Path('out/ru-transform')

p.mkdir (parents=True, exist_ok=False)

(p / 'items.csv').write_bytes(b'status\nready\nwaiting\n"')

(p / 'map.csv').write_bytes(b'old, new\nready, done\nwaiting, pending\n')
(p / 'policy.yaml').write_text("""schema_version: '0.1'
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schema_fingerprint: bcc0d673c3991184ddadfOacdffeb759fd65f53b4ec65b6367bc3cfd5fdb72cc
seed: 7
fields:
- entity: items
field: status
sensitivity: non_sensitive
behavior:
action: substitute
mapping:
kind: csv
path: map.csv
source_columns: [old]
replacement_columns: [new]
""" encoding='utf-8"')
PYCODE

UTo A0/MKHO NPOU3ONTKU: co34aHa orpaHnyeHHas policy ¢ AsBHbIMK replacement
values B siokasibHOM mapping. Hun ogHa BeTka He paspeluaet preserve fallback.

Kak npoBepuTb: oaii/ibl B 04HON nanke; map.csv 3agaéTcsa 0THOCUTENbHO policy,
He TekyLlero shell.

Ecnun He nonyunnock: BbiGepUTe HOBYIO Narky; He NoACTaBNANTe HEU3BECTHbIN
NCTOYHMK nog 3ToT fingerprint.

LWar 2. MonyuunTe review 6€3 3HaUEHUN

Urto cpgenartb: npountainTe fixed snapshot; coxpaHnte JSON TO/bKO B HOBBbIWA
dhaiin.

Ae BbINO/THUTBL: KOPEeHb checkout.

KomaHga nnu npumep:

test-data-agent transform-review out/ru-transform/items.csv out/ru-transform/policy.yaml
--trace --json > out/ru-transform/review.json

UTo AO/MKHO Npomn3oinTu: result.status=review_only; review coaepXuT peLLueHns
nonei, digest n ordinal trace 6e3 literals.

Kak npoBeputb: kog 0; snapshot_sha256 nveet 64 hex-cumona, receipt He
co3faH.

Ecnun He NoNy4ynnochb: He UCNo/b3yinTe nepeHanpaseHHblii JSON nocne
HeHynesoro koga. MNMposepebTe policy, schema, nyTu 1 6104KETLI; HE BblAaBanTe
HOBbI hash 3a cTapoe approval.
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LLar 3. BbINoOMHUTE TOMBbKO SIBHblE 3aMeHbI
Yro caoenatb: VICI‘IOJ'Ib3yVITe digest TO/1IbKO YTO NPOBEPEHHOTIO CbVIKCVIpOBaHHOFO

niaHa. 3TOT NPUMEpP He COAEPXUT preserve, No3ToMy preservation receipt He
HY)XEH.

Fae BbINOMHNUTBL: KOpeHb checkout; policy, mapping 1 source nocne review He
MEHSI/INCb.

KomaHpga nnu npumep:

python - <<'PYCODE'

import json

import subprocess

from pathlib import Path

p = Path('out/ru-transform')

r = json.loads((p / 'review.json').read_text())['result']

assert r['status'] == 'review_only'
subprocess.run([
'test-data-agent', 'transform-execute', str(p / 'items.csv'),

str(p / 'policy.yaml'), 'out/ru-transform-output',

'--snapshot-sha256', r['snapshot_sha256'],

'--max-total-input-bytes', '8192', '--max-output-bytes', '8192', '--json',
], check=True)
PYCODE

UTto Ao/MmKHO Npoun3onTun: co3gaH mixed-origin bundle; summary cogepxuT
transformation_completed n provenance, He CTPOKW.

Kak npoBepuTtb: kop 0; digest cooTBeTCTBYET review; replacement counters
oTpaxatoT ABe A4eliku, original — Homnb. He TpebyiiTe synthetic=true ot
transformation manifest.

Ecnun He nonyuunock: npy naMeHeHun nboro bound input Hy>XeH HOBbIN review;
He nepeuncnonbayiite receipt unm digest. Cleanup-incomplete TpebyeT NOKasibHO
npoBepku staging/output, a He overwrite.

MpoBepka pe3ynbrara

MpounTalite value-free report/provenance cosgaHHoro bundle. MoaTeepanTe HOMb
original n age replacement aueikn. He otnpasnsiite transformed rows B Al: explicit
mapping MOXEeT 3aKOHHO COoBnazaTb C APpYrMMuy source values, Bk/ioyas sensitive
permutations, a mixed-origin output ocTaétca noTeHUnasIbHO YyBCTBUTENIbHbIM.

TUNNYHbIE OLUNOKN

Owun6Ka MpuunnHa PewweHune
Stale snapshot / invalid Mocne review N3MeHWIUCH MonyunTe HOBbIN review; coxpaHeHue
transformation request source/policy/mapping bytes TpebyeT HoBoro local approval
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OwwnéKa MpuunnHa PeweHune

Toe6vercs receint Bbi6paHo preserve nn6o preserve OcraHoBuTeCh 414 Yenoseka B local
peby p fallback controlling-TTY
Cleanun incomplete He noaTBepXaeHO NosHoe yaaneHue MpoBepbTe COCTOSIHNE NOKASTBLHO; HE
p p staging/output nepesanvcbiBaiiTe pesynbsrar

Korga Hy)XeH uenoBek

transform-approve SOURCE POLICY RECEIPT --snapshot-sha256 SHA Bbl,ﬂ,aéT receipt

TOMbKO nocne ceexero seoga APPROVE B ynpasnawoLlemM /10Ka/ilbHOM TepMUHaUIE.
AreHT 1 MCP He moryT BBOAMTbL 3TO 3a YesioBeka, NoAMEHATHL NoATBepPXAeH e
donarom/pipe nnn nMUTUPOBaTb TepMUHaU. Receipt npuBA3aH K exact source,
policy, classification n mapping bytes. Sensitive/unknown/disputed nons He
paspelleHbl ansa preserve; DECIMAL preservation no ymonyaHuio 3a6/10KMpoBaH.
NokanbHbI wizard transform-review --decide UM SAVE coxpaHsoT policy, HO He

co3/aloT receipt.

transform-batch 0ObeANHAET MUHMMYM [1Ba BXOAA W HE3ABMCUMO MPOBEPEHHbIN

validation spec. create coxpaHsieT references/policies, review Bblgaér digest,
approve — local-only receipt, validate npoBepsieT BpeMeHHbI BbIX04, execute
MOXET coXpaHuTb HOBbI direct-child bundle. O6s3aTenbHbI ABHbIE
input/review/output caps corsiacHo cripaBke. common_transformation MCP

NCNONb3YET TY Xe rpaHuLy; configured query session / transform-batch query-
execute OTAEMbHO 3axBaTbiBaKOT paspeLléHHble SQL results ognH pas u
notpe6naoT frozen batch 6e3 reconnect. Het MCP receipt issuer.

Cnepyowmii war
MonHasa cnpaska CLI, Ny6/IMYHbIA KOHTPaKT 1 rpaHunLbl 6e30nacHOCTU. JIoKa/bHbIi

review 1 explicit replacement npumep npoBepeHbl; UHTEPaKTUBHbLIN preserve u live
SQL session B 3TOM ayanTe He BbIMO/HAIUC.

NHTerpauyumn

NMogknwountb MCP-KnueHT
English - Pycckui

Ana nogxntoyeHnsa Trino No N0rMHy 1 Naposito UCMONb3YnTe roToBbIN NpUMep
HacTpolikn MCP.
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Ana yero 3To HY)XHO
MCP no3BonsAeT K/IMEeHTY Bbi3biBaTb reHepaTop 1 nosyyarb CBOAKN U NYTU K

aptechaktam. Pasgensiite npouecc reHepauumn ¢ doaiiioBbiM workspace v npouecc
yteHusa Trino.

UTo nonyuuTtcs B pesynbrarte

KnueHT BuanT MHCTPYMEHTbI generator; Npodousib 1 Spec 0CTalTCs BHYTPU
3a/1aHHON Nanku.

MpeaBaputenbHble Tpeb6oBaHUA
YctaHoBNEH extra mcp; an1a Trino Takxke trino. HykeH MCP-KNMEHT ¢ NoaaepXKoi
stdio (06meHa coobLeHNsIMI Yepe3 CTaHg4apPTHbIE NOTOKKM). KOHKPETHBbIN

NHTepelic kMeHTa He NPoBepeH BbinosiHeHeM. Mpoeepka SDK v peructpauum
BbINOJIHAETCA JIOKa/TbHbIMW TECTaMW.

MNMowaroBoe BbINO/IHEHUE
LWar 1. Co3paiiTe oTaebHYIO paboyyto nanky

Uto cpgenartb: Co3aaliTe out/ru-mcp 13 KOpPHS MPOeKTa 1 y3HaiiTe eé abConoTHbII
nyTb.

I'ae BbINONAHUTL: TepMyHaUl, KopeHb checkout.

KomaHpga nnu npumep:

python -c "from pathlib import Path; p=Path('out/ru-mcp'); p.mkdir(parents=True,
exist_ok=False); print(p.resolve())"

UTo AO/MKHO Npoun3oiiT: HaneyataH abCoMOTHLIN NyTb.

Kak npoBepuTb: ITO 06blYHAA HOBAs Nanka; He JAoMallHAsA nanka LevkoM u He
KOpeHb auncka.

Ecnun He nonyuunock: Ecnv nanka ectb, BbibeprTe HOBOE UMsi. He ucnonb3yiite
LUMPOKYH 06/1aCTb AOCTyNa.
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LWar 2. Jlo6aBbTe cepBepP B K/INEHT

Urto caenartb: B KOHburypaumm CBOero knneHTa 3ameHnte oba placeholder Ha
nosly4YeHHble peasibHble abcotoTHbIe NyTU. MyTb command — UCMOSTHAEMbIR daiin
13 BaLLIEro OKPYXXeHus.

FAe BbINOMHUTDL: JIOKabHbIN KOHUTYpaLMOHHbIN dhaininn MCP-kiveHTa.

KomaHaa unuv npumep:

"mcpServers": {
"test-data-agent-generator": {
"command": "/ABSOLUTE/PATH/.venv-ru/bin/test-data-agent-mcp-generator",
"env": {"TEST_DATA_AGENT_WORKSPACE_ROOT": "/ABSOLUTE/PATH/out/ru-mcp"}
}
}
}

UT0 A0/MKHO npou3soiiTu: MNpu 3anycke kAMeHTa nogHnuMaeTcs generator stdio
server.

Kak npoBepuTb: B cnvcke MHCTPYMEHTOB K/IMeHTa ecTb plan_dataset n
inspect_dataset_plan.

Ecnu He nonyunnocb: Ha Windows command yka3sbiBaeT Ha .venv-ru\Scripts\test-

data-agent-mcp-generator.exe. NpoBepbTe CUHTAKCUC KNIMEHTA, extra 1 npasa; He
BcTasnanrte secrets B JSON.

LWar 3. MpoBepbTe NnoKanbHbI SDK

Uto cpenatb: MpoBepbTe AOCTYNHOCTL generator tool registration.
F'ae BbINOMHUTBL: TEPMUHA/T C aKTUBHBIM OKPY>XEHUEM.

KomaHpga nnu npumep:

test-data-agent doctor --require-extra mcp

UTto AOMKHO Nnpoun3oinTun: lNposepka sokasibHoro MCP npoxoguT 6e3 3anycka
BHELLUHero cepsuca.

Kak npoBeputb: Kog 0; 3T0 He npoBepka KOHUrypauum KOHKPETHOIO K/IMEHTA.
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Ecnun He nony4yunock: Ecnu missing_dependency, yctaHoBuUTe .[mcp] TEM xe
NHTEepNpeTaTopomMm.

NMpoBepka pe3ynbrata

MonoXnTe TONbKO pas3peLLEHHbIN cuHTeTnyecknin CSV B workspace. B knueHTe
cHavasia BbI3oBUTe plan_dataset, 3atem inspect_dataset_plan; reHepaums 4o/mkHa
XAaTb review TO4YHOro spec. IHCTpyMeHTbIl, apryMmeHTbl 1 JSON-npumepbl: MCP
Tools.

TUNNUYHbIE OLLNOKIN

OwnékKa MpuunHa PelwieHue
Tool arguments failed AprymeHTbI He 3anpocuTe tools/list; cnpasbTe TuNbI, HE NOBTOPSIATE
validation COOTBETCTBYIOT CXEME YyBCTBUTE/NbHbIV payload B yaTe.
fnvalid request HexoppexTHbIri MCP/ISON- Mcnonb3yiite coBMeCTUMbIA SDK 1 KOPPEKTHYIO CXeM
parameters RPC 3anpoc Y PP Y Y-
o Fileevet o MyTb BHe workspace niu MepeHecuTe paspeLLéHHbIli thaiin B 06bI4HYH0 nanky
qnsate o esys-en pa symlink workspace.

Be3onacHasa nocnepoBaTe/IbHOCTb UHCTPYMEHTOB

1. plan_dataset : MCTOYHUK BHYTpW workspace, HOBbIli agent workspace, count, seed, format.
2. inspect_dataset_plan . npoynTatb checklist n review.current_spec_sha256 .

3. Uenosek NpoBepseT dataset spec.yaml W MMEHHO 3TOT fingerprint.

4. approve_dataset_plan . nepegartb O,D,06peHHbII7I reviewed_spec_sha256 .

5. Mposeputb manifest 1 validation; coo6LUTb TO/TLKO CBOAKY U MYTU.

,U,I'IFI Trino cHayana profile_table_safe , 3aT€M plan_trino_dataset W TOT Xe&
review. [pyrve atanbl AOCTYMNHbI OTAE/IbHO: profile csv , infer dataset spec ,
generate_dataset , validate dataset . Ha/lInume HU3KOYPOBHEBOIO NHCTPYMEHTA He

OTMEHSIET COIrNMacoBaHHy0 NOMNTUKY review.

Trino default aggregate-only nHCTpymMeHTbI BO3BpaLLaloT MeTajaHHble 6e3
ncxogHblx nutepanoB. OTaenbHbll explicit opt-in run_safe_select BK/HOYAETCH
yepes3 TRINO_ENABLE_SAFE_SELECT ; OH MacKMpyeT CTPOKW, HO MOXET COXPaHATb
HeYyBCTBUTE/IbHbIE HECTPOKOBbIE 3HAYEHMA UCTOYHMKA. Takoi pe3ynbTar He
AABNAETCHA aHOHVMHbIM U/ source-free; ero Henb3a nepegasatb LLM nnu
NCMNO/Mb30BaTh Kak CreHepMpoBaHHbIe JaHHble. He BKIoYanTe 3TOT MHCTPYMEHT
Ans onucaHHoro workflow.
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Generator orpaHuymsaet nyT workspace, Ho 310 He sandbox npotecca.
Wcnonb3ayliTe OTAENBHOTO CUCTEMHOIO NOb30BaTeNA/KOHTENHep ANs
He0BEePEHHbIX KIMEHTOB. 3HadYeHnsa no ymondaHuto: frame 1 MiB, response 4 MiB,
32 active requests; Trino 4ONONHUTE/ILHO OrpaHnynBaeT paboTy K
napannenbHocTb. CMm. rpaHuybl MCP n ayguT.

Cnepyowmii war
Al workflow.

OTaenbHble MHCTPYMEHTbI TpaHccopmauyum 1.6.0

Generator MCP Takxe permctpupyet execute_transformation ,
common_transformation W configured_query_session . OHU BO3BpauwlakoT
OorpaHuyeHHble MeTaaHHble N MyTU, He CTPOKU. Hannune MHCTpyMeHTa He
paspeLuaet 06paboTky Habopa nan coxpaHeHune source values. MCP 1 areHT He
BblAaloT preservation receipts: yenosek genaet aTo otaesbHO B local controlling-
TTY. Capture ncnonb3yet corsiacoBaHHble read-only scopes; UCMNo/HEHNE LO/TKHO
noTpe6nATb TOT Xe frozen batch 6e3 NOBTOPHOIO NOAK/IYEHUS. CM.
TpaHccopmauyuto n MCP contract.

TEST_DATA_AGENT_MCP_MAX_INVOCATION SECONDS MO yMonyaHuto 120 cekyHa 3apaéTtca

server-side; tool arguments ero He pacmnpAT. He3aBUCUMbIE IMMUTBI reHepauun,
BBOAA/BbIBOAA N NPaBW/1 OCTAKTCS B CUE.
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Al-nHTterpauyus
English - Pycckuit
AnA 4yero 3aTo HY)XHO

Advisor nomoraeT npeasioknTb N3mMeHeHust DatasetSpec no 6e3onacHbIM
MeTaZaHHbIM. Ero npeanoxeHne npoxoanT AeTEPMUHNPOBAHHYIO NPOBEPKY, a
Ye/I0BEK MOBTOPHO NPOBEPSIET UTOMOBbI KOHTPAKT.

UTo nonyuuTca B pe3ynbrarte

NokanbHbIin review-first workspace n orpaHnyeHHblin advisor exchange JSON.
BHeLHsa oTnpaBka He BbIMNOMHAETCA 3TUMW LLaraMmu.

MpeaBapuTenbHble TPeGoBaHUA

YctaHoBneH Python 3.11+ 1 nakeT npoekta. TepmMuHas OTKPbIT B KOpHEe
pPeno3nTopus agent-paranoid-android ; BUPTyasIbHOE OKPY>XEHWE akTUBHO. Bxoabl

— TOJIbKO BbIMbILL/IEHHbIE paifibl U3 peno3uTopus. Nanka HasHavyeHsi HoBas;
eCTb Nnpasa YTeHMs BXOL0B 1 3anucuy pesysnbsrara. [nsa KoMmaHg, HkKe UCnonb3yinte
macOS/Linux; B PowerShell BBoguTe Kaxay KomaHay Of4HOI CTPOKON 6e3 \ .

BHeluHne provider-BbI30Bbl He NpoBepsAnnck. 18 iokasibHoro plan/request extra
openai He TpebyeTcs.

MNMowaroBoe BbINO/IHEHUE
LWar 1. NoarotoBbTE NNaH

Urto caenarb: Co3galite workspace 13 BbIMblLw/1eHHOro CSV 1 octaHOBUTECH A0
reHepauum.

Fpe BbinonHNTb: KopeHb checkout.

KomaHpga nnu npumep:

test-data-agent agent-plan examples/csv_quickstart/customers.csv --workspace out/ru-
agent --count 25 --seed 12345 --format csv

Uto gomkHo npounsointn: CosaaHbl profile/spec n coctosiHme oXxumaaHus review.
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Kak npoBepuTb: agent-status coobLiaet awaiting_approval.

Ecnun He nonyuunocsk: Mpu 3aHATOM workspace BbiGepUTE HOBYIO Narnky; He
yaansiite ucxogHble aptTedakThbl.

LWar 2. MocmoTtpure review
Urto caenartb: Monyunte 6e3onacHblii checklist n oTnevaTok TekyLero spec.
I'oe BbiNnoNHUTL: KopeHb checkout.

KomaHaa unuv npumep:

test-data-agent agent-review out/ru-agent
test-data-agent agent-status out/ru-agent --json

UTOo AO0/MKHO Npoun30iTKn: [okasaHbl Nonsd, NpeanonoxeHus, privacy u fingerprint.
Kak npoBeputb: CTatyc oxugaeT ogoo6peHns; generation ewé He BbINoSIHEHA.

Ecnn He Nonyunnocbk: EC/v UCTOYHUK UM SPEeC U3MEHU/CS, 3aHOBO NOCTPONTe
naaH Ui NOBTOPUTE review.

LWar 3. CoxpaHuTte exchange fnokasibHO

Urto cgenarb: Co3galite dhainn Tonbko ecnu out/ru-advisor-exchange.json ewé He
CylecTByeT: nepeHanpasneHune shell camo no cebe nepesanucbiBaeT daiin.

Fpe BbinonHNTb: KopeHb checkout.

KomaHpga nnu npumep:

test-data-agent agent-advisor-request out/ru-agent --exchange > out/ru-advisor-
exchange.json

UTto gomkHO npounsoinTu: 3anucatsbl trusted instructions, untrusted metadata n
schema AdvisorProposal.

Kak npoBeputb: JSON untaetcs, cogepxut fingerprint-bound request; ncxogHbix
CTPOK HeT.
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Ecnun He nonyuunocsb: Mpy HEHyNeEBOM KoAe He nepegasalite haiin nposangepy:
shell mor octaBuTb NycTo/OWIMGOUHBIN doaiin. MNpoBepbTe cTaTtyc workspace.

NMpoBepka pe3ynbrata

Mepep Nto6oli BHELLHEN OTNPaBKoli Ye/TI0BEK NPOBepseT MeTaaHHble, UMeHa
Tabnumu/noneii, paspeLléHHoro npoeaiigepa v noaMTUKy opraHusaumun. Jaxe
arperarbl ¥ UMeHa MOryT packpbiBaTb KOHTEKCT. CoxpaHeHue exchange —
NoKasibHas onepauys, He paspelleHne Ha nepeaauy.

TUNNUYHbIE OLLNOKIN

OwnékKa MpuunnHa PeuleHne
Workspace He YsKe 3aBEpLUEH NI HAXOANTCS B BbinonHuTe agent-status; aelictayiite no ero
awaiting_approval [ipyroii thase next action.

Cospaiite HOBbI exchange; He NoaMeHsliTe
oTrneyartok.

Proposal He coBnazgaeT ¢

fingerprint M3meHwnnca request/spec

HeobGs3aTenbHOe o6GpaLlleHue K npoBaiaepy

lMocne ABHOro paspeLlleHns nepegaym N yCTaHOBKM . [openai] MOXHO BbIMO/HUTb
test-data-agent agent-advise out/ru-agent --provider openai . Runtime
OPENAI_API_KEY [OJIXKEH BHeApPATbCA CEKPETHbIM MeXaHU3MOoM, He rnonagaTh B
KomaHzabl unu tpaiin npoekta. OpenAl n GigaChat — akcnepvmeHTasibHble provider
adapters. Ona GigaChat: extra gigachat , --provider gigachat ; MCMO/b3YNTE
POBHO OAWH U3 GIGACHAT CREDENTIALS W GIGACHAT ACCESS_TOKEN . TLS o6s3aTeneH.
91K ceTeBble KOMaHAbl He NPOBEpPEHbI BbINO/IHEHWEM B ayauTe; KBOTa, MOAE/b U
[OOCTYNHOCTb TPEOYIOT OTAE/TbHOM NPOBEPKMN.

[ns BHELWWHEro py4yHoro obmMeHa oTBeT coxpaHsieTcs kak bounded JSON u
NPUHNMAaETCA YEepe3 test-data-agent agent-advisor-apply out/ru-agent
advisor_proposal.json . CXema OTBETa HaxoauTcs BHYTpu exchange; He
npuayMbiBanTe proposal n He pefgakTupyiTe spec B 06xog Banngatopa.

lMocne nto6oro NPUMEHeHNA NPens/I0KEeHNA CHOBA BbINOJIHUTE agent-review ,
npoynTanTe N3MEeHEHHbIN SPec 1 NonyYnTe corsacme Ha TouHbli fingerprint. Tonbko
3aTeM agent-approve out/ru-agent --reviewed-spec-sha256 <OJOBPEHHbIA_SHA256>
(placeholder 3ameHsieTcst peasibHbIM 3HA4YEHNEM; HE BCTaB/ISIATE YINI0OBble CKOOKM B
shell). Henb3sa aBTomMaTnyeckn ogoobpsTb BCE, UTO Npeasioxus provider.
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Al He cOo3[aET CTPOKM HanpsiMyto, He NPUAYMbIBAET Tab/uLbl U CBS3M BHE
NOKa/bHbIX KAHANAATOB U HE NosydyaeT NpaBo OTkK/YaTh safety. --local-category

He paspellaeT nepegasarb UCXOA4HbIE enum npoBangepy: oHn 3ameHsarTcs field-
scoped synthetic labels. Mogpo6HbIi KOHTPaKT advisor N NHTerpayus.

Cnepayowumii war

Workflow gna areHTa.
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PaboTa B KOHTelHepax
English - Pycckuit
KoHTeliHepbl — oTAenbHbI cnocob 3anycka CLI/MCP worker. 19 /10Ka/ibHOTO

Python 06bI4HbIn NyTb — PyPI. O6pasbl 1.6.0 ony6/mkoBaHbl C NpoBepseMbIMU
digest/signature.

0O6pa3 GHCR, npecbukc ghcr.iolwa-pis/ Entrypoint Bo3moxHocTn
agent-paranoid-android-cli test-data-agent Core CSV/JSON
agent-paranoid-android-generator-mcp test-data-agent-mcp-generator Core + MCP
agent-paranoid-android-trino-mcp test-data-agent-mcp-trino Core + MCP + Trino/SQLGIot

BbibepuTe tag 1.6.0, 3atem paspelunTe n nposepsTe immutable digest. Latest, 1 v
1.6 — mutable aliases. My6nukytoTca linux/amd64 v linux/arm64; PyArrow He
BXoauT, ansa Parquet ncnonbsyiite Python extra.

JlokanbHas coopka

3 KopHA checkout MOXHO cobpaTb TOMbLKO HYXHbI target; Docker-BbinonHeHve
3[,eCb He NpoBepANOCh:

docker build --target cli -t agent-paranoid-android:cli .
docker build --target generator-mcp -t agent-paranoid-android:generator-mcp .
docker build --target trino-mcp -t agent-paranoid-android:trino-mcp .

Compose uncnosnbayet non-root UID/GID (no ymonuyanuo 65532), read-only root,
dropped capabilities, no-new-privileges, koHeuHble CPU/memory/process/tmp limits
n He ny6nukyet ports. Writable workspace/audit mounts n otaenbHble owner-only
secret files rotoatca agmuHuctparopom. CONTAINER_UID/GID He moryT 6bITb
HynesbiMn. He kommuTsTe workspace, audit n secrets.

Generator nony4yaet /workspace n /audit 6e3 network. OH nogxoanT Ans
synthetic/local-file paboTbl 1 He MOXeT Mmonya nostyunTb DB capture access. Trino
worker nmeet outbound network, y3kne HTTPS allowlists u read-only ponb;
generator workspace eMy He MOHTUpYeTCS.

MCP client 3anyckaet docker compose run --rm -T generator-mcp yepes stdio. 310
He HTTP endpoint. Deadline
TEST_DATA_AGENT_MCP_MAX_INVOCATION_SECONDS no ymonuanuio 120
CEeKyH/,; ocTasibHble budgets ocTaloTcs He3aBUCUMbIMN.
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Audit u npoBepKa o6pasa

Y workers pasHble koum 1 audit mounts. Key file nepegaércs yepes /run/secrets,
He image metadata nnm oTkpbIThIl client config. Mepep, rotation octaHoBUTE
COOTBETCTBYHOLLErO writer.

Mepepn 3anyckom nposepbTe digest yepes Cosign, GitHub attestation 1 SBOM no
TOYHbIM KOMaH4aM OpurMHasibHoOro pykosogctea — English. OHu TpebytoT
onybnunkoBaHHoro digest, He placeholder. Health npoBepsieT To/1bKO OKasIbHbIE
dependencies, non-root, workspace u configuration; oH He coeanHsAeTcs ¢ Trino n
He ynTaeT Habop.

CnpaBOYHUK

CnpaBOYHUK
English - Pycckuia

HauHuTe ¢ MHCTPYKUMK No 3afa4e. 34eCb CObpaHbl TOUHbIE KOMaH/bl, CXEMbI 1
KOHTPaKTbl UHTErpaLuii.

KomaHAabl U aBTOMATU3auus

e CLI, pabouune npouecchl.
e JSON, owwmbkm 1 exit codes, completion.

e KoHdurypauus, resource budgets.

KoHTpaKT gaHHbIX

e Marpuua NCTo4YHMKOB 1 thopmatos, NpoBepeHHble DECIMAL/Parquet npumepsl.
e Pexumbl 1 overwrite.

e DatasetSpec, COBMECTMMOCTb CXEMbI.

e [pochunuposaHne CSV, cBs3N.

e Murpauus, aliases.

e CTtabunbHOCTb, runtime support, dependency compatibility — English.

NHTerpauuun

e MCP tools, npasa, audit.
e Al, onepaumnoHHble workflows areHTa.

e Advisor APl — English, GigaChat — English.
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https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/reference/dependency-compatibility/
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e CobcTBeHHbIN advisor — English, semantic provider — English.

JdononHutenbHO
Mopgensb yrpo3s, nunort, workflow, nctopus, nposepka nepesoga u NPUMepOB.

OCHOBHbIe Nob30BaTeNbCKUe CTPaHULbl U CNPaBOYHUKN NepeBefeHb!.
HenepeBeaéHHble cneymannsnpoBaHHble API tutorials n nctopmnyeckme sanmcu
nomeueHsbl English; oHn oTkpbiBatoTCA B opurvHavie. NepeBos He MeHSIET cTaTyc
NIV KOHTPAKT 3TUX CTPaHUL,.
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B0O3MOXHOCTU U BbIOOP crnoco6a padoThbl

English - Pycckuit

B Tabnmue ykazaHbl BXoAbl, pe3ynbTaTtbl U CUTyaummy, Koraa qyHKUUI0 NPUMEHSATb

He cTouT. MpakKTuyeckas NpoBepka HaXoAUTCA B COOTBETCTBYHOLLEN NHCTPYKLMN.

Bo3MoXH Korpga ucnonb3oBatb; Korpga He nogxoauT; MpoBep
ocTb BXOf, Pesynetar orpaHuyeHune Ka
Odpnaiin LT SIS £ CILLCIRIEES He fgoka3blBaeT Ka4ecTBo MepB.bIii
oMo YCTaHOBKY; BCTPOEHHas nokynarenein un CBFI?EVI 1 BUaHEC-NDABAN 3anp oK
A mkcTypa OTYUETHI p Y
. [JaHHble, npochusib, He ansa konvposaHws nu
Csv ;ﬂgigsxﬂr”a’ Csve cneuundmkaums, 06e31MunMBaHns CTPOK OAMH K CsVv
manifest ofHoMy
Nanka CaszaHHble TabnuLbl; Mpochunb, HaligeHHble 3aBUCMMOCTU OCHOBH
csv oaviH daiin Ha NpesnonoXeHUs 0 Tpeb6yoT NPOBEPKY; BbIGOPKa on
CYLLHOCTb cBA3sX, Habop Tabnuy, orpaHuyeHa npovecc
DatasetS Hy>eH ABHbIIi KOHTPaKT; Ynpaensiemble CTPOKM He BLINONHACT NPOU3BO/IbHbIT HacTtpoii
ec P YXML/JSON part " othléTbl P Python, SQL u/w TekcTosbie Ka "
npaswna
parquet Hy>Hbl 6e3onacHble Mpotmb, saTem HeunsBecTHble null-cTaTucTukm u
0 O?bl/lflb MeTafaHHble Parquet; reF\)/iewed s oc DECIMAL bounds Tpe6ytot Parquet
p profile-parquet » SAIBHOTO KOHTpakTa
o ®rHaHCOBbIE TECTbI;
TOYHbI DatasetSpec 1.1 ¢ TOYHble AEeCATUYHbIE FLOAT He 3ameHsieT DECIMAL; DECIMA
DECIMAL decimal_range 3HaYeHus bounds 3agatotca yenosekom L
HyxeH nosTop; MoBTOpsieMble He o6ellaeT nobaiitoBoe
Seed cneuvdukaumsa n uenoe [aHHble B TOM Xe coBnajieHne mMexay Bepcusmu v CsVv
yucno 20 OKPYXXEHUN nnarcgpopmamu
Banupaaum Hyxro nposeput, Cexuywmn schema, He fgoka3blBaeT NnonesHocTb u Bannga
a Aay CcreHepupoBaHHyo relationships, aHOf-lII/IMHOCTb s A
nanky no spec constraints, privacy 4
CSV/JSO HyxHo nepeparb . o
N/SQL/Par pesynbrar TecToBol ®aiinbl cywHocTen ggﬂ:ﬁt ggesy)iLf)ggLOﬁm”M :)IOPM""T
quet cucteme AEP
He Ana npon3BosbHbIX
Postgre5Q PaspellieHo uutarb Mpocoua, Ges 3anpocoB, 3anvcy Ui akcnopra Basbl
L/Trino MeTafaHHble 1 arperartbl NCXOAHBIX CTPOK cTpoK
HyXHbl chopmynbl, [aHHble n
E"g:jﬁ:ﬁ yCNOBUS, CBA3MN, business_validation_r :::‘:;Tgﬁz’;nfexgrgo — glpanm
P cueHapuu eport P parop
Hy>XeH BbI30B MeTagaHHble 1 NyTH K OrpannueHme workspace He
MCP MHCTPYyMeHTOoB Al- JNIOKasIbHbIM 3al3€HFIET 30715 Vuopn ouecca MCP
KNIMEHTOM aprechaktam u poy
Tpebyetcs Mposepsemoe T —————
Al advisor npeasioxeHne K spec no npeanoxeHune ¢ An P P Al

MeTagaHHbIM

NOBTOPHbLIM review

aBToOMaTn4eckoro o,q06peH|/m

Bazosble CSV, JSON, SQL, CLI, DatasetSpec n Banngaunsa OCTYMNHbI 6e3
BHELUHUX cepBucoB. Parquet, 6a3bl, MCP 1 Al nogkioyarTcsa OTAeNbHbIMU extras.
GigaChat 0603Ha4eH B Kofe Kak aKkcnepMeHTasbHblin. B 1.6.0 3aperncrpmpoBaHa
oTaenbHas selective transformation: iokanbHble transform-review/approve/execute,

Page 127


https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/ru/dataset_profile_and_spec/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/ru/dataset_profile_and_spec/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/ru/reference/source-output-matrix/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/ru/reference/source-output-matrix/
https://wa-pis.github.io/agent-paranoid-android/versions/1.7.0rc1/ru/reference/source-output-matrix/

transform-batch n MCP consumers. 31o mixed-origin 06pa6oTka OAnH K OgHOMY, a
He CUHTEeTMYeCKast reHepauus; paspeLleHne Ha Habop 1 SIoKaNbHbIR receipt He
Bbl4AOTCA areHToM. CM. VHCTPYKLUMIO.

MNMoapo6GHee: orpaHnyeHus.
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Mpodomnu n cneyudpmkaymnn
English - Pycckuit

Mpodounsib onucbiBaeT HabgaemMyto CTPYKTYpY U OrpaHnYeHHble arperatbl
nctoyHuka; DatasetSpec 3a4aéT MCMO/THAEMbI NPOBEPEHHbIA KOHTPAaKT.
Generation ncnosb3yeT spec, a He NUCXOAHble CTPOKKU. [podonsib MOXET cofepxaTb
nullable/distinct/length/distribution evidence n kaHaMAaaTbl CBSA3€E, HO HE source
rows, Pll unu secrets.

HoBble DatasetSpec ucnonbaytot 1.1, legacy 1.0 nogaepxmBaetcs 6e3 decimal.
Import payload 6e3 Bepcun Tpaktyetcs Kak 1.0, HoBblin Python DatasetSpec no
ymonyaHuio — 1.1. YkaxuTte Bepcuto ABHO.

SQL query-source policy 1.1 gonyckaet orpaHuyeHHsbil single-table SELECT, scalar
expressions u aliased SUM/COUNT/MIN/MAX/AVG c orpaHnyeHHbim GROUP BY.
JOIN/CTE/subqueries/windows/HAVING/Hen3BeCTHble (PYHKLMM OTK/TOHAKOTCA.
Mpodonnb xpaHut fingerprint, a He SQL text nnu result rows.
has_unmodeled_expressions=true (B ToM uncne aggregate) 6510kmpyeT automatic
infer-spec: HanuwwMTe He3aBMCUMO NPOBEPEHHBIN spec. Direct column aliases moryT
BbIBOAUTLCS aBTOMaTU4ecku; ctapble query profiles 6e3 marker Hy)XHO Nosy4nTb
3aHOBO.

MpakTuka: pasgesnbHblii npouecc, nonsa DatasetSpec, KOHurypauums.

MpoeKT co34aéT HOBble CUMHTETUYECKME AaHHble AN TeCTUPOBaHNS NnporpaMmm. OH
aHanm3npyet cTpykTypy CSV nnun paspelléHHble arperatbl 6a3bl, COCTaB/ISAET
DatasetSpec , F[EHEPUPYET 3HAYEHMS 1 NPOBEPSIET pe3ynbTar. VIcXoaHble CTPOKN He

KOMVPYIOTCS B pe3y/nbTar.

Hanpumep, komaHae pas3paboTku HyXXHbl 25 3aKa30B C KOPPEKTHLIMU CCbISIKaMK Ha
nokynaTtesnei, Ho peasibHble NOKynaTenu He AO/KHbI NonagaTb B TECTOBYHO Cpeay.
MOXHO MCNO/Ib30BaTb BbIMbILIEHHbI CSV, NPOBEPUTL BbIBEAEHHYHO
cneynuKkaumio 1 NoyUYnTb HOBbIV HABGOP C SIBHLIM  seed .

MpoeKT NoAXoAuT AJ1si BOCNPOU3BOAVMbIX TECTOBbIX (OMKCTYP, NPOBEPKM CXEM,
cBsi3eli U hopMaIM30BaHHbIX 6U3Hec-npaBu/l. OH He rapaHTUpYeT NOMHYH
CTaTUCTUYECKYH TOYHOCTb MCXOAHOTO Habopa, aHOHUMHOCTb, opUANYecKoe
COOTBETCTBME U/ COXPaHEHMe BCex NpaBu NpeamMeTHol 061acTu.
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flowchart LR

A[CSV nnn paspewéHHble arperatbl BA] --> B[Be3onacHulii npodunb ]
B --> C[DatasetSpec]

C --> D[MpoBepka u4enoBekom]

D --> E[leHepauusa c seed]

E --> F[Banugauus]

F --> G[®ainbl n oT4éTHI]

Al-cepBuc Heobsa3aTesieH. OH MOXET NPessiIOKUTb N3MEHEHUS cneundukaumnm;

reHepauuio 1 NPOBEPKM BbINO/THSAET AETEPMUHUPOBAHHbIN KOf,

[lanee: BO3MOXHOCTU, 3aTEM YCTaHOBKA.

TepMUHbI

TepmuH

CuHTEeTNYeCKMe
OaHHble

Csv
CywiHocTb / entity
Mone / field

Mpodonnb /
DatasetProfile

DatasetSpec

DECIMAL

Mixed-origin

Receipt

Seed

[leTepMMHIpOBaH
HOCTb

Primary key
Foreign key
Distribution
Constraint
Manifest
Banugauus
Pl

Allowlist
CLI

MCP

3HaueHue
HoBble 3HaYeHus1, co3aaHHble reHepaTopoM Mo cneumdukalmm

TekcToBas Tabnmua c 3aro/loBKOM W pasfenmrensmm
OpHa Tabnuua; 06bI4HO MA CSV 6e3 paclumpeHust

OpuH ctonbel, Tabnumubl
MeTaziaHHbIE: TUMbl, KOIMYECTBA, AnanasoHbl, pacnpeseneHns U KaHauaaTbl cBssei

MpoBepsieMblii KOHTPAKT reHepauuu n Banuaaummn, YAML nin JISON
ToYHoe AecATUYHOE YMCIIO C precision (Ynciom umdp) n scale (4MCcNom Apo6HbLIX paspsaos)

ApTedpakT TpaHchopmMaLmm ¢ NPoMCXoxaeHneM ssueek replacement/synthetic/original; He aBnseTcs
uenukom synthetic

JokasibHOe NoATBePXAEHVE COXPAaHEHNS 3HAUYEHWIA, MPUBSi3aHHOe K TOUHOMY shapshot; BblgaéTcs
UeI0BEKOM B YNPaB/isitoLLEM TepMUHase

HauanbHoe YMcno NoKasIbHOTO reHepartopa cyyvaiiHbIX 3Ha4YeHNi
MoBTOp pe3ysbTarta Npu OANHAKOBbLIX BXOAAX, Seed U OKpYXeHUn

Mone yHUKasibHOro naeHTUguKaTopa CTpPoKu

Ccblnka fouepHeli CTPOKM Ha K/oY poaUTENbCKON TabnuLbl

Mpasuio pacnpeAeneHns 3HaueHuii: HanpuMep KaTteropuv Wan YNCoBoN AnanasoH

CTpyKTypypoBaHHOE orpaHuyeHne, HanpuMep NopsaokK Aat unn opmyna
generation_manifest.json [ CBEAEHUA O reHepauuu, seed, npoBepkKax N OKpy>XeHnn

MpoBepka pesynbrara no 3aAaHHbIM Npasuiam

Personally Identifiable Information: nepcoHasbHbIE 1 NO3BOAAIOLWME UAEHTUDMKALMIO AaHHbIE

$IBHBI CMUCOK paspeLUEHHbIX 06BEKTOB MW nonei

Command-line interface: komaHgbl B TepMuHane

Model Context Protocol: npoToKo/ BbI30Ba MHCTPYMEHTOB K/IMEHTOM
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TepmuH 3HauyeHue

Advisor Heobs3aTensHblii Al-npoBaiigep, npeanaratowmin ~sMmeHeHust spec
Workspace BblgeneHHas paboyas nanka aptedakTos

SHA-256 / . o

- . OTneyaTok TOYHOTO COAEPXKMMOr0; U3MeHeHWe haiina MeHsieT oTrnevaTok
fingerprint

Extra Heo6s3arensHas rpynna 3asucumocteii Python-nakera

Exit code YncnoBoii kog, 3aBepLUeHUs KoMaH/bl; NpoBepsieTcs aBTomarusauyei

confidence — OLEHKa YBEPEHHOCTU, status — CTaTyC NpeanosioxeHus. OHu He
npeBpaLaloT HalAeHHYI0 CBSA3b B AOKa3aHHbI 3aKOH NPeAMETHOM 06nacTu.

unique_ratio_kind=lower_bound O3Ha4YaeT HVXHIOK rpaHnLy YHUKa/IbHOCTH, a He
TOYHYIO [O/H0.

[Nanee: TpeboBaHus.

MpaHuubl gaT u BpeMmeHu

B I'IpOBGpEHHOVI CI'IeLI,VICbVIKaLI,VIVI date_range W datetime_range 3a[al0T rpaHULIbI
reHepauuu. NMponyuieHHble rpaHnubl 3ameHaTca Ha 2020-01-01 n 2025-01-01.
[na 6onee paHHero Uiy NO34HEro nepuoja ykaxurte obe rpaHvibl B NpaBuibHOM
nopsake: yacTuyHasa rpaHunua, NpoTneopeyallas sHa4eHo No ymonyaHuio, Tenepb
BbI3blBAET OTKa3 C NOACKa3Koi. MpexHue BbIXogHble thalisibl Npu 3ToM
COXpaHaATCS.

CMeLLEeHe BPeEMEHM NO-NPEeXHEMY BbIGUPAETCSA C TOYHOCTLIO [10 LIe/10i CeKyHAbl U
COXpaHSeT MUKPOCEKYHAbI HUXKHE rpaHuLbl. JNs ANVHHLIX MHTEPBA/IOB
CNOMb3YeTCs LEeNOUNC/IEHHAN A/IMTENbHOCTb, YTOGbI HE BbINTW 32 MakCcUMyM Mpu
OKpPYrNeHnn. MUHUMYM U MaKCUMYM HE [OKa3bIBAT MECSUHYIO U/IN UHYIO
KanieHAapHYyH rpaHy/IipHOCTbL; COOTBETCTBME NEPNOAAM UCTOUHMNKA OCTAETCS
HEeN3MEpPEHHBIM.
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Be3onacHOCTb AAHHbIX
English - Pycckuit

NMouemy cUHTETUYECKME JaHHble BCE paBHO HY)XXHO NPOBEPATb

OTCyTCTBME KOMUPOBAHUS CTPOK — BaXKHAsi rapaHTuUsi, HO He [10Ka3aTe/IbCTBO
aHOHUMHOCTK. VIMeHa TabnuLl, Nons, arperathbl, peakue coyetaHus, GrsHec-
KaTeropuu 1 BPyUHyH0 3anncaHHble nNpaBuia MoryT packpblBaTb KOHTEKCT.
3BpUCTUKA HE BCerga NOHUMAET crneunuyHbIi ANs opraHu3auuy naeHTudukaTop.
Mpochusb 1 Spec ToXe HyXAatlTcsa B review nepej nepeaaveii.

leHepaTop He cepTudmumpyert differential privacy, k-anonymity, 3awWwuTy oT BCex
aTtak NOBTOPHOWN MAEHTUMKALMN NN IOpUANYECKOE COOTBETCTBME. BesonacHOCTb
Ha3HaYeHus OLEeHMBaET BNagenel, faHHbIX.

O6s3aTesibHble rpaHuLbl

e He KonupoBaTb, He NepemMeLLBaTh U HE 3KCMOPTUPOBATb MCXOAHbIE CTPOKM Kak synthetic
output.

e He Bkntouath PlI, credentials, TokeHbl, secret n production literals B npumepsl, npasunia, a1oru,
nckoveHms n provider payload.

e UuTatb BHELLHIOW 6a3y TOMLKO B pa3peLlléHHoM scope, read-only posibio, C KOHEUYHbIMU
oropxetammn n TLS.

e Paspenstb co3gaHve NokasbHbIX haitoB 1 BbinosiHeHne SQL-3anucy B Lenesoi BJ.

e licnonb3oBaTb OTAE/bHbIE BXOAHbIE U BbIXOAHbIE MYTU; HE 06X0AUTb OTKa3 npu symlink nnn
BbIxoA4e 3a workspace.

o [lpoBepATb Al-NpeanoxeHne 4eTepMYHUPOBAHHO, 3aTEM BbINO/HATL Ye/T0BEYECKUI review

TOYHOTO Spec.

--local-category pPa3pelaeT TO/IbKO OTAESIbHbIE NMPOBEPEHHbIE OrPaHNYEHHbIE

€NUM/KOHCTaHTbI B IOK&/TbHbIX Pa3peLLEHHbIX HA3HAYEHUSAX, HE UCXOAHbIE CTPOKM,
NAEeHTUGMKATOPbI, CBOGOAHBIN TEKCT UK Nepeaadvy nposainaepy. YCTaHOBNEHHbII
allowlist — Bxopg aBTOpU3aLIMK, & HE [OKA3ATE/TLCTBO HEYYBCTBUTE/IbHOCTY
CO/ZIEPXXMMOTO.

Mpouenypa 6e30MacHOro NPUHATUA

1. flo uTeHUA: NOATBEPANTE paspeLLEHHble duainbl/Tabnuubl/Nons n HasHadeHve. Ans

HEen3BeCTHOro UCTOYHMKA OCTAHOBUTECH [10 YTOYHEHMSs], He GepuTe sample rows B yar.
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2. Mocne npodmna: NokanbHO NPOBeEPLTE MeTagaHHbIe Y YyBCTBUTE/IbHOCTb; HE Ny6/InKyliTe
apTedakT aBTOMaTUYeCKU.

3. Mocne spec: nposepbTe identifiers, kateropun, Aatbl, CBA3M, OrPaHNYeHns 1 06bEM; coOXpaHuTe
TouHbIR fingerprint npwu review-first workflow.

4. Mocne reHepaLun: BbINONHWTE Ba/MAaLIMI0, NPOBepbLTE manifest n 6u3Hec-0TUET, oueHnTe
MOME3HOCTb U PUCK PACKPbITUS.

5. Mepep nepepayeii: noaTBepAMTE NOMyyYaTens, Cpeay 1 paspeLleHne; OTnpaBasainTe ToNbko
paspeLuéHHbIi pesybTat. Henb3s aBToMaTuyecku nepechisiatb UCXOAHbIE AaHHbIe BHeWHeMY Al

[laxe A58 ANarHoCTUKM.

[Ns ka0 NPOBEPKN KpUTEpUIA yernexa — SIBHbIN NOATBEPXAEHHbIV SCope Uu
OTYET; NPU HeonpeaenEHHOCTN NpeKpaTuTe 3aBUCUMYH0 onepaLmio 1 3anpocute
HepocTatowmin hakT. MoapobHbie NCNoMHMMbIE Wwarn 1 owmnoku: agent workflows.

Trino default aggregate-only nHctpymeHTbl otaeneHsl ot explicit opt-in

run_safe_select . [loC/ieqHMIA BO3BpaLLaeT orpaHnyeHHbIin row-shaped pesynbtar u
He rapaHTMpyeT OTCYTCTBUS BCEX UCXOAHbIX 3HAYEHUIA. OH HE HY)XEH AN
reHepaumy n He MOXET ObITb €€ NCTOYHMKOM CTPOK.

JononHutensHo: Safety Model, Threat Model, orpaHnyeHus.

TpaHccopmauma He ABNSETCA CUHTETUYECKOW reHepaumei

B 1.6.0 otgenbHas opt-in TpaHcopmaumsa co3gaét labelled mixed-origin
apTedakTbl 0AUH K ogHoMYy. Nepepf preserve unu preserve fallback HyXHbl ABHOE
field-scoped non-sensitive pelwieHne, otcytcTBme conflicting sensitivity,
KOMMEHTapuin onepartopa 1 CBeXuin nokanbHbIi controlling-TTY receipt Ana exact
snapshot. Sensitive/unknown/disputed nonsa He paspewatotcs; DECIMAL
preservation no ymonyaHuo 3abnokupoBaH. Receipt He Bblgaét areHT unn MCP.

ABHbIe substitute/replace_text mappings UMeIT OTAe/bHbIN KOHTPaKT: replacement
MOXET COBMNacCTb C A4PYrMM UCXOA4HbIM 3HAa4YEHMEM, BK/IOUas sensitive permutation.
D710 He paspellaet implicit copying, source-row reuse B reHepauumn Uan packpbitme
literals B norax/provider/MCP. Takoi BbIX0, 3alMLatoT Kak NoTeHUnaibHO
4yyBCTBUTENbHbIN; synthetic=true/source_rows_copied=false He cneayeT
npunNUcbIBaTb €My Mo aHasorMm ¢ reHepaTtopoM. Cm. oTaenbHbIn workflow.
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OrpaHu4eHUA 1 HeENOoATBEPXXAEHHbIE CBONCTBA

O6nactb

MoBTOpsiemoc
Tb

Mpodwnnb

MpasBuna

Css3su

CSV-nanka

Identifier pool

Bpewmsi

MpuBaTHOCTL

SQL source

SQL output

Workspace

daiinbl

Al

Selective
transformatio
n

MoarBepXaéHHaA rpaHuLa

ABHbI Seed 1 04MHAKOBOE OKpYXEHMe

OrpaHuyeHHble MeTafaHHble 1
HabnaeHns

TonbKo hopMasin30BaHHbIe
noaLepXk1BaemMble orpaHuyeHus

Kangnpatel ¢ confidence/status, npoBepka
CreHepUPOBaHHbIX CCbINOK

OrpaHnyeHHas Bblbopka v distinct tracker

CHHTETUYECKOE YNCIO KITtoYeli n
[eTepMUHVPOBAHHOE LIMK/IMpOBaH1e

Mpw otcytcTBum rpaxny, fallback 2020-01-
01/2025-01-01

Content guards 1 3anpeT KonMpoBaHws
CTPOK

OrpaHunueHHsIit single-table SELECT, no-
row schema v arperartbl

leHepauus aiina

Mposepka nyTei generator MCP

Staging v recovery HekoTopbIX interrupted
approvals

OrpaHuyeHHble proposals,
[eTepMVHUPOBaHHas Banimauus, review

3apeructpupoBaHHble local/MCP
consumers c exact snapshot v receipt gates

Yrto Henb3A oGewatb

OppHakoBble 6aliTbl Ha /106bIX Bepcusax/OC

[MONHY0 CTATUCTUYECKYIO MOAE/b NCXOAHbIX AAHHbIX

CoxpaHeHue HeU3BECTHbIX GU3HEC-3aKOHOB

Uto ntobas HalieHHas CBSA3b UMEET BepHbIii Gr3Hec-
CMbIC/

TouHyt0 YHUKanbHOCTb nocre overflow; lower_bound —
JLLb HWKHAS rpaHnLa

CoxpaHeHue NCXoaHbIX ID, 4acToT uay row mappings

Uro fallback — namepeHHbIii nepros UCTOUHMKa

CepTI/ICbVIKaT AHOHMMHOCTH, ropuanvyeckoe CoOOTBETCTBME

JOIN, CTE, arbitrary SQL nnu source-row export

ABTOMaTMYeCKyto 3arpysky B b/l nnv nposepeHHoe
ncnonHeHne SQL

OS sandbox, ceTeByo ©30M5LMI0, 3aLLMTY OT BRagenbLa
npolecca

MonHyto crash/power-loss durability Heckonbkux chaiinos
KaK OfiHOVi TpaH3aKLum

[locToBepHOCTL BCex pekomeHaaLmii unv auto-approval

YTo peructpaums paspeluaeT Habop, Bblgady approval
areHToM 1M aHOHUMHOCTb mixed-origin output

OpenAl n GigaChat adapters nmetot ctatyc experimental. load test — PEXUM

reHepaumu, a He pacnpegenéHHasi Harpy3ouHas nnaTtgopma; edge He [OKasbiBaeT

NOKPbITUE BCEX rpaHuL, Bawlei cuctemsl. ns negative/mixed nposepsiite

OXnaaeMble HapyLLEHMSI.

He noaTBepXxaeHo 3TUM ayauTOM: HOBas ycTaHoBKa 13 nHaekca, Windows/Linux,
XuBble PostgreSQL/Trino, BbI30Bbl OpenAl/GigaChat, KOHKPEeTHbI MCP-KNNEeHT,
ncnonHeHne SQL 1 BOCCTaHOB/IEHME MOCe peasibHOro nageHua. Ana

noaTBepPXaeHna Hy>XHbl COr/laCOBaHHbIE N30/IMPOBaHHbIE CPEeNbl N OTAE/IbHBIE

nposepku. JlokanbHble fakes 1 SDK tests He 3amMeHAT 3TV MPOBEPKMU.
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TekyLlimne orpaHnyeHns numeric evidence, relationship utility u live acceptance
nepeyncneHbl B known issues. OHM He OTMEHSATCA passing report N nokasbHbIM

nprMepoMm. MpaHnLbl ayauTa NpBeaeHbl B OTUETE.

NMomoub

PacnpocTpaHEéHHble OLLIUOKU

English - Pycckuii

TouyHble hrKcpoBaHHblE COOOLLEHNA NPUBEAEHbI B KaBblikax Koga. Tam, rae TekcTt
3aBucuT ot onepaunn/OC, ykazaH cuMnToM nnm ctabunsHelin JISON error code; aTo

He BblAyMaHHbIli BbIBOA, TEPMUHANA.

OwwubkKa | cumnTom

command not found /KOMaHAa He
HaligeHa

Bepcus ycTaHOBMEHHO KoMaHpl

oTtnnyaertcs ot checkout 1.6.0

unsafe filesystem path

Output already exists:

input_not_found

missing_dependency /KOA 69

invalid_arguments

configuration

external_service

Tool arguments failed validation

Invalid request parameters

Trino request failed

generate BepHy/ 1 v ocTasun output

MpuunHa

[pyroe okpyxeHvie nnu
nakeT He yCTaHOB/IeH

YcTaHoBNeHHas Konus
OTCTa&T OT UCXOAHVKOB

Symlink, KOHGAMKT BXoga/
BbIXOZa UM MyThb 3a
rpaHuLeit

Mprmep 3awmaet
pesy/bTar 0T nepesanucu

MyTb OTHOCUTENLHO ApPYroi
paboueli nankm

HeT optional extra

He xBaTaeT 06513aTe1bHOro
chnara unu 3HayeHve He B
AvanasoHe

Hert allowlist, HeBepHbIii
BHOKET, KOHPANKT
JDBC/component settings

BJ/npoBaiifep HefocTyneH

MCP-aprymeHTbI He
COOTBETCTBYIOT CXeMe

HekoppekTHbIl
TUNU3NPOBaHHbI MCP
3anpoc

Be3onacHo ckpbiTas
owmnbka backend

HamepeHHbIi
mixed/negative He npoLén
EERILETITI

PelweHue

AKTUBWPYIATE HY)XHOE OKpYXXEeHWe; NpoBepbTe
python -m pip --version W NYyTb KOMaHAbl

YctaHosuTe checkout B 0Te/IbHOE OKpYXeHue; He
BbI,CI,aBaVITe TecTt CTapOI\/‘I Konun 3a Tect
NCXOHNKOB

Vcnonb3yiiTe HOBYIO 06bIYHYO Nanky; /tmp  Ha
macOS — symlink, KaHOHUYeCKWA NyTb
/private/tmp

BbibepuTe HOBOE UMSI; He yaansanTe
NoNb30BaTeNbCKUIA pe3ynbrar

Mepeiignte B kopeHb checkout; NnpoBepbTe
Ha/muve Bxoga 6e3 ny6navkaluy ero CoaepXX1umMoro

YcTaHOBUTE HYXHbIVA extra Tem xe Python;
nosTopuTe doctor --require-extra

BbinonHute COMMAND --help, 3agavite count>0,
seed=0, ratio B [0,1]

VcnpaBbTe KOHKPETHbI Scope/uncno; He
ocna6nsiite TLS nnv nonnTuky

MpoBepbTe pa3peluéHHblii endpoint, ceTb, TLS,
npasa 1 KBOTY Yepe3 afMUHUCTPaTopa; He
neyaraiite secrets

Wcnone3yiite tools/list n Tvnbl apryMeHTos;
OTK/TOHEHHbIN payload He nepecbinaiTe

Vcnpasbte knneHT/SDK 1 coopmat JISON-RPC

MpoBepLTe SCope, JOCTYMNHOCTb W BIOIKETLI 6e3
packpbITUsi CO06LLEHNs ApaiiBepa

MposepebTe validation_failed n oTuéTbl
expected/observed; He cunTaliTe haiin ycnelwHbIM
valid-Ha6opom.
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Owwun6ka | cumnTom MpuunnHa PewieHue

EcTb HapyLweHus MpouwnTaiite validation_report; ans negative

validate BepHyn 1 KOHTpakTa COMoCTaBLTE OXUAAEMbIE HAPYLLIEHUSA

HeT npas, mecTa nnu
io_failure /Kop 74 owbka thaiinosoit
CHCTEMbI

BbiGepuTte JOCTYMHbIN KaTanor, NpoBepbLTe ANCK 1
pesepB, COXpaHnTe BXOAbI

MpouuTaiite agent-status; NCnosb3yiTe TONbKO
NpeLoOXEHHbIV agent-recover ¢ NPOBEPEHHbIM
fingerprint

OpobpeHune npepeasnoch

recovery_required
nocne nyénunkaummn Habopa

UTto aenaTb Npyu HEU3BECTHOW OLIMOKe

OcTtaHoBUTE NOBTOPHbIE 3anucu. CoxpaHuTe TO/IbKO 6e30onacHble MeTafaHHbIe:
BEpCuo, KoMmaHay 6e3 cekpeToB, KOZ 3aBepLueHus, dpasy U CYETUMKN.
BocnponssegunTe Ha BbIMbILWEHHbIX BXoA4ax. He ny6nukyinte ncxogHbin CSV, SQL
c nutepanamu, profile/spec ceoero gomeHa, .env , DSN, nonHbIA environment nnn

Heob6paboTaHHbIN traceback.

[anee: nowarosas guarHocTtuka, FAQ.

JlokannbHaAa gnarHocTuka

ANs yero 3aTo HY)XXHO

MpoBepbTE OKPYXXEHME U MaJIEHBKNIA CUHTETUYECKUIA NpUMep Npexae, 4em
pa3éuparb NOAKMNHYEHNE K BHELUHEMY CEPBUCY. Tak MOXHO OT/INYUTL JIOK&/TbHYHO
OLIMBKY OT CETEBOWA.

UTo nonyuyuTtcsa B pesynbrare

BesonacHas cBogkKa BEpCUMM U NOKasIbHbIX BO3MOXHOCTEN 6e3 uTeHus credentials.

MpepBapuTenbHbie TPeGoBaHUS

OTKpbIT TEpMUHaAUT B KOpHEe checkout, akTUBHO HY)XHOE OKpY)XXeHue; npaBa Ha
BpeMeHHbIe doaisibl. s uteHns doctor report He HyxxeH goctyn K B/,

MowaroBoe BbINOJ/IHEHUE

LWar 1. ConoctaBbTe NYTU N BEPCUIO
UTto cpaenartb: [NokaxunTe NyTb K UHTEPMNPETATOPY M UCNONHAEMOWN KOMaHe.
Fae BbINONHUTBL: TepMuHas, kopeHb checkout.
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KomaHpga nnu npumep:

python -c "import sys, shutil; print(sys.executable); print(shutil.which('test-data-
agent'))"
test-data-agent --version

UTo A0/MKHO NPOU30MNTU: BaHbI NyTU TEKYLLIEro OKPY)XXEHWUsI U BepCcusi NakeTa.

Kak npoBeputb: O6a nyTn npuHaanexar 0OXuaaeMoMy OKPY>XEHUIO; Bepcus
cooTBeTcTByeT checkout.

Ecnv He Nony4unocb: ECnn HeT, akTUBUPYIATE HYXHbIli Venv 1 yCTaHOBUTE NakeT
Tyga. He nevaraiite Becb environment.

LLiar 2. 3anycTuTte SIoKa/IbHbIE NPOBEPKU

Urto cpenartb: BoinosiHute doctor; JSON-pexum ygobeH ana asromarnsasmu.

I'Ae BbINO/IHUTL: TOT Xe TepMuHaU.

KomaHaa unuv npumep:

test-data-agent doctor
test-data-agent doctor --json

UTto gomkHO npousonTu: MNMpoBepeHbl 6a3oBble MNOPTLI U Smoke generation.

Kak npoBeputb: O6e komaHpbl Bo3BpaLyatoT 0.

Ecnu He nonyunnocb: Ecnn extra He yCTaHOB/EH, YCTAHOBUTE TOJTbKO HYXHBbIA;
HeobA3aTesIbHOe OTCyTCTBME 6e3 require-extra He 03Ha4yaeT NosIoMKy 6a3bl.

LLar 3. MpoBepbTe HY)XHOE pacluupeHmne

Uto cpgenatb: B npumepe npoBepsieTcs Parquet; 3aMeHUTe ero Ha HyXXHoe extra u3
crnpaBkKu.

'Ae BbINO/IHUTBL: TOT Xe TepMUHaU.

KomaHpga nnu npumep:

test-data-agent doctor --require-extra parquet
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YTto AomKHO npounsoinTu: MNMpoBepeHa NnokasnibHas paboTocnocobHOCTb Parquet,
BK/1t0Has BpeMeHHbI round trip.

Kak npoBeputb: Kog 0.

Ecnun He nonyuunocb: YctaHoBuTe .[parquet]. Ycnex ans postgres/openai He
npoBepsiET CETEBON AOCTYN unu credentials.

MpoBepka pesynbrata

Ecnun doctor npoxoaut, a pabounii BXo4 HET, NOBTOPUTE C BbIMbILLIEHHOW
dmnkcTypoii n3 CSV-UHCTPYKLMK. ECnn oHa NpoxoauT, npoBepsinTe hopmy BXoaa,
spec n numuTbl; Npu B, oTaenbHO NpoBepsinTe paspeLléHHOe NOoAK/IYEHNE C

aIMMHUCTPATOPOM.

TUNUYHbIE OLLINOKN

OwwnéKa MpuunHa PeweHne
doctor npoLuén, cepsuc Doctor HamepeHHO MpoBepbTe CEeTL/POsIL/KBOTY B COINTACOBAHHOM CEPBVCHOM
HedocTyneH ochnaiiH cueHapuu.

CocTaBbTe MVHUMasIbHbI cuHTeTMYeckuii reproducer; debug He

Kon 70 BHyTperHAs owwmnbka ny6nukyiite 6es review.

Mocne npepBaHHOro 0406peHUs

BbINONHUTE test-data-agent agent-status out/ru-agent --json . ECnu q3a3a
recovery required , NPOBEPbLTE COXPaHEHHbIE spec/manifest M BbINOJ/THUTE TOYHYIO
next action n3 craryca c ogoo6peHHbIM SHA-256. agent-recover nepenpoBepsier

nmetoLLmiica Habop n gonuceisaet completion metadata; oH He reHepupyeT CTPOKM
3aHOBO. JTOT CLieHapuii He BOCMPOU3BOANIICA BPYUHYIO B ayauTe; kog v focused
tests cyuiecTBytoT. He ncnonbayiite recover g/ NPON3BOJIbHON NOBPEXAEHHOM
nanku.

Cnepyowui war
TUNMYHbIE OLLNGKN.
Bonpochbl 1 oTBeThI

HyxeH nu Al? Het. Jemo, CSV, DatasetSpec, neTepMnHMpoBaHHas reHepauma n
Bamgaunsa pabortatoT 6e3 provider.
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HyxxHa nun 6a3a? Het. HauHuTe c BbiMbIlWAeHHOro CSV. baza — oTaenbHbIin read-
only NCTOYHUK MeTaaHHbIX.

Yem reHepauus otiMvaeTcsa ot 06e3nmumBaHusa? eHepaTop CO34aET HOBble
3Ha4eHusl. OH He nepenncbiBaeT Kakayt MCXOAHYI0 CTPOKY U HE COXpPaHSIeT KapTy
ncxodHblii ID - HoBbIi ID.

MOXHO N1 cUUTaTb CUHTETUYUECKUIT HAGOP AaHOHUMHbLIM? ABTOMATNYECKM
Henb3sl. MpoBepbTe Spec, paspeLléHHble MTepasibl, peakne KOMGUHALMKN 1
MOMNTKKY Ha3HaueHusi. Cuctema He AaéT cepTudmkaTa cTaTUCTUYECKON
AHOHUMHOCTMW.

MoueMmy cTtatyc ctas gpyrum nocrie npaBku spec? Approval oTHocUTcs K
TouHOMYy fingerprint. Mocne npaBkM Hy>XeH HOBbI review; CTapblil 0TNeYaTok He
0006psET HOBLIV haiin.

Mouemy oauH seed He pan npexHue GanTbl Ha Apyroi mawmnHe? Nomumo seed
BaXXHbl BX0[,, SpPec 1 nopsiok entities B HEM, count, mode, locale, Bepcusi NpoekTa,
3aBMCUMOCTU 1 cepuasnindatop. CpaBHMBaiTe B O4MHAKOBOM 3anvMcaHHOM
OKPY)XXeHUMN.

Fpe pesynbrar? Y generate-from-csv - -output — dpaiin ¢ cocegHUMM
aptechakTamu; y generate n3 spec — nanka Haéopa. Manifest ykasbiBaeT yc/10Bus
reHepauyuun. Cm. popmarsl.

UTto o3HauvaerT validation passed? To/ibko BbINO/IHEHME BK/IFOUYEHHbIX NPOBEPOK MO
AaHHOMY spec. He gokasaHo, 4To caM Spec OMnMCbIBaeT BCE HY>XXHble CBOMCTBA.

MoXHO N1 ncnonb3oBaThb peasnbHble status? B CMHTETUYECKOW reHepaunumn —
TOMbLKO Yepes otaenbHbiii field-scoped local-category nocne review
He4yyBCTBUTE/IbHOIrO OrpaHn4yeHHoro enum u content checks. Pa3spelueHuve He
pacnpocTpaHsietcs Ha ID, TekcT, Pll, cTpoku nnm BHewwHui Al. CoxpaHeHne ayeek
OAMH K OAHOMY OTHOCUTCS K OTAENbHON mixed-origin TpaHcdopmauum ¢ policy n
local receipt; cM. HLXe.

MoxxHo nu cgenatb JOIN B profile-query? Her. NogaepxmnBaetca orpaHnyeHHoe
yTeHne oAHOoIN Tabnuubl; He AobaBnanTe 06xon Yepes unrestricted SQL.

Mo)kHo nu nmnoptupoBatb SQL? MpoekT co3gaét SQL-gaiin. BeinonHeHNe —
oTAeNnbHasA onepayunsa 3anucu B CoriacoBaHHyo ogHOpa3oByo B/l ¢ yenoseyeckuv
review. B atom aygmte SQL He ncnonHsanics.
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Urto Takoe selective transformation? OtaenbHbIi Ny6nnyHbIin opt-in workflow
1.6.0 c policy, snapshot digest n mixed-origin output. CLI 1 MCP consumers
CYLLEeCTBYIOT; preservation TpebyeT TOYHOIO JI0Ka/IbHOro NOATBEPXAEHMS
4e/I0BEKOM, KOTOPOE areHT BblAaTb He MOXET. CM. HCTPYKLUMIO.

Kak noBTopuTb NpuMep? Vcnonb3yiiTe HOBYIO Narky, TOT e BXof, napameTpbl 1
OKpYy)XeHue. He npumeHsiiTe overwrite unv yaaneHne npeaplayLimx pesynsratoB

6e3 Heo6X04MMOCTMW.

[Janee: orpaHNyeHNs.
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N3BecTHbIe Npo6nemMbl
English - Pycckuit

Stable 1.6.0 npownia ny6sMyHy0 NpoBepKy. BHeLWHWe 0T3biBbl CBEPEHbI C main 22
okTA6ps 2026 roga; nnaH obpabotkn — English otaenser npexyue ncrnpasneHuns,
TekyLue orpaHnYeHnsa N HeNoATBEPXKAEHHbIE HabGMOAEHMS.

e CSV numeric strings MOryT BbIrS4eTb Kak TeneoHbl 1 ocTaBaTtbes sensitive. He obxogute
privacy checks n He meHsliTe exact measures Ha float pagn nogasnexus ownbkm. Reviewed
numeric profiling nnannpyetcs; exact decimal generation coxpaHsieT OTAE/bHbIA MPOBEPEHHbIN
KOHTpakT --decimal-fields.

« Trino yxe noggepxmeaeT runtime authentication no nposepsiemomy HTTPS. 19 coobLeHns o
BHelHeM authentication failure HyxHbI configuration/version evidence; fake-driver tests He
[0Ka3bIBalT paboTy C KOHKPETHbIM Server.

¢ Numeric shape nogaepxusaet optional zero/subunit frequencies n minimum subunit exponent.
B ctapom npocpune evidence MOXeT OTCYTCTBOBaTb; MOIyunTe NPodun/ib 3aHOBO.
OTpuuaresnbHbIli exponent oNyCTUM A/18 3HaYeHWUA MeHbLUue eanHULbl. OTCYTCTBYOLNI
Parquet distinct count He 03Ha4yaeT HOJfb.

» Validation npoBepsieT 06bsBMEHHbIE relationships. MponyLeHHbIe NorMyYeckme cBa3n, source
orphan rates n temporal granularity He noaTBepXAalTCA 0gHNM passing report. icnonb3yiite

reviewed declarations u siBHble counts CyLHOCTEIA.

D70 HanpaBneHusa gasbHelwen pa3padoTkn, a He U3MEHEHNS yXXe
ony6nukosaHHoro wheel 1.6.0. Tekylwime ncnpasneHns main n sepcus
BbINYLEHHOro naketa A0/HKHbI pa3fimyarbCes.

Bonee wupokasn transformation/session acceptance campaign, Bk/itoyas
Tpebyemoe HacToslee local-terminal preservation acceptance, octaércs
OTKPbITON. MNPy 3TOM KOHEYHbI HA60P BbIMbILL/IEHHbIX Stable-npoBepok 3aBepLUEH
C 3anucaHHbIMU Npegenamu; aTu [Ba SCope Hesb3s CMelnBaTb. ABTOTECTbI He
[0KasblBaloT NPUIroAHOCTL NpuBaTHOro Habopa. Provider adapters octatorcs
experimental, resource/artifact durability nmeloT oTaenbHble OrpaHNYeHns.

OTUET nepesofa NepeyuncnseT HernpoBepeHHbIe 34ech cLueHapun. Victopuyeckme
ncnpasnieHns u risk dispositions coxpaHeHbl B Security History — English.
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